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Abstract
In wireless sensor, small sensor nodes are capable of sensing, monitoring,
processing and carry-forward. Such type of networks can be created anywhere
wherever one’s requirement to communicate, but minimum two mobile nodes
are required to make possible wireless communication. These networks are
referred to as infrastructure-less networks so no wastages of money to setup
such networks.
In black hole attacks, malicious nodes attack all requested RREQ messages
this way and takes over all routes. Therefore all packets are sent to a point
when they are not forwarding anywhere. This is called a black hole like which
swallows all objects or nodes. If malicious node masquerades false RREP
message as if it comes from another victim node instead of itself, all messages
will be forwarded to the victim node. In this paper, result analysis and
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comparison have been shown between GA and PSO for AODV routing
protocols.
Keywords: AODV, DSDV, PSO, GA,

1.

INTRODUCTIONS

1.1. Ad-hoc network: In ad hoc networks, the nodes work in cooperation with
each other in managing the network. In addition to acting as hosts, the nodes should
also act as routers during the transmission. MANET is an ad hoc network, where the
nodes are mobile in nature, cooperating with each other in network management,
without the use of a network infrastructure or any centralized administration [1]. The
primary goal of a MANET routing protocol is to establish a correct and efficient route
between a pair of nodes, so that messages may be delivered in a timely manner.
1.2.

Attacks in WSN and Ad-hoc network

1.2.1. Wormhole attacks: There are two unauthorized parities which interrupt and
communicate on the network which are called wormhole attack. From wormhole
attack, an attacker receives packets at one point in the network, “tunnels” them to
another point in the network, and then replays them into the network from that point
[2]. Routing can be disrupted, when routing control messages are tunneled. This
tunnel between two colluding attackers is referred to as a wormhole. Packet leashes
are used to combat wormhole attacks.
1.2.2. Sink hole: Sinkhole is a more complex attack [3] compared with black hole
attack. Given certain knowledge of the routing protocol in use, the attacker tries to
attract the traffic from a particular region through it. Other nodes will then consider
the path through this attacker node better than the currently used one and move their
traffic onto it. Since affected nodes depend on the attacker for their communication,
the sinkhole attack can make other attacks like gray hole, black hole, and so forth.
1.2.3. Rushing attacks: Two colluded attackers use the tunnel procedure to form a
wormhole. If a fast transmission exists between the two ends of the wormhole, the
tunneled packets can propagate faster than those through a normal multi-hop route.
This is called the rushing attack. The rushing attack can act as an effective DoS
attack.
1.2.4. Gray hole: Gray-hole attack has two phases. In the first phase, a malicious
node exploits the AODV protocol to advertise itself as having a valid route to a
destination node, with the intention of intercepting packets, even though the route is
spurious. In the second phase, the node drops the intercepted packets with a certain
probability. In this gray-hole attack, routing misbehavior leads to dropping of
messages packets selectively. These will be rectified by secure signature algorithm to
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trace the packet dropping nodes on ad hoc network. Gray-hole attack is a variation of
black hole attack in which the normal node will suddenly behave maliciously and start
dropping packets selectively. Thus detecting this kind of attack is more challenging
[4].
1.2.5. Black hole: Clearly MANET and WSN are vulnerable to various attacks.
Attacks in the network layer have two purposes: not forwarding the packets or
modifying some parameters of routing messages. A basic attack that an adversary can
execute is to stop forwarding the data packets. A black hole attack is a kind of Denial
of Service, where a malicious node sends a forge reply to the source node that it
possesses a shortest route to the destination. The source will establish a connection by
forwarding packets to the adversary. The adversary in turn will discard those packets
without forwarding them to the destination. Cooperative black hole attack is an attack
where multiple black hole nodes perform in coordination.

2.

RELATED WORK

Mohd Nadhir Ab Wahab et al, played out a broad correction of notorious
enhancement calculations. At that point the picked calculations are calmly
characterized and separated with each other successfully utilizing tests that are
conveyed by utilizing thirty exceptionally acclaimed standard capacities. The
outcomes symbolize the general achievement of Differential Evolution (DE) and are
entirely joined by Particle Swarm Optimization (PSO) separated with other
investigated methodologies.
Ahmad Rezaee Jordehi, explored the PSO variations, intended for element
advancement issues. A few true advancement difficulties are rapid; that is, their target
work or potentially restrictions fluctuate after some time. Deciding such confusions is
hard. Molecule swarm streamlining (PSO) is a much acclaimed and very compelling
improvement calculation. The creator reasoned that this paper can be advantageous
for specialists expected to decide dynamic improvement challenges.
Okan CAN et al, inspected assault sorts and interruption identification approaches
taken against these assault sorts. Wireless Sensor Network (WSN) is an extensive
scale connects with from handfuls to a great many little gadgets. Utilizing fields of
WSNs (military, wellbeing, keen home e.g.) has a huge scale and its direction locales
advancing routinely. The security issue of WSNs is an essential research region and
the materialness of WSN has some unmistakable security prerequisites. Interruption
Detection System is an optional line of the security component for systems, and it is
exceptionally vital for trustworthiness, secrecy, and accessibility of the system.
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Ebrahim A. Alrashed et al, proposed a novel approach that utilizations non-common
and cloud instruments to distinguish interruptions in the system. Portable wireless
sensor systems (MWSNs) are wireless systems of little sensors moving around in a
predefined scope territory, passing on their understandings and information to
dormant or versatile base stations. The proposed instrument utilizes a segregation
component to seclude the recognized gatecrasher, and a node rebuilding system to
legitimately approve and reestablish the confined nodes inside the system.

3.

SIMULATION WORK

The figure shows the network simulation model containing 50 nodes. Length vs
breadth of the network, the channel (CH) captures the routing information from the
initiator (source node) and then sends the data from the source to destination node.
The yellow triangles represent the nodes which can be either active node and also
figure presents a plot of the greatest Black-hole ways of life as a component of the
traded off division of hubs.

Take note that our theoretical prediction (which is strategy independent) matches
closely with the attacker strategy of connecting BH nodes (black-hole) in a scale free
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topology. The red circles represent the nodes which can be either active node. Above
figure displays the black-hole attack in network.

3.1.1 Result comparison evaluation using AODV, GA and PSO Algorithm
a)
Throughput with black-hole attack versus PSO/GA: Figure shows that the
PSO/AODV throughput is somewhat higher than using GA/AODV and then only
AODV due to presence of black-hole attack. Total information from the source to the
beneficiary more than the time it takes until the beneficiary gets the last packet. Less
time translates into higher productivity.

Throughput
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Figure 3.1 Throughput %age change comparison

b)
Congestion with black-hole attack versus PSO/GA: The Congestion is a
significant parameter for evaluating a protocol which must be low for good
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performance. Proposed algorithm based on PSO/AODV shows less congestion than
GA/AODV. This increase in the Congestion is due to the black-hole nodes through
which then passes to the destination node. However, increase in the numbers of nodes
also increases the difference of delay.
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Figure 3.2 Congestion %age change comparison
c)
Error rate with black-hole attack versus PSO/GA: The figure shows the
comparison of error rate with or without black-hole nodes in addition to GA and PSO.
It has been seen that error rate decreases due to addition of PSO and GA, as it has
been increased by black-hole attack in network. But PSO results better than usage
with only GA.
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Figure 3.3 Error rate %age change comparison
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d)
Routing Overhead with black-hole attack versus PSO/GA: The figure
shows the comparison of routing overhead with or without black-hole nodes in
addition to GA and PSO.
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Figure 3.4 Routing overhead %age change comparison

It has been seen that routing overhead decreases due to addition of PSO and GA, as it
has been increased by black-hole attack in network. But PSO results better than usage
with only GA.

Table 3.1 Comparison between the parameter for different optimization techniques
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Figure 3.5 Comparison between of different optimization technique

4.

CONCLUSION & FUTURE SCOPE

4.1

Conclusion

In order to design more efficient and practical black-hole defenses, we proposed an
implementation based on Genetic algorithm as well as PSO method and in the end
comparison between GA and PSO has been done. Related to security in Black-hole
assault has been looked into. At that point an Intrusion Detection System (IDS)
particularly for black-hole attack is implemented using Genetic Algorithm/ PSO
algorithm. It is presumed that black-hole assault aversion is accomplished at more
noteworthy rate when PSO has been used w.r.t. GA only.

4.2

Future Scope

We recreated the Black Hole Attack in the Ad-hoc Networks and explored its effects.
In our review, we utilized the AODV steering convention. Be that as it may, location
of the Black Hole Node is another future work. In our work, we accept the dark gap
hub is distinguished and attempted to wipe out its belongings. There are numerous
Intrusion Detection Systems (IDS) for specially appointed systems. These IDSs could
be tried to figure out which one is the best to distinguish the Black Hole.
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Finding the dark opening hub with association situated conventions could be another
work as a future review. Future degree lies in the utilization of the hybridization of
Genetic calculation with other steering conventions like DSR, or DSDV.As they are
additionally defenseless against this sort of assaults.
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