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Abstract 
 

Distributed Denial of Service (DDoS) attack is one of the biggest threats now 
days. This paper aims at providing the simulation results of buffer size and 
attack intensities effect on various queuing algorithms such as DropTail, Fair 
Queuing (FQ), Stochastic Fair Queuing (SFQ), Deficit Round Robin (DRR) 
and Random Early Detection (RED) using ns-2 as a simulation environment. 
The results in this paper indicate that Stochastic Fair Queuing is the best 
algorithms in terms of providing maximum bandwidth to legitimate users 
against various attack intensities. It is also cleared from simulation results that 
there is no effect of variation in buffer size on queuing algorithms such as Fair 
Queuing, Stochastic Fair Queuing and Deficit Round Robin while DropTail 
and Random Early Detection algorithms are giving the best performance on 
buffer size 60 against various attack intensities. This paper also covers the 
basic overview of Denial of Service Attack (DoS), Distributed Denial of 
Service attack (DDoS), attacking methods, DDoS defense approaches and 
Queuing Algorithms. 
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Introduction 
Denial of service attack is an attempt to prevent the legitimate users from accessing 
the network resource such as website, computer system or web service [1]. The aim of 
DoS attack is to send a vast number of messages to the destination so that it can be 
crashed, reboot or not be able to full fill the legitimate users’ request [2]. Distributed 
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Denial of Service attack is a coordinated Denial of Service attack that uses so many 
computers to launch an attack against one or many destinations [3]. To launch a 
coordinated attack DDoS uses many compromised systems to degrade the 
performance of target. The target of the Distributed Denial of Service attack is called 
“primary victim” while the compromised systems that are used to launch DDoS attack 
are often called “secondary victims”. Fig. 1 shows the architecture of DDoS attack. 
 Thousand of attacks occur on regular basis and few of them get caught or traced. 
There are many types of attackers who participate in DoS attack. Sophisticated 
attackers are those who hide their identities by several means during the attack. Script 
kiddies are those who use few kinds of attacking tools available on the internet, such 
attacker sometimes get caught or easily traced because they left sufficient trails to 
trace [4]. Another type of attacker is potential attackers who use their own developed 
scripts or tool for attacking purpose they are smart enough to write their own code. 
 Two types of attacks occur in the network (i) Vulnerability attack is an attack in 
which attackers exploits the vulnerability available in the system. (ii) Flood attack is 
an attack in which attackers send a vast number of messages to overwhelm the 
network bandwidth in terms of consuming bandwidth.  
 There are many attacking methods such as smurf attack, ping flood, ping of death, 
SYN flood, teardrop attack, permanent denial of service attack, degradation of service 
attack and nuke are used in DoS and DDoS attack.  

 

 
 

Fig 1:  Handler/Agent Architecture [2]. 
 
 
 Some attackers are smart enough to create their own attack code, most commonly 
they use code written by others. Such code is typically built into a general, easily used 
package called an attack toolkit. It is very common today for attackers to bundle a 
large number of programs into a single archive file, often with scripts that automate 
its installation. Now days the attacking tools such as Trinoo, Tribe Flood Network 
(TFN), Stacheldraht, Shaft and Tribe Flood Network 2000 (TFN2K) are used as 
DDoS attack tool kits [5-8].  
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DDOS Defense Approaches 
The aim of DDoS defense approach is to improve the security level of a computer 
system or network. Few of them are explained below.  
 
Disabling unused Services 
If there are less application services and open ports in hosts, there will be less chance 
of exploiting the vulnerabilities by attackers. Therefore the best way to reduce the 
chances of occurring DDoS attack is to disable the services that are not in use, e.g. 
UDP echo, character generation services [9].  
 
Install latest security patches 
Nowadays attacks are based on exploiting the vulnerability in the target system. So by 
installing latest security patches we can prevent the re-exploitation of vulnerabilities 
available in the target system [9]. 
 
Disabling IP broadcast 
Generally attackers use intermediate broadcasting nodes to consume the network 
bandwidth. Smurf and ICMP flood attacks are based on broadcasting. So defense 
against attack will be successful if the host computer and all intermediate nodes 
disable the IP broadcast [10].  
 
Firewalls 
A firewall is a device that is used to protect the network from unauthorized access 
while permit the legitimate services to pass through it. Fire wall have some policies 
such as to allow or deny protocols, ports or IP addresses [11]. But some complex 
attack, such as attack on port 80 (web services) firewalls cannot prevent that attack 
because they cannot distinguish good traffic from DoS attack traffic.  
 
IP Hopping 
In IP hopping, the IP address of active servers is proactively changed within the range 
of a pre-specified set of IP addresses [12]. The victim computer’s IP address is 
invalidated by changing it with a new one. Once the IP address is change all the 
routers in the network is informed and edge router will drop the attacking packets. So 
we can prevent the attack by using the IP hopping. Drawback of this technique is that 
another system may be victim of attacker if it is allocated the previous IP address of 
active server.  
 
Ingress/Egress Filtering  
Ingress Filtering is a restrictive mechanism to drop any incoming packet if its IP 
address does not match with a domain prefix connected to the ingress router. Egress 
filtering ensures that the packet leaving from any network having IP address claims to 
that network really match within the range of IP addresses of that network [14].  
 First most important thing is required for Ingress/Egress filtering to have 
knowledge of expected IP addresses at particular port but for some networks with 
complicated topologies it is not easy to obtain this knowledge. Reverse path filtering 
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[15] is a technique that is used to build this knowledge. In this technique each router 
knows which network is accessible via which interface of that router. If coming 
packet at any particular interface of the router claims that its source IP address 
belongs to a particular network then we do cross check. Router again tries to find out 
whether that source address using the particular interface is accessible or not. If yes 
then packet is allowed to pass through that router otherwise dropped. 
 
Defense against IP spoofing 
It is a defense mechanism against IP spoofing based on trusted nodes and traceroute 
[16]. Consider a network consists of trusted nodes. Each trusted node in a network 
contains the access information about all other nodes such as node name and IP 
address, hop count and traceroute from itself to the other trusted nodes. IP spoofing is 
a process in which hacker sends the request to any destination node while having 
source address spoofed.  In this method, whenever any node send the request to other 
node in the network for establishing the communication. The node that gets the 
request from any particular node first verifies that node by using traceroute whether it 
is trusted node or not. In traceroute method, if any node gets the request then it tries to 
access that IP address to check whether it is accessible or not. If the node is not 
accessible then receiver node of request gets message “host is unreachable”. In this 
case the receiver does not respond to that IP address.    
 
 
Queuing Algorithms 
A queuing algorithm allows us to manage access to the fixed amount of out port 
bandwidth by selecting which packet should be transferred and which one should be 
dropped when queue limit is fully occupied. There are many different queue 
scheduling algorithms to provide the balance between complexity, control and 
fairness. Congestion occurs when packets arrive at out port faster than they can be 
transmitted. In this case router interface become congested if just a single packet has 
to wait for another packet to complete its transmission. The task of queue scheduling 
algorithms is to minimize the congestion and to provide fair bandwidth to each of 
different services competing for bandwidth on the output port. It also furnishes 
protection between different services on output port, so that poorly behaved service in 
one queue can not impact the bandwidth delivered to the other services. In our 
simulation we are using the DropTail, Fair Queuing (FQ), Stochastic Fair Queuing 
(SFQ), Deficit Round Robin (DRR) and Random Early Detection (RED) available in 
ns-2. 
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Fig 2:  DropTail [17]. 
 
DropTail 
DropTail is one of the simplest algorithms mostly used in the internet routers. It is 
based on first in first out (FIFO) queue [17] policy. The entire incoming packets are 
stored in a buffer or queue of limited size. And router serves the packets stored in 
queue in the same order as they were placed. Fig. 3 shows the function of DropTail 
algorithm. 
 
Fair Queuing  
Fair Queuing is an algorithm having motive to allocate fair bandwidth among 
different flows [10]. This algorithm maintains a separate queue for each flow and 
discrimination of traffic sources may be based on packet size or sending rate of source 
computers. These queues are served by the router in sort of round robin. Fair Queuing 
is based on finishing time of each packet. It calculates the finishing time of each 
packet residing at the head of each queue and compares this finishing time. The 
packet having shortest time is transmitted first.  
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Fig 3:  fair queuing example: (a) packet with shortest finishing times transmitted first; 
(b) already sending packet completed first [17]. 
 
 
 Consider an example of Fair Queuing algorithm shown in the Fig. 3. Router 
discriminates the incoming traffic into different flows, Flow 1 and Flow 2. And the 
arriving packets are stored into the flow in which they belong. In Fig 3 (a), flow 1 
stores two packets one having the finishing time F=8 and another one having 5 and 
flow 2 stores one packet having finishing time F=10.The finishing time of packet 
residing at the head of each queue is compared. The packet with finishing time F=8 of 
flow 1 is compared with the packet with finishing time F=10 of flow 2 and packet 
with finishing time F=8 is transmitted first because it is shortest finishing time. After 
fully transmission of packet having finishing time F=8, again it compares packet of 
flow 1 with packet of flow 2 and finds that packet having finishing time F=5 is 
shortest so it is transmitted first and then the packet having finishing time F=10 of 
flow 2 is transmitted. In Fig 3 (b), the packet of flow 2 having finishing time F=10 is 
being transmitted and a packet in flow 1 arrives having finishing time F=2 but 
transmission of the packet of flow 2 is not halted and after completion of this 
transmission it will send the packet with finishing time F=2.   
 
Stochastic Fair Queuing  
Stochastic Fair Queuing is an implementation of Fair Queuing. Stochastic Fair 
Queuing uses a hash algorithm to divide the traffic over a limited number of queues 
[17]. Due to the hashing in SFQ multiple sessions might end up into the same bucket. 
SFQ changes its hashing algorithm so that any two colliding sessions will only work 
for a small number of seconds.   
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Deficit Round Robin  
Deficit Round Robin uses three parameters, weight, DeficitCounter and quantum [18]. 
Weight decides percentage of output port must be allocated to the queue. 
DeficitCounter decides whether a queue is permitted to send data packet or not. 
Quantum is proportional to the weight of a queue and also represented in terms of 
bytes [19]. Function of Deficit Round Robin is shown in figure 4. 

 

 
 

Fig 4: Deficit Round Robin [19]. 
 
 
Random Early Detection  
The objective of Random Early Detection (RED) algorithm is to fairly distribute the 
effect of congestion among all traffic sources competing for the bandwidth by random 
dropping the packet from the queue. To avoid the congestion, packet is early dropped 
when the congestion is imminent. To achieve these objectives, it monitors the average 
queue size to find out whether it lies between some minimum threshold value and 
maximum threshold value. If it is true then the arriving packet is marked or dropped 
with some probability that is increasing function of average queue size. All the 
arriving packets are dropped when the variable does not lie between minimum and 
maximum threshold values.  
 
 
Simulations for Studying the Effect of Attack Intensities and Buffer Size on 
Various Queuing Algorithms  
Fig. 5 shows the simulation structure for checking the performance of different 
queuing algorithms. Node 0, node 1, node 2, node 3, node 4, node 5 and node 6 
represent the legitimate TCP user, legitimate UDP user, attacker1, attacker2, 
attacker3, router and receiver respectively. All the links between nodes have 1Mbps 
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bandwidth and propagation delay of 100ms.  These nodes send data packets to 
receiver and packets first stored on router (node 5) and then forwarded. Each router in 
internet maintains queues to store data packets and the size of queue may vary. 
Attackers are using UDP type flood attack. Here we are going to study the effect of 
variation in attack intensities and buffer size on different queuing algorithms. Suppose 
there is 1Mbps link between any particular router and destination node. Entire 
incoming packets at router are capable of 1.3Mbps. Router can transfer only 1Mbps of 
data at a time all other data capable of 0.3Mbps or 30% of data will be dropped by 
router and also known as 30% attack intensity. Table 1 shows the details of simulation 
parameters.  

 
 

 
 

Fig 5: Simulation structure 
 
 
 

Table 1: Simulation Parameters 
 

Number of Nodes 7 
Link bandwidth between Nodes 1Mbps 
Propagation Delay 100ms 
Simulation Time 50 seconds 
Attack intensity’s range 20% to 60%

 
 
Buffer size effect on DropTail 
Figure 6 (a), 6 (b) and 6 (c) show the effect of buffer size on DropTail algorithm 
against 20%, 60% and 120% attack intensities respectively. 
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Fig 6 (a): Buffer size effect on DropTail against 20% attack intensity 
 
 

 
 

Fig 6 (b): Buffer size effect on DropTail against 60% attack intensity 
 
 

 
 

Fig 6 (c): Buffer size effect on DropTail against 120% attack intensity 
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 Figure 6 (a) shows that on increasing the buffer size gradually from 20 to 60, there 
is no much effect on bandwidth obtained by legitimate UDP user but bandwidth 
obtained by legitimate TCP user is gradually increasing. And during the buffer size 
from 60 to 80, bandwidth obtained by TCP user is gradually decreasing. Figure 6 (b) 
shows that there is no effect on legitimate UDP user but legitimate TCP user is getting 
maximum bandwidth while having buffer size 60. Figure 6 (c) also shows that there is 
no much effect on legitimate TCP user but legitimate UDP user is getting maximum 
bandwidth while having buffer size 60. Now the conclusion is that DropTail 
performance is best when buffer size is 60 against various attack intensities. 
 
Buffer size effect on Random Early Detection 
Figure 7 (a), 7 (b) and 7 (c) show the effect of buffer size on SFQ algorithm against 
20%, 60% and 120% attack intensities respectively.  Figure 7 (a) shows that there is 
no effect of buffer size on legitimate TCP user and legitimate UDP user gets the 
maximum bandwidth when buffer size is greater than or equal to 60. Figure 7 (b) 
shows that legitimate user is getting maximum bandwidth when buffer size is 60. 
While there is a constant effect on legitimate TCP user during the variation in buffer 
size from 20 to 60.  Legitimate TCP user is getting less bandwidth while having 
buffer size greater than 60. Figure 7 (c) shows that legitimate UDP user is getting 
constant bandwidth during buffer size from 40 to 100. Now the conclusion is that 
RED algorithm is giving the best performance in case of buffer size is equal to 60. 
 
Buffer size effect on FQ, SFQ, DRR algorithms 
From various simulation studies it is clear that there is a constant effect of buffer size 
on queuing algorithms FQ, SFQ and DRR against 20%, 60% and 120% attack 
intensities.  

 
 

 
 

Fig 7 (a): Buffer size effect on RED against 20% attack intensity 
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Fig 7 (b): Buffer size effect on RED against 60% attack intensity 
 
 

DropTail Performance against attack intensities  
 In this section we are going to check the performance of DropTail algorithm on 
queue limit 80 against different attack intensities. Fig. 8 shows the performance of 
DropTail algorithm. It is clear from the graph that on increasing the attack intensity, 
bandwidth obtained by legitimate TCP and UDP users are gradually decreasing. 

 
 

 
 

Fig 7 (c): Buffer size effect on RED against 120% attack intensity 
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Fig. 8 DropTail performance 
 

Fair Queuing Performance against attack intensities  
Fig. 9 shows the performance of Fair Queuing algorithm. From the graph it is clear 
that bandwidths obtained by legitimate users are decreasing when attack intensity is 
increasing from 20% to 40%. And there is a constant effect of attack intensities 
varying from 40% to 140%. 
 
Stochastic Fair Queuing Performance against attack intensities  
Fig. 11 shows the performance of Stochastic Fair Queuing algorithm. Graph shows a 
constant effect of attack intensities on legitimate TCP and UDP users. 
 
Deficit Round Robin Performance against attack intensities  
Fig. 11 shows the performance of Deficit Round Robin algorithm. It shows that on 
increasing the attack intensity bandwidth obtained by legitimate TCP user is gradually 
decreasing while there is a constant effect on bandwidth obtained by UDP user during 
attack intensity varying from 40% to 140%. 

 

 
 

Fig. 9 Fair Queuing performance 



Queuing Algorithms Performance against Buffer Size and Attack Intensities 153 
 

 

 
 

Fig. 10 Stochastic Fair Queuing performance 
 
 
Deficit Round Robin Performance against attack intensities  
Fig. 11 shows the performance of Deficit Round Robin algorithm. It shows that on 
increasing the attack intensity bandwidth obtained by legitimate TCP user is gradually 
decreasing while there is a constant effect on bandwidth obtained by UDP user during 
attack intensity varying from 40% to 140%. 

 
 

 
 

Fig. 11: Deficit Round Robin performance 
 
 
Random Early Performance against attack intensities  
Fig. 12 shows the performance of Random Early Detection algorithm. This algorithm 
is not useful for TCP user because it gets nothing when attack intensity goes above 
60%. While bandwidth obtained by legitimate UDP user is gradually decreasing on 
increasing the attack intensity. 
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Fig. 12: Random Early Detection performance 
 
 
Performance comparison of Queuing Algorithms 
Fig. 13(a) and Fig. 13 (b) show the comparison of bandwidth obtained by legitimate 
TCP and UDP users on different queuing algorithms against different attack 
intensities. According to Fig. 13(a) legitimate TCP user is getting maximum 
throughputs in case of Stochastic Fair Queuing algorithm. Fig. 13(b) shows that 
legitimate UDP user is getting maximum bandwidth 75% in case of Deficit Round 
Robin. But in case of Deficit Round Robin legitimate TCP user is getting bandwidth 
33%. So if we consider throughputs of TCP user then it is not good enough but if we 
consider only for UDP user then Deficit Round Robin is best algorithm. Fair Queuing 
algorithm is the second best algorithm to provide the maximum bandwidth to the 
legitimate UDP users. It is providing 70% bandwidth to legitimate UDP user and 50% 
to legitimate TCP user. While Stochastic Fair Queuing algorithm is providing 85% 
throughputs to legitimate TCP user and 55% to legitimate UDP user. So finally, 
Stochastic Fair Queuing algorithm is best algorithm among all algorithms in case of 
providing satisfactory bandwidth to the legitimate users in case of having both 
legitimate TCP and UDP users in network. And second best algorithm is Fair Queuing 
algorithm. 
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Fig. 13 (a) comparison of throughputs of TCP user on different queuing algorithms 
 

 
 

Fig. 13 (b) comparison of throughputs of UDP user on different queuing algorithms 
 
 
Conclusion  
We have explained some basic overview of DDoS, attacking methods; DDoS attack 
tool kits and DDoS prevention mechanisms. We also discussed the various queuing 
algorithms. Mainly we focused on buffer size’s effect and attack intensities’ effect on 
various queuing algorithms.  
 Simulation result shows that DropTail and Random Early Detection (RED) 
algorithms are giving the best performance in case of buffer size that is 60. While 
there is no effect on FQ, SFQ and DRR algorithms against variation in buffer size. 
We also found that Stochastic Fair Queuing is the best algorithm against attack 
intensities in terms of providing maximum bandwidth to the legitimate users. The 
results indicate that we must set buffer size 60 in case of DropTail and RED 
algorithms.  
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