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Abstract 
A secure and trusted development of data distribution in a 
distributed environment is a very critical research design 
approach. As part of security mechanism in distributed 
environment, different services and resources are distributed 
all over the distributed network and they required various 
security mechanisms at different levels. Discussed algorithms 
do not address, the automatically data partition in secure 
design approach, transformation design of partitioned data and 
application driven programming dataset in secure manner. In 
this paper, we summarized approaches of the research work 
which carried out till now and proposed to problem of security 
mechanism over data partition in secure manner 
automatically. Security mechanism involving communications 
process in distributed environment is not simple. 
The major requirements for security mechanism can be given 
self-explanatory as digital signature, access control, data 
modification, notarization, traffic padding, authentication 
exchange, routing control, data integrity But the mechanisms 
used to meet those requirements can be having quite complex. 
Here we are discussing a new design and its implementation 
approach of automatically security algorithm over data 
partition in secure design, approach for transformation of 
partitioned data and it’s utilization of different datasets in 
secure manner. Solution can be implemented through 
proposed research design work. 
 
 
Keywords: Security Mechanism, Distributed System, Data 
Distribution, Authorization, Encryption, Decryption, Access 
Control. 
 
 

 

INTRODUCTION 
Distributed security mechanism Architecture is identifying 
like modification technique, encryption, decryption, and 
authorization and authentication technique. Which attack on 
gaining secret information and denial of service attack. The 
important motivation of this paper to investigate a novel 
approach for security mechanism by three factors namely  
 Self-Secure data distribution and its transformation via 

mail 
 Middleware security mechanism during data 

modification and  
 Application and monitoring of web services in secure 

manner with different data sets with different users.  
 

We identify to implement the new research design approach 
for distributed environment in context of data processing in 
secure manner. In layering of security mechanism (figure 1) 

describe the OSI model protocol layer for different pairing as 
security aspects. Application, middle layer and OS services 
use the high-level protocol and others low level protocol as 
security mechanism. 
 

 
 

Figure1. Layering of Security Mechanisms 
 

mailto:iiita@gmail.com
https://orcid.org/0000-0002-0711-8461
http://www.knit.ac.in/
mailto:n_badal@hotmail.com
mailto:3qrat_abbas@yahoo.com


International Journal of Applied Engineering Research ISSN 0973-4562 Volume 12, Number 10 (2017) pp. 2115-2122 
© Research India Publications.  http://www.ripublication.com 

2116 

In developing a particular security mechanism or approach 
algorithm, one must always consider on those security 
features. In many cases, successful mechanism is designed by 
looking at the problem in security issues completely in 
different ways. The procedures used to provide particular 
mechanism is often counterintuitive. This is not obvious from 
the statement of a requirement that such design measure issues 
are needed. Having designed many security mechanisms is 
necessary to decide where to use such mechanism. This is true 
in terms of physical placement and in logical terms. Security 
mechanisms usually involve more various algorithms. They 
usually require that participants be in possession of an 
encryption and decryption keys and protection of that secret 
information between server and client in distributed 
environment. Suppose, the security mechanism requires 
setting time limits on the transit time of a message from 
sender to receiver, then various algorithms that introduces 
variable, unpredictable delays and security issues. The main 
motivation of this review is to investigate a systematic 
approach for secure distributed system. We begin with a 
discussion of security mechanisms with types. We develop a 
general overall model within which the security mechanism 
can be viewed in distributed environment. There are the 
different applications that require authorization and 
authentication services. 
An architectural model of a distributed system defines the way 
in which the components of the system interact with each 
other and the way in which they are mapped onto an 
underlying network of computers.  
 
LITERATURE REVIEW 
In the previous years, researches have gone significant using 
different mechanisms and have become very important 
element of distributed environment like Vijayarani Mining et 
al. [1] Protecting the data and its extracting knowledge is a 
complicated problem. On the Basis of preturbative, non- 
preturbative masking technique and statistical disclosure 
control the experimental results come know that the data 
transformation technique is for protecting and modifying the 
data. Such technique used only for sensitive data. This paper 
provides the overview of the micro data and sensitive data 
with statistical performance, and privacy protection. Partition 
Technique (Domingo-Ferrer [2]) includes the DBMS 
redefinition, advisor, and exchange approach. Near uniform 
range partition (NURP) approach based on range partitioning 
(Wen Qi et al. [5]) and algorithm is used as increased 
partitioning. In [6] focused on the efficiency of data 
warehouse and multiple partitions. These methods are in 
different with respective environment. SQL Access Advisor 
can be used when the GUI based approach is required. 
Partition exchange comes in the picture when we want sub- 
partition. 
 
Dr. S. Vijayarani1 et Al. [8], Data streams are fast changing, 
active ordered, gigantic and immeasurable sequence of data 
objects. Data streams clustering technique [9] are highly 
helpful to handle data and outlier detection. Hierarchical 
clustering and partition clustering are helpful to find out the 
outliers in a prominent manner [8]. 

Here analyze the performance of K-Means clustering 
algorithms for detecting the outliers. To find the efficient 
clustering algorithm for outlier detection two performance 
measures are carried out. From the experimental results, it is 
observed that the accuracies of clustering and outlier detection 
is more efficient in K-Means clustering. Therefore the K- 
Means clustering algorithm performs well due to containing 
good clustering results when compared to others. 
 
Sudipto Guha et al.[11] Clustering Data streams are fast and 
limit less arrival of ordered as well as unordered different 
datasets, by using of clarans mechanism. [10] Detecting 
outliers in stream performance of clarans and e- clarans 
clustering algorithm. From the experimental results it is know 
that the outlier detection and its clustering accuracies are 
efficient in proposed e-clarans while compared to others. 
 
Like Firdhous [14] discuss the distributed system security in 
terms of different objectives of database models based on 
classification, access control, attacks, and system failures. 
Distributed system is multiple redundant within multiple 
devices and data transferring between devices with different 
channels (Yuchong Hu [15]). Cluster Security (Wei Li [16]) 
based on e-graphs (domain knowledge) for certification of 
cluster vulnerabilities. Threats based security based on 
lifecycle model that maybe implemented at different stages of 
data state under Confidentially, Integrity, Authentication, and 
Availability (CIAA) [17]. 
 
Dikaliotis, Dimakis and Ho gave an approach using linear 
hashing techniques that can detect errors in system nodes in 
the encoded system storage [18]. 
 
Vijay Prakash et al.[19] authentication, cryptographic 
techniques, access control etc, are many developments 
towards the generation of secure and trusted distribution 
system. Path authentication technique [20] and entities 
tracking in distributed system via have been proposed to 
heterogeneous distributed system highly required in different 
distributed application. A systematic security driven 
scheduling has been designed in [22]. And remote client 
authentication technique is most important research area in 
distributed environment. A specific 3- factor based 
authentication based approach explains in [23]. 
 
A policy based security mechanism has been developing in 
[24]. In [25] evaluation and implementation and accessing of 
self-protected system are described. Generic Algorithm has 
been utilized for optimized distributed system in [26]. 
Incremental exposure approach and secure service search by 
employing has been developing in (J. Y. Vhoi) [27]. 
 
Like Amina Beevi [28] discusses the survey on Distributed 
System Security mechanism using three factors distributed 
security authentications. There are many outlines the problem 
and address solution to the various remote authentication 
services. 
 
Nitu Mehta et al. [29] Deals with the modified ratio estimator 
using linear different combination of median and co-efficient 
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of the auxiliary variable, Use of auxiliary data in practice to 
increase the efficiency of parameter. 
 
Clustering Distributed database stream in peer to peer system 
[30] using homogenously distributed data based on principle 
of K-Means algorithm. This approach bounds the centralized 
model downloaded as all the observe datasets into a single 
site, using asynchronous [31.32] in point to point mode 
communication using data analysis algorithms for data 
distribution. 
 
F. Zhao et al. [33] Approach modeled as a constrained 
optimization problems used for carefully selecting the 
embedded nodes that participated in balancing the information 
or potential utility. This optimal algorithm is available for 
clustering in [34, 35]. 
 
Like Adi Armoni [36] the concerns with organizations have 
for securing their data from intruders in a number of users 
environment, can be eliminated. An innovative way is to do 
through the implementation of different security approaches. 
The various approaches for data access security in a 
distributed system have not provided an effective solution 
with the computerized systems acting in the client/server 
environment. This article is providing security part of 
distributed: security authentication, authorization, access 
control and encryption. 
 
Like Mohammed Rafiq [37] this paper discusses a survey of 
database security threats and the techniques for securing 
database from attackers. In this paper different database 
threats have been discussed and survey on securing the 
databases by providing internal and external security. These 
two securities can be done by different method like 
cryptography, visual cryptography, extended visual 
cryptography, dynamic Steganography. The notification 
system is more secure database technique. So the database can 
be more secure by providing security at two level, one is 
content level and another is access level. 
 
SECURITY MECHANISM APPROACHES IN 

DISTRIBUTED SYSTEMS 
The security mechanism approaches focuses on process 
design to detect prevent or recover from a security attacks. It 
may be incorporated into the appropriate execution layer in 
order to provide some of the security mechanism. The use of 
mathematical algorithms to transform distributed data into a 
intelligible transformation and subsequent recovery of the data 
depend on particular algorithm. Mechanisms that is not 
specific to any particular mechanism service. 
 
There are two types of security mechanism approaches such 
as 
Specific Security Mechanism 
Specific security mechanism provide the particular 
mechanism services such as Access Control, Data Integrity, 
Authentication, services in secure manner in distributed 
environment. 
 Digital Signature 
 Access Control 

 Data Integrity 
 Authentication Exchange 
 Traffic Padding 
 Routing Control 
 
 
Pervasive Security Mechanism 
Pervasive security Mechanisms that is not specific to any 
particular mechanism service. It focuses on the trusted 
functionality such as security level, event detection, security 
recovery, access control, data confidentially and Integrity 
services. 
1. Trusted Functionality 
2. Security Label 
3. Event Detection 
4. Security Audit Trail 
5. Security Recovery 
 
 
TECHNIQUE USED IN DATA DISTRIBUTION 
There are the following techniques used in data distribution. 
 
Efficient Secure Data Distribution Partitioned Algorithm 

Suppose a given a database of N objects and also the 
Partitioning method constructs K partition of data. Each 
partition will represent a cluster and k less than or equal to n. 
It means it will classify the data into k groups, satisfy the 
following requirements 
1. Each Group contains at least one data object 
2. Each data object must belong to exactly one group. 
3. For a given number of partitions (say k), the partitioning 

methods will create an initial partitioning. 
4. Then it uses the iterative technique for relocation to 

improve the partitioning by moving object from one group 
to other. 

 
There are many efficient partitioned algorithms such as 
 Recursive Bisection partitioning algorithms (RBP) 
 The Layering partitioning algorithm (LP) 
 The communication refinement partition algorithm 
 Parallel Partitioned Approach (PP) 
 Hierarchical Methods 
 
 
Clustering Algorithm 
Clustering is grouping a set of objects into objects in the same 
group within are similar to each other than to those in other 
groups. 
There are many efficient Clustering algorithms such as 
 
 Partitioning Method 
 Density-based Method 
 Model-Based Method 
 Constraint-based Method 
 Grid-Based Method 
 Hierarchical Method 
 
Clustering analysis is broadly used in pattern recognition and 
data analysis, It helps to discover distinct groups in database. 



International Journal of Applied Engineering Research ISSN 0973-4562 Volume 12, Number 10 (2017) pp. 2115-2122 
© Research India Publications.  http://www.ripublication.com 

2118 

 
It helps in identification of similar kind of data and 
identification of group’s geographic location. It is also used in 
outlier detection applications. 
 
Modification Technique 
We modify the appropriate data for data transforming to the 
receiver. It affects the meaning of the world or other form 
when it functions as change in construction. We use 
appropriate encryption technique for data distribution 
modification at destination place we decrypt the data as 
original data for application. 
 
COMPARATIVE ANALYSIS 
In [19] there are many security approaches which are used to 
make a secure distributed environment. These are as 
Authentication Based Security, Trust Based Security, Policy 
Based Approaches, Pattern Based Security, Quorum Based 
Security Systems and other security technique. (Shown in 

table no. 1) 
 

Table I: Summarization of various security aspects in 
distributed systems 

 
 
 Application of data web services in secure manner and it’s 
Monitoring in distributed environment. 
 
Network Security police architecture (figure no 2) data access 
with in network is correlated with the link up registration with 
different networks 
 
 
PROPOSED FRAME WORK FOR SECURITY 

MECHANISM ISSUES and ALGORITHM 
Security of the system and data accountability address by 
distributed Environment. Coulouris et Al defined a distributed 
system as where a system has the software and hardware 
component have been installed geographically dispersed 
computers that coordinate and collaborate their action by 
passing message between them[12] and Tenenbaum and Van 

Steen have defined system as a combination of appropriate 
systems that appears to the client as a single system.[13]. 
From both it may be stated that multiple procedure executes 
over communication channels towards a common objectives. 
 
Security of Distributed system storage focuses on securing 
data and also various models and schemes to protect the 
storage over communication channel against attacks and 
system failures like Firdhous [14]. 
 
 Application (currently working and accessing of original 

data) 
 Network (Tracking of messages and monitoring port for 

sending and receiving original data) 
 System preventions and its detections 
 
The new and competitive models have to develop different 
secured distributed model (like Vijay Prakash [19]). 
 
The following proposed general model (figure 3) shows that 
there are basic tasks in designing a particular security 
mechanism for data distribution in distributed environment. 
 
 
 
SECURITY MECHANISM ISSUES AND ITS 

CHALLENGES 
 
There are number of critical issues related with distributed 
environment. Some of these are as follows: 
 Automatically Data Security at data partitioned level and 

its transformation in secure manner via Email 
 Security mechanism in Middleware for data distribution, 

during data modification and data transformation 
 
 

 
 

Figure2. Network Security Policy Architecture 
 
 
 
 
 

S. No. Category Focus 
1 Authenticate  ion 

Based Approaches 
Path authentication technique 
Security driven scheduling 
architecture 
Remote Client authentication 
Passwords, digital certificates 
and confidentiality 
Cryptography in authentication 
servers 

2 Trust based security Risk management P2P System 
Context 
P2P System 
Extended D-S theory based 
model 
sensitive trust model 

3 Policy based security Modular security policies 
4 Pattern based security Security pattern for distributed 

systems 
5 Quorum based 

security 
Distributed fault tolerance 
system 

6 Other techniques Mobile agent based system 
Genetic Algorithm based 
X-Torn Web Architecture 
RAIN Technology 
LIF Scheduler 
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Figure3. Security Architecture between Server and Client 
 

 
 

Figure4. Server Side Data Partition Technique 
 

Design an algorithm for performing the security-mechanism at 
data partitioned level and transformation of partitioned data 
(figure 4). 
 
The algorithm should be such that an opponent cannot defeat 
its purpose. We design a simple schema, tables indexes, 
constrains with using redefinition procedure. 
We create different data sets and Outliers detection which 
helps in clustering for providing new optimistic results (Dr. S. 
Vijayarani et al. [8], Yogita et al. [9]). At server data stored as 
temporary for the client’s destination for data distribution 
(Figure 5), which uses the clustering data for data 
modification. 
 

 
Figure5. Transformations OF Partitioned Data 

 
Security mechanism in middleware use for data distribution 
during data modification and data transformation.. Generate 
the modification approaches secret information to be used 
within the algorithm for securing the data. Data modified with 
appropriate encryption technique algorithm for security as 
well as decrypted for original data (figure 6). 
 

 
 

Figure6. Data Modification Security Technique 
 
Application of data web services [19] in secure manner and 
it’s Monitoring in distributed environment. Develop methods 
for the distribution and sharing of the secret information. 
After modification technique, the data could be used for data 
mining procedure in distributed environment also. And it is 
very easy to obtain the original data after modification. In the 
proposed work, the data transformation technique is used for 
appropriate numerical attributes [1]. Data protection is based 
on altered or manipulated technique so that data remain even 
after the procedure. 
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Figure7. Client Site Security Architecture 

 
Specify a mechanism for the client, used by the different 
principals who make use of the security algorithm for secret 
information to obtain a particular security mechanism metrics 
[19]. A layout design for the client request (figure 7) by the 
server for accessing the data with different client.. 
A useful means of classifying security mechanism in terms of 
event detection, security recovery, authentication, access 
control, confidentially and Integrity services [18]. 
 
However, it is feasible to prevent the success of this security 
[14] mechanism, usually by means of encryption (in fig. no-
3). Thus, the emphasis in dealing with passive decryption is 
on prevention rather than detection. 
 
 
ALGORITHM APPROACH 
In this approach we use updated algorithm of Advanced 
Encryption Standard (AES), which use specification for the 
encryption of electronic data, Triple Data Encryption 
Algorithm (TDEA or Triple DEA), become a key block, 
applies the Data Encryption Standard (DES) algorithm and 
The MD5 algorithm is used hash function producing a 128- 
bit hash value. It can still be used as a checksum to verifies 
data integrity for implementation. 
 
Generating the private and public key requires four steps: 
1. Choose two very large prime numbers, p and q 
2. Compute n = p x q and z = (p – 1) x (q – 1) 
3. Choose a number d that is relatively prime to z 
4. Compute the number e such that e x d = 1 mod z 

 
Figure8. Message digest process 

We use the MD-5 technique for message encryption technique 
in mentioned approach. (Figure 8) describe the bits pattern 
for the same. 
We use procedure for encryption and decryption of attached 
documents and files with specific key implementation in 
secure manner within data distribution. 
 
CONCLUSIONS AND FUTURE SCOPE 
Here we the propose research work design scheme based on 
the a novel intelligent approach of data distribution security 
mechanism in distributed environment and its transformation 
of partitioned data in secure manner, middle ware security 
mechanism in data distribution during data modification and 
data transformation using efficient algorithm in security 
system for implementation. And also provide a proposal for 
application of data web services in secure manner and also it’s 
monitoring in distributed environment. 
The previous security mechanism was discussed. The security 
challenges will be implemented in future using appropriate 
novel security mechanism. 
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