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Abstract 

A mobile ad hoc network (MANET) consists of independent 

nodes wherein the system has to work without any set 

infrastructure in place. Network performance depends upon 

efficient transmission of packets between nodes. However, 

dynamic nature of nodes makes secure transmission of packets 

difficult. In this paper, a Trust-based Secure Routing Protocol 

for MANETs (TBSRPM) has been proposed in order to 

transmit packets efficiently with the help of a trust-based 

communication feature. TBSRPM establishes a secure route 

between source and destination without any intruders or 

malicious nodes. TBSRPM depends on the trust of any node 

on its neighbor node. Here trust mechanism is used as a 

substitute to techniques like cryptography.  Trust value (TV) 

and level of trust (LOT) is assigned to the information flow, 

which decides what level of encryption (security action) is 

required to the current routing information at a source node. 

Hence, routing information is encrypted based on the TV. The 

proposed TBSRPM takes into consideration both node trust 

(NT) and route trust (RT), respectively. To validate the 

protocol, test cases have been shown. 
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 INTRODUCTION 

A fundamental characteristic of MANET is that they are able 
to configure themselves on-the-fly without the involvement of 
a centralized administrator or any pre-existing infrastructure. 
Every mobile node in a network is autonomous. A common 
assumption about the routing protocols that all nodes are 
trustworthy and cooperative. To enhance security in MANETs, 
it is important to evaluate the trustworthiness of nodes without 
any centralized or monitoring authority. Also, the major issues 
that concerns MANETs and its proper functioning are: Trust-
based routing and Security. These issues are directly related to 
efficient delivery of packets and how effective the network is. 
Trust is the degree of belief about the future behaviour of other 

entities or nodes. Behaviour of nodes or entities is determined 
on the basis of its previous history. In MANETs, trust can be 
divided into two categories i.e. i) Node Trust (NT) and ii) 
Route Trust (RT). The various mathematical models have been 
used for calculating Trust Value (TV). Based on the Level of 
Trust (LOT), the nodes can communicate with its neighbor. In 
the proposed protocol, RT plays an equal role as NT. Here, 
network security enhancement is completely performed by 
taking into consideration TV. 

The remainder of this paper is organized as follows. Section II 
provides a brief overview of related research work. Section III 
describes details incorporating trust into the node. The design 
of experiment and results are presented in Section IV.  Finally, 
in Section V we present our conclusions and perspective for 
future work. 

RELATED RESEARCH WORK 

The implementation as well as performance metrics of an ad hoc 
network is solely dependent upon the cooperative and trusting nature 
of its nodes. Trust and security are two concepts which are 
interdependent on each other. For example, cryptographic techniques 
are used for improving security in MANETs. However, this 
technique is highly dependent on trusted key exchange and trusted 
key exchange cannot take place without requisite security services in 
place. So, both the entities, trust as well as security, are 
interdependent. It is because of the inter-reliance that either of these 
terms are used when defining a secure system. The routing protocols 
for MANETs incorporating security mechanisms have been 
discussed by various authors. Garg et al. describe the routing and 
security issues for trust based framework in MANETs [1]. The 
relative performance analysis of reactive or on-demand routing 
protocol is described by Garg et al [2]. Here, the authors simulate and 
describe the behavior of reactive routing protocols and it is shown 
that they consume less bandwidth as compared to table driven routing 
protocols. The most popular reactive routing protocol Ad Hoc On-
Demand Distance Vector (AODV) Routing was first proposed by 
Perkins and Royer in the year 1999 [3]. Also, for secure 
transmissions and routing using AODV hash chains and digital 
signatures were also used [4]. However, the issue of route 
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dependability is not discussed. Yan et al. have presented a trust 
evaluation based security solution that tries to provide effective data 
protection while routing [5]. The authors have shown through 
suitable results that the decision related to secure route selection or 
other security related issues should be based on trust analysis and 
evaluation among network nodes. Clarity on the trust relationship 
makes it easier to take appropriate security measures. Also, a general 
trust based communication is further introduced in literature [6]. Here 
a node or an entity assigns trust to other nodes based on the previous 
transactions. Trust information is gathered based on the information 
gathered by one node about other node in passive state. Moreover, the 
framework is established without any central trust authority. 
However, the authors have not extended the model to traditional 
routing protocol like AODV and have not analyzed issues like 
malicious behavior as well as security against attacks. A Trusted 
AODV (TAODV) that employs the idea of a trust to protect routing 
behaviour in the network layer of MANETs has also been proposed 
in literature [7]. A routing protocol that is based on securing the 
routing information from unauthorized users is further discussed by 
Nekkanti et al. [8]. A trust based framework to improve the security 
and robustness of ad hoc network routing protocols is further 
implemented by Meka et al. here, a source node selects more trusted 
paths instead of shorter ones while routing. AODV routing scheme is 
used for simulating the model [9]. However handling of malicious 
nodes as well as security schemes are not discussed in the paper. In 
another technique presented in literature the trust estimation between 
nodes in ad hoc network based on the QoS parameters is used to 
update trust [10]. In [11] a new authentication service and trust level 
is attached in every packet to make the routing in MANETs secure. 
Mangrulkar et al. proposed an algorithm that has an additional field to 
store TV in the request packet to indicate node trust on neighbor [12]. 
Depending on level of trust factor, the routing information is then 
based on the highest TV value among all nodes. An algorithm based 
on the concept of honest value, that in turn is calculated on the 
concept of hop and trust, has also been presented in literature to 
protect the network from malicious nodes [13]. At present secure 
routing is still an open research question and needs further discussion. 

TRUST-BASED SECURE ROUTING PROTOCOL 

(TBSRP) 

In TBSRP, the packet consists of control information along 

with real information. The format of data packet header is 

shown in Fig.1. 

Figure 1. Format of data packet.    

where, 

P_TYPE   : identifies the data packet 

P_ID    : a unique number used to identify duplicate packets 

S_ADD    : address of the sender of packet 

D_ADD    : address of the destination node 

TTL       : count of number of intermediate nodes traversed, 

        limited to a (24 = 16) 

LVN       : list of addresses of previously visited nodes 

TV      : trust value of node between 0 to 10 as shows in  
     Table I 

It is assumed that the TV will be in the range 0-10 and the 
LOT is defined by accordingly.  Based on LOT, security 
action is taken i.e. if a node is having low TV, then higher 
security action is required. Security actions according to LOT 
are assumed and given in Table I. 

Table I. Security level assumption 

TV LOT Security Action 

 (Required Encryption) 

9,10 High Low 

5,6,7,8 Medium Medium 

2,3,4 Low High 

0,1 0 Packet drop (Malicious / Selfish   

    node) 

 
Each node maintains information about its neighboring nodes 
by broadcasting a request packet. The format of request packet 
is shown in Fig. 2. Every recipient node adds the information 
of sender into a Neighbors Information Table (NIT). The 
neighboring nodes, which receive request packet in turn 
acknowledge the same by sending a reply packet. The format 
of reply packet is shown in Fig. 3.  

 

 

 

Figure 2. Format of request packet. 

 

 

 

 

 Figure 3. Format of reply packet. 

 
In the repository, a node contains trustworthy and 

untrustworthy nodes based on the previous interactions. The 
TV is given by  

Success Rate (SR) of node i.e. (SR) = Ts / Ttotal   

Ts = Number of Packets successfully transmitted  

Ttotal = Total Number of packets transmitted  

the overall trust of a node, if the node is participated ‘n’ 
times is calculated as follows equation: 

                                                  

 (1)

  

All the nodes in the MANET repeat this process until each 
node gives details about its neighboring nodes. This 
information is used by the nodes to forward data packets. 
Whenever there is a packet drop, NIT entries are updated. 
However, after a regular interval of time, every node within a 
cell retransmits a request packet in order to readjust the 
network information about its neighboring nodes. This process 
helps in maintaining a consistent network view.  

P_Type P_id S_add D_add TTL LVN TV 

P_Type S_add D_add 

P_Type S_add D_add TV 
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Figure 4:  Flowchart of the proposed TBSRPM. 

 

 

In order to provide the minimum number of nodes in between 
source to the destination, It finds the best neighbor node to 
which data packet can be transmitted. The priority is given to 
the node having higher TV. The RT function provides security 
level with respect to least TV of nodes as shown in security 
level assumption (Table I). Finally source node sends data 
packet to destination node. The flowchart of the proposed 
protocol is shown in Fig. 4. 

 

VALIDATION OF TBSRP 

For validation of TBSRP protocol, four test cases have been 
discussed in this section. A network of 16 nodes is created. 
The SN and DN are set. The TV of each node is calculated 
with the help of Equation (1) as shown in Table II.  

Validation of algorithm: To validate the above algorithms, 
multiple set of simulations have been performed and four test 
cases have been shown to validate the algorithm. 

No 

   Yes  

Medium  

  No 

     Yes 

           Low 

High  
Search  

Intermediate Nodes 

Based on TV                  

using Table I 

Given Medium  

Level Security 

Is  

TV >= 2 

Packet Drop 

 (Malicious/Selfish Node) 

Stop     

  

 

Start 

Enter Source Node (SN), 

Enter Destination Node (DN) 

   SN, Broadcast Request Packet 

 

           Search 
 Destination Node 

  using TV 

Neighboring Node, in turn 

    acknowledge by Reply Packet 

Reply Packet in turn acknowledge  

by sending reply with TV  

   to Visited Node  

Given Low  

  Level Security 

Given High  

  Level Security 

   Update Neighbor Information Table 

                         with TV 

 BTNNSA set Trust Level 

  with TV 

Reply Packet reply with Trust Value  

from Destination Node to Source Node  

   using Hop Count  
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Table II.  NIT entries of participating nodes 

Participated 

Node 
Neighbor Nodes TV 

N0 N1,N2,N3,N4,N5 1,3,2,10,5 

N1 N0,N2,N3,N4,N5 2,3,2,10,5 

N2 N0,N1,N3,N4,N5 2,1,2,10,5 

N3 N0,N1,N2,N4,N5,N6,N7,N8 2,1,3,10,5,8,1,9 

N4 N0,N1,N2,N3,N5,N6,N7,N8 2,1,3,2,5,8,1,9 

N5 N0,N1,N2,N3,N4,N6,N7,N8 2,1,3,2,10,8,1,9 

N6 N3,N4,N5,N7,N8,N9,N10,N11 2,10,5,1,9,8,10,5 

N7 N3,N4,N5,N6,N8,N9,N10,N11 2,10,5,8,9,8,10,5 

N8 N3,N4,N5,N6,N7,N9,N10,N11 2,10,5,8,1,8,10,5 

N9 N6,N7,N8,N10,N11,N12,N13,N14 8,1,9,10,5,9,9,7 

N10 N6,N7,N8,N9,N11,N12,N13,N14 8,1,9,8,5,9,9,7 

N11 N6,N7,N8,N9,N10,N12,N13,N14 8,1,9,8,10,9,9,7 

N12 N9,N10,N11,N13,N14,N15 8,10,5,9,7,7 

N13 N9,N10,N11,N12,N14,N15 8,10,5,9,7,7 

N14 N9,N10,N11,N12,N13,N15 8,10,5,9,9,7 

N15 N12,N13,N14 9,9,7 

 
In case 1, the source node is set to N4 and destination node is 
set to N13. Node N4 broadcasts packet to all its neighbor 
nodes to find destination node N13 as shown in Figure 5(a). 

All nodes reply to source node N4 and update the NIT with 
TV. 

 

(a) 

 

 

(b) 

Figure 5(a-b): Updation of NIT. 
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Node, which is having highest TV, now leads the network. At 
this moment N8 broadcasts to all its neighbor nodes as shown 
in Figure 5(b), and this procedure repeats in anticipation of the 
packet reach to its destination i.e. N13. Destination node N13 
traverses back to source node N4 with reply packet along with 
the route information. Table III and Table IV shows the 
required security level and number of hop count based on TV. 

Similarly in case 2, the source node is set to N11 and 
destination node is set to N4.  The same set of operations has 
been repeated as shown in case 1. It is observed that in case 2 
the required security level is medium as compared to case 1. 
Table III shows the required security level for all the four 
cases and Table IV, along with Figure 6, shows the required 
number of hop counts. 

 

Table III:  Security Level 

 
Route 

Node 
Time To Live TV Security Level 

Case 1 

N4 1870 10 Low  

N8 1875 9 Low  

N13 1886 9 Low  

Case 2 

N11 382 5 Medium 

N8 382 9 Low 

N4 388 10 Low 

Case 3 

N3 910 2 High 

N4 916 10 Low  

N8 921 9 Low  

N12 932 9 Low  

Case 4 

N1 421 1 Packet Drop  

N4 426 10 Low  

N9 437 8 Medium  

 

Table IV.  Number of HOP Count 

 Source 

Address 

Intermediate 

Node 

Hop 

Count 

List of 

Visited 

Node 

TV Security 

Level 

Case 

1 

N4 N8 0 -- 9 Low 

N13 1 N8 9 Low 

Case 

2 

N11 N8 0 -- 5 Medium 

N4 1 N8 5 Medium 

Case 

3 

N3 N4 0 -- 2 High 

N8 1 N4 2 High 

N12 2 N4, N8 2 High 

Case 

4 

N1 N4 0 -- 1 Packet 

Drop 

N9 1 N4 1 Packet 

Drop 

Overall it is observed that in test case 1, low security level is 

required. The required security level is based on TV. Similar 
test cases 2, 3 and 4 required medium, high and packet drop 
respectively. The proposed algorithm is the extension of 
existing reactive routing protocol (AODV) for creating secure 
route between sources to destination. The protocol behavior 
depends on TV and LOT as well as TV decides what level of 
security action is required. So based on TV, the data packet is 
encrypted. With the help of TV, malicious nodes can be easily 
eliminated and we can establish a best trusted route as well. 
Results show that the proposed algorithm enhances the 
security in the network. 

 

 

Case 1 

 

 

Case 2 

 

 

Case 3 

 

 

Case 4 

Figure 6:  Number of hops between source to destination. 

 

CONCLUSION AND FUTURE SCOPE 

In this paper, a trust-based secure routing protocol for 
MANETs has been proposed by the authors and to substantiate 
the protocol, four test cases have been discussed. With the 
help of this protocol, the required security level can be easily 
set up. This algorithm can also be easily integrated with 
various other reactive routing protocols like Dynamic Source 
Routing (DSR), Dynamic Source Distance Vector (DSDV) 
available for MANETs. 
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