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and combinations of each. Such data can be directly or
indirectly related to geospatial information [3].

Abstract
Communicating by using information technology in various
ways produces big amounts of data. Such data requires
processing and storage. The cloud is an online storage model
where data is stored on multiple virtual servers. Big data
processing represents a new challenge in computing,
especially in cloud computing. Data processing involves data
acquisition, storage and analysis. In this respect, there are
many questions including, what is the relationship between
big data and cloud computing? And how is big data processed
in cloud computing? The answer to these questions will be
discussed in this paper, where the big data and cloud
computing will be studied, in addition to getting acquainted
with the relationship between them in terms of safety and
challenges. We have suggested a term for big data, and a
model that illustrates the relationship between big data and
cloud computing.

Cloud computing refers to on-demand computer resources and
systems available across the network that can provide a
number of integrated computing services without local
resources to facilitate user access. These resources include
data storage capacity, backup and self-synchronization [4].
Most IT Infrastructure computing consist of services that are
provided and delivered through public centers and servers
based on them. Here, clouds appear as individual access
points for the computing needs of the consumer. It is generally
expected for commercial offers to meet the QoS requirements
of customers or consumers, and typically include service level
agreements (SLAs) [5]. They are an online storage model
where data are stored on multiple virtual servers, rather than
being hosted on a specific server, and are usually provided by
a third party. The hosting companies, which have advanced
data centers, rent spaces that are stored in a cloud to their
customers in line with their needs [6].

Keywords: big data, Hadoop, Cloud, MapReduce, resources,
Five (Vs).

The expert Erik Brynjolfsson likened big data to a microscope
which was invented in old times, and by which scientists were
able to identify and measure things they had never imagined
before at the cell level. This is similar to big data which is a
modern day microscope by which you are able to see things
and measure data that you never have expected. [7] The
statistics shown in [8] show that data growth in cloud
environments is increasing exponentially and rapidly with the
increasing number of internet users around the world. With
this rapid growth, the question that comes to mind is how can
these vast amounts of data be stored in cloud environments?
We need storage technology that meets the needs of rapid data
growth on the cloud and we need storage technology with low
cost, high reliability and high capability.

INTRODUCTION
Data is the raw material for information before sorting,
arranging and processing. It cannot be used in its primary
form prior to processing. Information represents data after
processing and analysis [1]. The technology has been
developed and used in all aspects of life, increasing the
demand for storing and processing more data. As a result,
several systems have been developed including cloud
computing that support big data. While big data is responsible
for data storage and processing, the cloud provides a reliable,
accessible, and scalable environment for big data systems to
function [2]. Big data is defined as the quantity of digital data
produced from different sources of technology for example,
sensors, digitizers, scanners, numerical modeling, mobile
phones, Internet, videos, e-mails and social networks. The
data types include texts, geometries, images, videos, sounds

The relationship between big data and the cloud computing is
based on integration in that the cloud represents the
storehouse and the big data represents the product that will be
stored in the storehouse, since it is not possible to create
storehouses without storing any product in them. The
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traditional databases known as 'relational' are no longer
sufficient to process multiple-source data. For example, how
can these traditional methods deal with data such as record of
transactions, customer behavior, mobile phone and
GPS navigation, and others. Here comes the role of cloud
computing. At this point, a relationship between big data and
the cloud will arise. In this paper, the relationship between
them will be discussed, in addition to the obstacles and
challenges that this relationship may encounter.

BIG DATA
Big data comes and is composed through electronics
operations from multiple sources. It requires proper
processing power and high capabilities for analysis [9]. The
importance of big data lies in the analytical use which can
help generate an informed decision to provide better and faster
services [10].
The term big data is called on the huge amount of high-speed
big data of different types; this data cannot be processed and
stored in regular computers. The main characteristics of big
data, called V's 5 As in Figure 1 , can be summed up in the
fact that the issue is not only about the volume of data, other
dimensions of big data, known as 'five Vs', are as follows:

Figure 1 .

Characteristics Of Big Data

There have been numerous revisions to the big data until they
reached (7 v) [14]. In this paper, based on the relationship
between cloud computing and big data, will suggest a new
term, virtualization, which virtually represents The data
structure is by default. The virtualization of big data is a
process that focuses on creating virtual structures for big data
systems. Virtualization technology is the key technology used
to help cloud computing handle large amounts of data flexibly
and facilitate the process of managing big data. The virtual
storage technology will be studied in section (6.2).

1. Volume: It represents the amount of data produced from
multiple sources which show the huge data in numbers
by zeta bytes. The volume is most evident dimension in
what concerns to big data.
2.Variety: It represents data types, with, increasing
the number of Internet users everywhere, smart phones
and social networks users, the familiar form of data has
changed from structured data in databases to
unstructured data that includes a large number of
formats such as images, audio and video clips, SMS, and
GPS data [11].
3. Velocity: It represents the speed of data frequency from
different sources, that is, the speed of data production
such as Twitter and Facebook. The huge increase in data
volume and their frequency dictates the need for a
system that ensures super-speed data analysis.
4. Veracity: It represents the quality of the data, it shows the
accuracy of the data and the confidence in the data
content. The quality of the data captured can vary
greatly, which affects the accuracy of analysis. Although
there is wide agreement on the potential value of big
data, the data is almost worthless if it is not accurate
[12].
5. Value: It represents the value of big data, i.e. it shows the
importance of data after analysis. This is due to the fact
that the data on its own is almost worthless. The value
lies in careful analysis of the exact data, the information
and ideas it provides. The value is the final stage that
comes after processing volume, velocity, variety,
contrast, validity and visualization [13]

The type and nature of the data
Data in general is a set of values that are in the form of
numbers, letters, symbols and other forms where they are
concerned with a particular idea and subject .The data does
not make sense without analysis, and is, therefore, compiled
for use. It represents input, while information is output after
processing, i.e. data is entered into the system first, then
processed until it comes out in the form of useful information
that has a clear meaning and against which decisions are
made.
Big data comes from multiple sources including sensors and
free texts such as social media, unstructured data, metadata
and other geospatial data collected from web logs, GPS,
medical devices, etc. [15]. The big data is gathered from
different sources ,so it is in several forms, including:
1. Structured data: It is the organized data in the form of
tables or databases to be processed.
2. Unstructured data: It represents the biggest proportion of
data; it is the data that people generate daily as texts,
images, videos, messages, log records, click-streams,etc.
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3. Semi-structured data: or multi-structured ,It is regarded a
kind of structured data but not designed in tables or
databases, for example XML documents or JSON [16].

evolution of multitasking technology tools the data has
become different in content and source[17]. In light of this,
big data emerged which differs from traditional data.
Differences between traditional data and big data are shown in
Table1:

Difference between traditional data and big data
In general, the data in the world of technology is a set of
letters, words, numbers, symbols or images, but with the

Table 1 Comparison between traditional and big data[18]
Traditional Data

Big Data

Volume

MB and GB

PBs And ZBs

Data Generation Rate

Long periods of time

More rapid

Data Type

Structure

Sim-Structure , Unstructured

Data sources

Centralized

multiple sources, and distributed

Data Store

RDBMS

HDFS, No SQL

CLOUD COMPUTING
it is a term that refers to on-demand computer resources and
systems that can provide a number of integrated computer
services without being bound by local resources to facilitate
user access. These resources include data storage, backup and
self-synchronization, as well as software processing and
scheduling tasks [19]. Cloud computing is a shared resource
system that can offer a variety of online services such as
virtual server storage, and applications and licensing for
desktop applications. By leveraging common resources, cloud
computing is able to achieve expansion and provide volume
[20].







Characteristics of cloud computing.
That cloud computing is one of the distributed systems that
represents a sophisticated model. NIST has identified
important aspects of the cloud, as it shortened the concept of
cloud computing in five characteristics as follows:




even sensors can access computing resources on the
cloud.
Resource Pooling: Cloud platform users share a vast
array of computing resources; users can determine the
nature of resources and the geographic location they
prefer but cannot determine the exact physical location
of these resources.
Rapid Elasticity: Resources from storage media,
network, processing units and applications are always
available and can be increased or decreased in an almost
instantaneous fashion, allowing for high scalability to
ensure optimal use of resources.
Measured service: Cloud systems can measure the
processes and consumption of resources as well as
surveillance, control and reporting in a completely
transparent manner [21] [22] [23].

Cloud computing service models.
Cloud computing types are classified on the basis of two
models: cloud computing service models and cloud computing
deployment models as in Figure 2:

On-demand self-service: Cloud services provide
computer resources such as storage and processing as
needed and without any human intervention.
Broad network access: cloud computing resources are
accessible over the network , mobile and smart devices
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Figure 2 . Cloud computing Models[24]









Cloud Storage

Software as a service (SAAS): Cloud service providers
provide various software applications to users who can
use them without installing them on their computer. The
user is not responsible for anything other than adjusting
the settings and customizing the service as appropriate to
his needs. SAAS helps big-data clients to perform data.
Platform as a service (PAAS): Cloud service providers
provide platforms, tools and other services to users,
where the cloud service provider manages everything
else, including the operating system and middleware.,
with resources that enable you to deliver everything
from simple cloud-based apps to sophisticated.
Infrastructure as a service (IAAS): Cloud service
providers provide infrastructure such as storage,
computing capacity, etc. is a form of cloud computing
that provides virtualized computing resources over the
Internet , In an IaaS model, a third-party provider hosts
hardware, software, servers, storage and other
infrastructure components on behalf of its users
[25][26].
DaaS : It is the alternative cloud computing model, as it
differs from traditional models like (SAAS, IAAS,
PAAS) in providing data to users through the network,
as data is considered the value of this model [27] in
conjunction with cloud computing based on solving
some of the challenges in managing a huge amount of
data. For these reasons, DaaS is closely related to big
data whose technologies must be utilized [28]. DaaS
provides highly efficient methods of data distribution
and processing. DaaS is closely related to SaaS (storage
as a service) and SaaS (software as a service) which can
be combined with one of these models or both of them
[29].

The concept of cloud storage is the same as that of storing
files on a remote server to retrieve them from multiple devices
at any time we need. Cloud storage is basically a system that
allows storing data on the internet. Examples of this system
are Google Drive, Dropbox, etc. [30]. Cloud storage , it is
stored data while cloud computing is used to complete the
specified digital tasks. In most cloud computing applications,
data is sent to remote processors over the internet for
complete operation, and the resulting data is sent back [31]
where you can use the program interface but the bulk of the
program activity is remote instead of the computer. Cloud
computing is usually more useful for companies than
individuals in most cloud computing applications [32]. It is a
set of technologies hosting a cloud, and giving resources to
hire and consume on demand over the internet on the basis of
pay-per-user. Among the best known cloud computing
providers are Amazon, Google, and Microsoft [33].
The increasing amount of data requires equipment to store
them. The cloud provides storage units, making it easier to
navigate without having to carry physical storage equipment
while on the move. Limited storage space is a real concern for
both consumers and businesses [34]. The storage of data in the
cloud is done through a cloud service provider (CSP) in a set
of cloud servers where the user interacts with the cloud
servers via CSP to access or retrieve its data. Since they no
longer have their data locally, it is important to assure users
that their data is properly stored and maintained. This means
that users should be provided with security means so that they
can ensure that their stored data is consistently maintained
even without local copies [35].
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storage resources. Thus, by providing big data application
with computing capability, big data stimulate and accelerate
the development of cloud computing. The distributed storage
technology in environmental computing helps to manage big
data [46].

DATABASE MANAGEMENT SYSTEM.
Data is collected in the form of an organized structure called
the database which is the food of any information system.
Data huge amount is the major component of the cloud
infrastructure. Data can be shared among many tenants. As a
result, data management in particular is a key aspect of
storage in the cloud [36]. Data in the cloud is distributed
across multiple sites and may contain certain privileges and
authentic information. It is therefore very important to ensure
that data consistency, scalability and security are maintained.
In order to address these issues and many other important data
issues, there is a need for a database management system for
cloud data [37].The database management system shows the
mechanism of storage and retrieval of user data with
maximum efficiency, taking into consideration the appropriate
security policies [38]. The database management system
always provides data independence. No change is made to the
storage mechanism and shapes without modifying the entire
application. There are several types of database organization,
relational database, flat database, object oriented database,
hierarchical database [39].

Cloud computing and big data are complementary to each
other. Rapid growth in big data is regarded a problem. Clouds
are evolving and providing solutions for the appropriate
environment of big data [47] while traditional storage cannot
meet the requirements for dealing with big data, in addition to
the need for data exchange between various distributed
storage locations. Cloud computing provides solutions and
addresses problems with big data [48]. The cloud computing
environment is expanding to be able to absorb big amounts of
data as it follows the policy of data splitting, that is, to store
data in more than one location or availability area. Cloud
computing environments are built for general purpose
workloads and resource pooling is used to provide flexibility
on demand. Therefore, the cloud computing environment
seems to be well suited for big data [49].
Big data processing and storage require expansion as the
cloud provides expansion through virtual machines and helps
big data evolve and become accessible. This is a consistent
relationship between them. Google, IBM, Amazon and
Microsoft are examples of the success in using big data in the
cloud environment [50].In order for the cloud environment to
fit with big data the cloud computing environment must be
modified to suit data and cloud work together. Many changes
are needed to be made on the cloud: CPUs to handle big data
and others [51].

Structured data work with relational databases while nonrelational databases work with semi-structured data [40].
The non-relational database is known as (No-SQL), which is a
non-relational database. This category of databases has been
steadily adopted in recent years with the emergence of big
data applications, since the purpose of designing nonrelational databases is to overcome the limitations of
relational databases in dealing with big data demands. Big
data refers to data that is growing and moving very rapidly
and is very diverse in the structure of traditional technologies
to deal with [41] .The difference between relational data and
(No-SQL) is that the relational data model consists of a set of
interconnected tables through keys, while (No-SQL) is
increasingly considered a viable alternative to relational
databases, especially for big data applications [42].There are
several database management systems in the computed cloud
that provide storage and analysis for both relational (SQL) and
non-relational (No-SQL) [43]. But No- SQL Big data systems
are designed to take advantage of new cloud computing
structures, which makes big operational data much easier to
manage, cheaper and faster to implement [44].

The Models between the cloud and big data
The most common models for providing big data analytics
solution on clouds are PaaS and SaaS. IaaS is usually not
used for high-level data analytics applications but mainly to
handle the storage and computing needs of data, Cloud
computing models can help accelerate the potential for
scalable analytics solutions [52]Cloud computing is a member
of distributed computing family that provides resources in the
form of user services such as (SaaS), infrastructure like (IaaS)
and a platform as service like (PaaS), but with the advent of
big data, the cloud computing model is gradually moving to
big database service including (AaaS,BDaaS) known as
(DaaS) database as a service which means that database
services are available for applications that are deployed in any
implementation environment [53]. BDaaS is a form of service
similar to software as a service or infrastructure as a service.
Huge data as a service often relies on cloud storage to
maintain continuous data access to the enterprise that owns
the information and the provider it works with [54] and is
considered to be hosted in the cloud. Similar types of services
include (SaaS) or service-based infrastructure, (IaaS) where
big, specific data is used as service options to help businesses

THE RELATIONSHIP BETWEEN THE CLOUD AND
BIG DATA
Cloud computing is a trend in the development of technology,
as the development of technology has led to the rapid
development of electronic information society. This leads to
the phenomenon of big data and the rapid increase in big data
is a problem that may face the development of electronic
information society [45]. Cloud computing and big data go
together, as big data is concerned with storage capacity in the
cloud system, cloud computing uses huge computing and
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handle big data. It provides a lot of value for companies today
[55], where a combination of all of these has been made to
create the ultimate solution for companies moving forward ,
DBaaS is still a relatively hazy term, but it mostly refers to a
host of outsourced services and functions related to Big Data
handling in a cloud-based environment[56] models for cloudbased big data analytics , envision two types of services for
Cloud analytics , Analytics as a Service (AaaS), where
analytics is provided to clients on demand and they can pick
the solutions required for their purposes; and Model as a
Service (MaaS) where models are offered as building blocks
for analytics solutions ,More recently, terms such as Analytics
as a Service (AaaS) and Big Data as a Service (BDaaS) are
becoming popular. They comprise services for data analysis
similarly as IaaS offers computing resources. However, these
analytics services still lack well defined contracts since it may
be difficult to measure quality and reliability of results and
input data, provide promises on execution times[57]

applications more dynamic, more modular and more
expendable. Currently, the virtual platform building
technology is only in the primary stage, which is mainly based
on cloud data center integration technology [63]. Cloud
computing and big data projects rely heavily on virtualization.
Virtual data is the only way to access and improve
heterogeneous environments, such as environments used in
big data projects. The cloud computing model allows users to
have a default data center that can access data sets that were
not previously available by using a shared (API) for disparate
data sets [64].

Big data Security in cloud computing
Big data and cloud are among the most important stages of IT
development. Information privacy and security are one of the most
important issues for the cloud because of its open environment
with very limited user control [65]. Security and privacy affect big
data storage and processing because there is a huge use of third
party services and the infrastructure used to host important data or
to perform operations as growing data and application growth
bring challenges [66].

Virtual Machine (VM) between the cloud and big data
Virtual Machine (VM) is a software application that simulates
a virtual computing environment that can run the operating
system (OS) and its associated applications with multiple
virtual machines installed on a single machine. Distributed
systems, network computing and parallel programming are
not new as one of the key enabling factors of the cloud is
virtual technology. By using virtualization technology, one
virtual machine can often host multiple virtual machines [58].
Virtualization technology provides the ability to reduce
workload in virtual metering devices and unify them into one
physical server. Consolidation has become particularly
effective after the adoption of multi-core CPUs in computing
environments, where many virtual machines can be allocated
to a single physical node that improves resource utilization
and reduces power consumption compared to multi-node
setup [59].

A solution is provided for the security services and the level of
confidence needed through the third party services within the
cloud. The data is stored in a central location known as the cloud
storage server, where the data is processed somewhere on the
servers, so the client has confidence in the service provider as well
as data security. The service level agreement must be standardized
to gain trust between service providers and customer [67]. The
security of cloud client data varies in protection requirements.
Customers require protection of their data only through basic
logical access controls, while intellectual property, structured or
classified data are confidential and require advanced security
controls including encryption, data hiding, login, logging, etc.
[68].
The Service Level Agreement (SLA) reflects a service level
contract between the user and the service provider. It is one of the
ways to enhance the security level, where different levels and
complexities of security are determined depending on services to
better understand security policies for a cloud consumer, and to
protect data [69]. There are rules with service level agreements to
protect the data, capacity, scalability, security, privacy, and
availability of issues such as data storage and data growth [70].
The technologies available to secure big data, such as registry
entry, encryption, and trap detection are essential. In many
organizations, big data analytics can be used to detect and prevent
malicious hackers and advanced threats. The security of big data
in cloud computing is necessary because of the following issues:

Virtualization technology is the best platform for big data as
well as traditional applications. Assuming big data
applications simplifies managing your big data infrastructure,
providing faster results and is more cost-effective [60]. The
role of infrastructure, whether real or virtual, is to support
applications. This includes important traditional business
applications, modern cloud, and mobile and big data
applications. Virtualized big data applications, such as
(Hadoop), provide many benefits that cannot be accessed on
physical infrastructure but helps simplify big data
management [61]. Today's virtual data constitute a wide range
of sources including multidimensional stores, web and data
services, XML documents, analytical devices, and indoor and
outdoor applications. Data stores (NoSQL) are a modern
source type where they support virtual data [62].

1. Protection of big data from malicious intruders and advanced
threats.
2. Knowledge about how cloud service providers securely
maintain huge disk space and erase existing big data.

Big data and cloud computing point to the convergence of
technologies and trends that make IT infrastructure and their
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3. Lack of standards for checking and reporting big data in the
public cloud [71].

structured data formats are only fairly suitable.
Unstructured data is inappropriate because it contains a
complex format that is difficult to represent in rows and
columns.

Challenges in big data and cloud computing
The security challenges in cloud computing environments fall
under several levels: the network level which includes dealing
with network protocols and network security such as distributed
nodes, distributed data, and communications between the nodes;
authentication level where the user handles encryption /
decryption techniques, authentication methods such as contract
administrative rights, authentication of applications and nodes,
and logging entry; the data level which is concerned with data
integrity and availability as well as data protection and data
distribution [72]. Cloud computing follows the policy of shared
resources, where the privacy of data is very important because it
faces some challenges like integrity, authorized access, and
availability of (backup / replication). Data integrity ensures that
data is not corrupted or tampered with during communication.
Authorized access prevents data from infiltration attacks while
backups and replicas allow access to data efficiently even in case
of technical error or disaster in some cloud location [73].





Big data face some challenges as they can be classified into
groups: data sets, processing and management challenges. When
dealing with big amounts of data we face challenges such as
volume, variety, velocity and verification which are also known as
5V of big data [74]. Also, in the field of computer networks the
cost of communications is a major concern compared to the cost
of processing the same data, as the challenge is to reduce the cost
of communications to the minimum while meeting the
requirements of storage and additional data from the general cloud
to handle big data [75]. Among the factors and challenges that
affect the processing of big data in a timely manner is The
bandwidth and latency [76]. where several challenges can be
summarized in the relationship between big data and cloud
computing.




Data transfer: The data goes through several stages: data
collection, input, processing, and output. Big data transfer is
a challenge, so data compression techniques need to be
reduced to reduce the volume, where data volume is a
hindrance to transfer speed. It also affects the cost, while
cloud computing provides distributed storage resources and
data transfer on high-speed lines, reducing costs through
virtual resources and resource use at user's request.
Privacy and data ownership: The cloud environment is an
open environment and the user's role in monitoring is limited.
Privacy and security are an important challenge for big data.
Big data and cloud computing come together in practice.
According to (IDC) estimates, by 2020, around 40% of global
data will be accessed by cloud computing. Cloud computing
provides strong storage, calculation and distribution capability
to support big data processing. As such, there is a strong
demand to investigate the privacy of information and security
challenges in both cloud computing and big data.

What Is Big Data's Relationship To The Cloud?
How does the cloud computing environment correspond to big
data? The answer to this question reflects the relationship between
them. This is done through the cloud computing features to handle
big data, the resources provided by cloud computing, the resource
service to provide service to many users where the various
physical and virtual resources are automatically set and reset upon
request. Cloud computing has access from anywhere to data
resources that are spread all over the world by using a (public)
cloud to allow those sources faster access to storage. The nature
of big data is generated by technologies and locations worldwide,
so the cloud resource service provides and helps in the collection
and storage of big amounts of data resulting from the use of
technologies.

Data Storage: The storage of big data through traditional
storage is problematic because hard drives often fail, data
protection mechanisms are not effective, and the speed of
big data requires storage systems in order to expand rapidly,
which is difficult to achieve with conventional storage
systems. Cloud storage services offer almost unlimited
storage with a great deal of error tolerance, which offers
potential solutions to address the challenges of big data
storage.

The cloud computing structure can expand the solid equipment to
accommodate small and big data volumes. The cloud can expand
to handle big amounts of data by dividing the data into parts,
automatically done in IAAS. Expanding the environment is a big
data requirement. Cloud computing has the advantage of helping
to reduce costs by paying for the value of the resources used,
which helps to develop big data. Flexibility is also regarded a
requirement for big data. When we need more storage for data the
cloud platform can dynamically expand to meet proper storage
needs when we would like to handle a large number of virtual
machines in a single time period. For error tolerance, the cloud
helps to handle big data in the extraction and storage process.
Error tolerance helps SLAs, as well as QOS levels. Service level
agreements specify different rules for regulating availability of
cloud service.

Variety of data: Big data naturally grow, increase and vary,
which is the result of the growth of almost unlimited
sources of data. This growth leads to the heterogeneous
nature of big data. Generally speaking, data from multiple
sources of different types and representations are highly
interrelated. They have incompatible shapes and are
inconsistent. A user can store data in structured, semistructured, or unstructured formats. Structured data format
is suitable for today's database systems, while semi-
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Big companies such as Yahoo, Google, Facebook, and others
offer web-based services, and the amount of data they routinely
collect through online user interactions has overwhelmed
traditional IT capabilities. Therefore, the development of basic
infrastructure components has to be developed. Apache Hadoop
has been introduced as a realistic benchmark for managing big
amounts of unstructured data. Apache Hadoop is open platform
distributed software for storing and processing data. By using
Hadoop, you can reliably store big amounts (pet bytes) on tens of
thousands of servers while effectively scaling performance in
terms of cost. MapReduce is based on the distribution of a data set
between multiple servers, partial results are then reassembled.

Cloud computing offers features and benefits to big data through
ease of use, access to resources, low cost in resource utilization on
supply and demand, and reduces the use of solid equipment used
to handle big data. Both big data and the cloud aim to increase the
value of a company while reducing investment costs. The cloud
reduces the cost of managing local software, while big data
reduces investment costs by encouraging more prudent business
decisions. It seems only natural that these two concepts together
provide greater value to companies.
Any system in technology must pass through several main stages.
The computer system follows the input, processing and output
model. Input is done through devices and then processed through
the CPU. Thus, the results of the information are produced. In the
relationship between the data and cloud computing, the data is
stored on external and remote storage units. On the other hand, in
the computer system, the data is stored internally or locally.
Therefore, the relationship between the data and cloud computing
represents the input, processing and output model as in Figure 3.
The big data is entered through devices such as the mouse, cellular
devices and other smart devices. Processing is carried out through
the tools and techniques used by the cloud computing in providing
service, and the outputs are the results, it represents the value of
data after processing.

Big data are characterized by diversity, i.e. they are of different
types and therefore require big data. ETL technology, therefore,
deals with data diversity, as ETL represents several functions such
as extraction, conversion, and loading. These three functions are
combined into one tool to pull data from one database and place it
in another database. It helps to convert databases from one form to
another.
Big data relies on data integrity to be effective. If you store big
data at the local level, it will take a huge amount of work to
manually merge all data to manage it. The cloud can do this work
for the user, offering one site to store and manage all commercial
data. In this way, you can get one source of the truth, without
exhausting your time and resources to manually merge the data.

Figure 3 . A Model Showing The Relationship Between Big Data And Cloud Computing
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The input and output model defines input, output and processing
tasks required to convert input to output. Inputs represent the flow
of data and raw materials. The processing step includes all tasks
required to transform inputs. The output is data flowing from the
transformation process.

systems and applications on a regular basis and is available
throughout the service without any interruption.


Data, whether small or big, require storage, processing and
security, but the volume and capacity of data requirements
differ in accordance with the volume of the data, so cloud
computing must provide storage, processing and security
requirements for big data in its environment. The cloud
environment is scalable and uses sophisticated high-end data
management techniques and security policies as the service
provider protects and manages data.



Cloud computing provides security, depending not on data
volume but the availability of security and protection for
small and big data. The service provider guarantees complete
confidentiality of user data of all kinds and only allows
access to authorized users. Therefore, identity management
and access control must be provided for information
resources and service resources, according to user needs. The
user can connect to the network in these resources through a
simple software interface that simplifies and ignores many
internal details and processes.



Cloud computing saves the cost of storing and processing
data to the user through the availability of geographically
dispersed servers and the availability of virtual server
technology. The service provider must ensure that the
devices and equipment are sufficiently available, and
restricted by an integrated and documented entry system for
reference when needed. Cloud computing offers the use of
high-level applications and software, regardless of the
efficiency of the devices the user uses, because it depends on
the strength of the network servers and not on the personal
resources of your device, regardless of the efficiency of the
user's device he can benefit from the cloud service.



Cloud computing is considered as a distributed system; it is
distributed over a geographical distance. An example is the
general cloud, where resources are distributed everywhere.
This makes it easier for the user to speed up access to the
data. Thus, cloud computing is based on solving the problem
of geographical divergence between devices and resources. It
also enables multiple users to share a single database and
share resources such as web pages, files and other physical
resources.



Cloud computing is characterized by continuity, i.e. the
ability to withstand failure by providing resources even in the
absence of defect in the components. The nature of the cloud
is that it is geographically distributed, so there is a high
probability of errors. These events increase the need for
failure tolerance techniques to achieve reliability.

Common factor between cloud computing and big data.
The internet of things represents the new concept of the Internet
network, which enables communication between several parties to
communicate together, and these parties include smart devices,
mobile devices, sensors and other [77] where it is considered
effective communication between all elements of architecture so
that it can Rapidly deploy applications, process and analyze data
quickly to make decisions as quickly as possible. The architecture
represents several systems: objects, gates, network infrastructure,
cloud infrastructure. [78] Internet objects can benefit from the
scalability and performance of cloud computing infrastructure. In
fact, Internet applications produce large amounts of data and
consist of multiple computer components upon request. [79]
The Internet of Things (IOT) is going to generate a massive
amount of data and this in turn puts a huge strain on Internet
Infrastructure. As a result, this forces companies to find solutions
to minimize the pressure and solve their problem of transferring
large amounts of data. . [80] But cloud computing has played a
major role in IT, by migrating its data operations to the cloud.
Many cloud providers can allow your data to either be transmitted
over your traditional Internet connection or via a dedicated direct
link. [81] That the real purpose of cloud computing and Internet of
things increase efficiency in daily tasks and both have a
complementary relationship. The Internet of things generates huge
amounts of data, and cloud computing provides a pathway for
these data to navigate [82]. By storing data in the cloud, most
companies find that it is possible to access large amounts of big
data through the cloud. [83] And internet of things are all parts of
a continuum. Difficult to think of Internet things without thinking
about the cloud, it is difficult to think of the cloud without thinking
about the Big data analyzes. Which generates a lot of data, this
data is stored in the cloud computing, cloud computing is the only
technology suitable for filtering, analysis, storage and access to
IoT and other data in ways that are useful, as these data constitute
large quantities must be analyzed, Objects is a common factor
between the erased cloud and big data.

Common points between big data and the cloud


The cloud computing environment consists of several user
terminals and service provider. The big data comes on both
sides, as the user collects the data and, in dealing with the
technology tools, the big data is produced. The role of the
service provider is to save, store and process the big data at
the user's request, so cloud computing represents the big data
infrastructure. The service provider must ensure that users
have on-demand resources or otherwise access their data,

All these points represent the relationship between big data and
cloud computing, as it shows the important requirements for the
continuous increase in the growth of big data and provides the
appropriate environment to deal with big data.
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Table 1: Compatibility between big data and cloud computing in terms of characteristics.
Characteristics Big
Data

Concept

Characteristics Cloud Computing


Network Bandwidth



Gigabit rates today



Broad network access



Anywhere access - public cloud



Resource pooling:



Cloud data management ,No-SQL Databases

Data Type



Anywhere Access - Public Cloud

Variety

Data Sources



Veracity

Trustworthiness Of
The Data

Mapreduce/Hadoop Is A Data Processing And
Analytics Technology



SLA , QoS



ETL technology



Scalability - Elasticity According To Demand



Cost : Pay-As-You-Go Based On Usage.
Reduced cost Reduced cost



Resource Pooling:



On-Demand Self-Service



Virtual Machine
Application



Resource Pooling: Physical Infrastructure



OLAP



OLTP

Velocity
Visualisation

Volume

Virtual

Value

Data Rates
Data
Representation

Size Data

Physical
infrastructure data
Data
Analysis
Results, Reports

(VM)

Is

A

Software

characteristics show that cloud computing has an integrated
relationship with big data. Both are moving towards rapid
progress to keep pace with progress in technology requirements
and users.

CONCLUSION
Big data and cloud computing have been studied from several
important aspects, and we have concluded that the relationship
between them is complementary. Big data and cloud computing
constitute an integrated model in the world of distributed
network technology. The development of big data and their
requirements is a factor that motivates service providers in the
cloud for continuous development, because the relationship
between them is based on the product, the storage and
processing as a common factor. Big data represents the product
and the cloud represents the container. The big data is
concerned with the capacities of cloud computing. On the other
hand, cloud computing is interested in the type and source of
big data. Depending on the relationship between them, a model
was prepared to show the relationship between them as in
Figure 3. Compatibility between them is summarized in Table
2. Cloud computing represents an environment of flexible
distributed resources that uses high techniques in the processing
and management of data and yet reduces the cost. All these
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