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Abstract 

Almost immediately after the initial design and implementation 

of first computers systems accessible to the  general public 

and businesses, computer programs so called viruses and 

malware appeared into computing and informatics scenario, 

representing a big threat to normal informatics applications 

operation, and in most cases causing loss of time, data, and 

huge amount of money. Therefore a lot of research has been 

done to produce software capable of protecting businesses an 

individual user from this terrible and annoying menace. Among 

these viruses and malware threats, one has gotten a lot of 

attention lately, namely, ransomeware malware, which is 

capable of avoiding most of important and expensive antivirus 

and antimalware applications, and starts encrypting and 

modifying files and directories, with the purpose of asking for 

money in exchange of some key needed to be able to hopefully 

recover the affected data in the computer system. The present 

research work is focused in investigating current literature in 

this field in order to determine the state of the art regarding 

malware prevention, detection, and recovery (curing) when a 

computer system is attacked by virus and malware, and in 

particular by the so called ransomware one.  

Keywords: Malware, Ransomware, Machine Learning, 

Malware Detection Algorithms. 

 

INTRODUCTION 

Regarding computer attacks caused by malware, one of the 

most destructive and devastating is the one caused by the so-

called encrypting ransomware, which is a program that 

infiltrates computers and, without user knowledge, changes the 

name of files and encrypts their contents. Afterwards, the 

affected user is asked to pay a very high ransom fee in order to 

be able to regain access to the encoded information, by means 

of a secret key which is supplied by the malware manufacturer 

after the payment. The user is told that he hopefully will be able 

to recover part or all of the stolen information if he complies 

with such malware payment demands. The purpose of this 

paper is to review researches related to detecting ransomwares 

and proceeding to disable such type of attack, giving to the user 

the opportunity to prevent the loss his valuable information. 

Previous researches have used many methods to detect a 

ransomware type of malware. Basically we can think of two 

types of ransomware detection approaches: first is to device 

different methods to analyze executing files in order to 

determine whether they pose some kind of risk by the time of 

being executed in a computer, second is to analyze the type of 

actions some executing file is producing on the computer, for 

example the type of I/O file activity, file modification or 

renaming, etc., in order to determine if these actions are related 

to suspicious attack patterns typical of a ransomware type of 

attack. 

A modern and useful approach in order to achieve the ways of 

ransomware detection, previously explains, is by using 

different kinds of machine learning (ML) techniques, which 

will allow us to learn the type of behavior a ransomware 

activity is like, therefore a suitable defense may be 

implemented. Using ML we can learn normal day to day 

operation of the computer system by a typical user of such 

system, afterwards this valuable information could be used to 

identify suspicious ransomware behavior not typical of a 

typical user of a specific computer. Basically in this kind of 

approach, a method using machine-learning techniques is 

developed in order to monitor the computer in search for 

abnormal processes that might be initiating suspicious 

changing activities in files and directories of a computer. These 

highly suspicious processes will then be compared with typical 

ransomware file modification attack patterns, which will be 

quite different from those present under normal operation of the 

computer. 

In summary we can identify two types of malware detection 

approaches for this kind of menace. First one is based on 

analyzing the coding of an unknown program, in order to 

determine the associated risk this program represents when 

being executed in the system. In case the file poses a risk, the 

file will be eliminated or reported to the user for instruction on 

how to proceed further. On the other hand if the unknown 

program starts executing and turns out to exhibit a typical 

ransomeware behavior, then the program might be stopped and 

reported to user, providing him with relevant information about 

the suspicious activity, so that he will have opportunity to 

decide what kind of action is to be taken in every case.  

Also it will be advisable to explore the possibility of using some 

kind of special backing up operation in order to protect the 
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information that is being processed, and therefore minimize the 

negative effects produced by the malware attack during the 

time it was taking place, and until its action was detected and 

stopped. Of course various kinds of information systems and 

operating platforms may be attacked, therefore we have to be 

aware of the various possibilities that might appear. 

This paper is organized as follows. Section 2 explains basic 

idea of the research methodology used in this work, which 

allowed to find hundreds of papers related to this area, and next 

filter them so that we keep the most important ones for our 

discussion, namely 62 selected papers in total. After that, 

various methods (criteria) of classification are defined and 

presented in section 3, which will then be used in order to do a 

cross-referencing of important information from all selected 

papers. Then, in section 4, a classification of selected research 

documents is worked and Table 1 is presented as the result of 

it. An important analysis is done for selected papers using table 

1 and the papers themselves, and valuable comments are issued 

as a result of this analysis. Finally section 5 presents several 

important conclusions obtained throughout the work done in 

this research, and final section provides the corresponding list 

of references. 

 

RESEARCH METHODOLOGY 

Because of the popularity of researches related to malware and 

viruses, hundreds of documents would be found if none specific 

criteria were applied at the moment of looking for papers in 

such subjects. Therefore, it is important to state some kind of 

restrictions on what type of information is really the one we are 

interested in. To this end, we enumerate the following criteria 

to filter out the extensive information we are going to be 

getting. 

 Only those articles that have been published formally 

in journals and conferences are to be taken into 

account. Also some material published on the web, 

will be considered as long as it is highly technical and 

precise. 

 Only those article which are related to ransomware 

type of malware are to be considered, since this is the 

main objective of our technical review. 

 Masters and Doctoral Dissertations, books, technical 

information published on the web, might be 

considered as long as the material is of the high quality 

type. 

 For this research, we will focus only on those 

solutions applicable for the Microsoft Windows 

platform. (preferably for servers and desktop devices) 

Following this criteria, many papers and documents were 

discarded, and less than one hundred of them remained to be 

reviewed and studied in more detail.  

 

METHOD OF CLASSIFICATION 

Various aspect of the malware and virus detection and 

prevention field have been considered at the moment of 

classifying selected papers. In the following, we present those 

aspects that have been taken into account. We will provide a 

short description of the technical aspect that will considered 

and the kind of information that will be saved for further 

analysis. 

 Mobile devices: Even though we are mainly interested in 

papers regarding server and desktop devices, we have also 

considered many papers dealing with mobile devices, 

which are subject to be attacked by viruses and malware in 

general. This field has had a big development throughout 

last years, and many of the techniques and approaches used 

for dealing with the ransomware menace are also 

applicable or adaptable to the servers and desktop case. 

 Machine Learning (ML): Actually one key feature to be 

considered in our research is the one related to Machine 

Learning. This aspect is very important to us, since one of 

our purposes is to investigate the role artificial intelligence 

represents in dealing with various kinds of viruses and 

malware. We consider that Machine Learning techniques 

are very important in this field because they allow us to 

develop procedures that will be capable of learning and 

becoming more powerful and effective as they are used. 

Therefore when time comes to start fighting against viruses 

and malware, ML algorithms are even capable of under 

covering suspicious programs, that now days are mutating 

in order to avoid been detected by standard antivirus 

detection techniques. Different kind of machine learning 

models can be used. Among them we can mention the 

supervised type, which requires some appropriate training 

data sets to be used for ML training purposes. Also we have 

the unsupervised model which adapts while it is operating. 

Finally we have some mix of the two previous ones, as the 

so called semi supervised learning machine type having 

specific advantages and disadvantages. 

 Recovery Methods: When a computer system is attacked 

by a ransomware type of malware, files and information in 

general are seriously affected in different ways, for 

example data may have been deleted, blocked, encrypted, 

renamed, replaced, etc. Recovering Methods are the one 

that will be used in order to recover the compromised dada 

as much as possible, and regain control of a healthy 

computer system environment. Of course there are many 

recovery methods, some of them are designed to be used 

when a virus has actually been prevented of attacking the 

computer system. In this case virus and malware cleaning 

procedures will have to be run in order to get rid of 

infecting software. In other cases, the malware and viruses 

may have remained undetected, therefore they might have 

actually affected our computer, causing devastating 

effects, depending the amount of time they were allowed 

to operate. It is clear that also in this case some type of 
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appropriate procedure needs to be used in order to 

minimize the damage caused by the attack. 

 Behavioral-Based Approach: This feature has to do with 

the way viruses or malware are going to be detected. In 

order to deal with this kind of problem, one has to know 

the way viruses or malware really operate. As mentioned 

before, basically we identify two type of strategies when 

attempting to detect and eliminate the infecting software, 

namely the preventive and reactive ones. Behavioral 

approach is a very important one, and is focused in 

knowing the way ransomeware attacks; using this 

knowledge this approach allow us to determine whether 

the suspicious software is actually of the ransomware type, 

and also, in case the malware ran undetected, it will be 

possible to determine as soon as possible that the computer 

system is actually under attack. In any case this will permit 

us to take appropriate correcting actions. 

 Testing Malware Detectors: In this case we are concerned 

with testing the various kind of malware detector that have 

been devised, and specifically the ones which we are going 

to be using in our solution. Therefore we will be 

considering and designing appropriate malware testing 

environments, that will allow us to test real virus and 

malware attacks, visualize attacking patterns, and test the 

quality and effectiveness of malware detector solutions 

that we are using. 

 Malware Detector Evaluation: In this case we are 

interested in evaluating various kinds of Malware 

Detectors, comparing the different approaches and 

technologies we are using, and clearly establish the 

specific advantages and disadvantages encountered. 

 Infrastructure Evaluation: This features has to do with 

evaluating the infrastructure that we are using in our 

computer system. For example we are going to be 

interested in knowing how robust the infrastructure is in 

relation to dealing with malware and viruses attacks. Also 

we can evaluate whether the type of infrastructure we are 

using is resistant to certain type of malware attacks or not. 

It is good to mention that it is known to be certain firewalls 

which are able to stop and block certain type of suspicious 

or attacking patterns. 

 Analytical Results: This aspect has to do with the way 

data and information, collected or studied in various 

papers, is analyzed in order to produce knowledge and get 

to important conclusions. Therefore in this case we are 

interested in statistics and reports that will give us further 

insight into the various aspects under consideration in a 

specific paper. 

 Semantic Detection Methods: This is a quite different 

approach to the usual ones, in this kind of approach we 

analyze design and implement the detection task from the 

semantic point of view, that is to say from the meaning of 

the actions intended by the attacker. Of course this way of 

focusing the detection of an attack has advantages and 

disadvantages compared to all other method in this field. 

 Dynamic Analysis: This is a very important aspect of our 

research since this approach focuses on analyzing what and 

how attacking actions are being taken place in real time, 

thus allowing us to understand how the attacking virus is 

actually delivering its harmful actions to our computer 

system. Then we will be able to use this knowledge at the 

time of devising, designing, and implementing appropriate 

detection methods being capable of stopping and 

eliminating unwanted and dangerous programs from our 

computer system as soon as possible. 

 Static Analysis: This kind of approach allow us to 

determine, studying and analyzing the structure and binary 

code of a suspicious program, the way it is designed to 

perform and whether it is harmful or not for our computer 

system. It is consider a static approach because the analysis 

is not performed during actual operation of the threatening 

program.  

 Detect Metamorphic Viruses: In this case we are 

interested in detecting malware and viruses which are 

capable of translating, editing, and rewriting its own code 

several times, impeding in this way antivirus programs to 

properly detect them. It is good to note that this case is 

different to the polymorphic virus which has the ability of 

encrypting its original code so that it goes undetected by 

most antivirus programs. 

 Comparative Analysis: This feature has to do with papers 

and documents of interest that concentrates on studying 

and comparing various types of known viruses. Therefore 

some useful study can presented about comparisons among 

specific malware and viruses, allowing us in this way to 

gain better insight and knowledge about these dangerous 

programs and its behavior. 

 Algorithms: In this case we are concerned with papers and 

documentation of interest that suggest or present 

algorithms to be used in this field. We can mention some 

of these algorithm, for example encrypting algorithms, 

detecting algorithms, machine learning algorithms, etc. 

 Real Time Protection: This one is a very important 

feature to be considered, it has to do with the way we can 

implement malware and virus protection, and thus 

effectively giving real time protection to our computer 

system before some damage is produce to our data and 

information. That is to say, not waiting until it is too late 

and the damage is big. 

 

Classification of Selected Research Documents 

In order to classify selected researched documents we use the 

15 methods of classification presented in section 3. To this end 

we consider all selected papers using the criteria stated before, 
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and carefully cross-reference them with every classification 

method. Table 1 has been designed to properly show the result 

of this procedure. It is worth to note that in order to mark every 

one of the cross-referenced boxes in table 1, we have taken into 

account to what extent the associated concept or aspect is 

treated in a specific paper.  

Therefore in Table 1 we can see the aspects that most meet the 

information contained in each paper, these aspects appear 

marked with a “Y”, in the corresponding Colum of the chart. 

The purpose of this chart is to get knowledge about information 

treated in selected papers. For example we can see which and 

how many papers meet every criterion under consideration. 

This information is extremely valuable since it will allow us to 

get to know how much information is available in the field 

considered, and what aspects of such information are more 

treated in the scientific research and documentations available. 

 

 

Table 1: Cross-reference between selected papers and various aspects of interest as described in section 3 
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[1]     Y Y   Y                   

[2]                 Y   Y   Y     

[3]   Y                       Y   

[4]   Y   Y   Y       Y           

[5]                         Y     

[6]                       Y       

[7]     Y Y                     Y 

[8]           Y Y Y         Y     

[9]           Y         Y Y       

[10]           Y                 Y 

[11]           Y   Y Y             

[12]     Y Y           Y         Y 

[13]         Y Y Y Y         Y     

[14]     Y Y     Y Y   Y           

[15]       Y   Y   Y   Y           

[16]       Y           Y           

[17] Y     Y             Y         

[18]           Y   Y   Y           

[19]   Y   Y           Y           

[20]   Y   Y   Y       Y           

[21]   Y   Y   Y       Y           

[22]         Y Y Y                 

[23]     Y         Y               

[24]     Y     Y               Y   
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[25]           Y         Y         

[26]   Y Y   Y           Y         

[27]   Y     Y           Y         

[28]           Y   Y     Y       Y 

[29]           Y           Y       

[30]   Y Y Y       Y   Y           

[31]   Y Y Y           Y           

[32] Y   Y Y       Y   Y           

[33]     Y Y       Y               

[34]     Y         Y     Y         

[35] Y   Y         Y     Y         

[36]   Y   Y Y     Y   Y           

[37]         Y               Y     

[38]   Y     Y     Y     Y         

[39]         Y Y                   

[40]     Y     Y   Y   Y           

[41]     Y Y   Y                   

[42]     Y         Y               

[43]     Y Y       Y               

[44]   Y         Y                 

[45] Y Y                           

[46]   Y   Y                       

[47] Y Y                           

[48] Y Y               Y           

[49] Y         Y                   

[50]   Y Y               Y     Y   

[51]           Y       Y           

[52] Y Y Y     Y         Y         

[53]   Y   Y Y     Y               

[54] Y Y     Y         Y           

[55]     Y   Y     Y               

[56]     Y   Y     Y               

[57] Y Y       Y                   

[58]         Y               Y Y   

[59]     Y     Y Y Y               

[60]           Y         Y   Y     

[61] Y                   Y         

[62]   Y       Y               Y   

TOTAL 11 22 22 20 13 26 6 22 2 17 14 3 7 5 4 
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Looking at the information supplied by Table 1, row labeled 

TOTAL, we can see the total number of papers meeting a 

selected aspect or classification criterion. For example criterion 

3.2 labeled as Machine Learning, has a total of 22 papers out of 

62, which represents a 35.48 % of the total papers in Table 1. 

A further analysis shows us, for example, that columns labeled 

with criterions 3.2, 3.3, 3.4, 3.6, 3.8 represents more than 35.48 

% each, out of all papers considered; whereas columns 

involving criterions 3.7, 3.9, 3.12, 3.13, 3.14, 3.15, represents 

less than 11.29 % each, out of all selected papers also 

referenced in Table 1. 

Continuing reviewing the cross-referenced literature 

considered in Table 1, we can also point out some more issues 

as follows: 

 A total of 11 papers 

[17,32,35,45,47,48,49,52,54,57,61] out of 62 are 

focused on mobile devices, representing 17.7 %, 

showing that this field has undergone a big 

development and so has the malware and viruses 

threats and attacks to the mobile platform. As already 

mentioned, even though we are more interested in 

desktops, a lot of interesting information can be 

reviewed in this papers, and many techniques and 

problems solved references can be applied or adapted 

to the fixed platforms; just to see two examples take 

in consideration: 100 research works (from 2010 to 

214) are studied in paper [17], four groups are 

considered (static features, dynamic features, hybrid 

features and applications metadata); a malware 

detection system for android based mobile devices is 

presented in paper [32], the system takes into account 

four key features of the mobile platform, and it is 

assured to solve about 96% of typical threats, and 

focuses on malware behavior to detect and stop 

malicious threats. 

 Most of the selected papers considered in this research 

addresses at the same time many of the features 

regarded as classification criteria (section 3). Just to 

show some examples let us consider the following: 

paper [4] the so called EldeRan application is 

presented which consists of a ML implementation 

capable of dynamically analyze and classify 

ransomeware malware. At the same time behavioral-

based approach, and malware detectors evaluation are 

considered; paper [34] addresses recovery methods 

(detection, prevention, and cure), also at the same time 

considers static analysis, and show analytical results. 

 Reviewing the selected papers, very few papers as 

compared to the total reviewed, were related to 

semantic detection methods (2), and metamorphic 

virus detection (3). 

 It is interesting to note that 6 papers 

[45,47,48,52,54,57] of 11 papers, some 54.5%, 

focused on mobile devises, and at the same time 

addresses the Machine Learning criterion, showing 

the importance of ML techniques for malware 

detection. 

 There are many papers, 20 out of 62 representing 

some 32.3%, addressing the behavioral-based 

approach criterion [1,4,7,12,14,15,16,17,19,20, 

21,30,31,32,33,36,41,43,46,53] but most of them 

focuses in prevention and detection of a typical 

malware attack that is about to happen, but few 

concentrate on the ransomware detection once the 

attack is initiated.         

 

CONCLUSIONS 

Several valuable conclusions can be obtained from the present 

literature review.  

 We can easily notice that a good amount of 

information is available for aspects of interest such as 

Machine learning (22 papers), Recovery Methods (22 

papers), Behavioral Approach (20 papers), Malware 

Detection Evaluation (26 papers), and Analytical 

results (22 papers); all of these criteria represent over 

35 % each, out of all selected papers. 

 Machine Learning Techniques have become very 

powerful tools at the moment of doing behavioral-

based detection; the importance of ML resides, among 

other reasons, in being capable of learning and 

adapting to many varying conditions, such as those 

created by metamorphic viruses and malware, which 

are capable of changing their code by reprogramming 

themselves and successfully avoiding detection by 

most of standard detection techniques.    

 The least amount of papers in Table 1 corresponds to 

Semantic Detection Methods (2 papers). 

 Also we can notice that the behavioral-based detection 

approach is important since allow us to perform a 

dynamic analysis and detection of the virus and 

malware. 

 Additionally, mobile devised have gotten big attention 

and we think that this field will develop fast in the 

future. 

 Cross-referenced information contained in Table 1 is 

very important and helpful at the time to get many 

other conclusions of the selected papers reviewed in 

the present work, and of course many charts providing 

valuable insight in malware and virus detection, could 

be obtained using these results. 

 Finally it is worth to mention that according section 4, 

issue number 5, there is a good and very important 

opportunity of increasing research about detection and 
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curing techniques required in case a ransomware 

malware was successful avoiding antivirus software 

action, and has already started to attack data in 

computer systems.   
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