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Abstract 

The selective image encryption technique protects only the 

region of interest in the image. The Proposed method aims at 

determining the significant region of the image by using 

clustering technique and protect it against security attacks. The 

Gaussian Mixture Model based Expectation and Maximization 

(GMM-EM) clustering technique is applied here. The selected 

clustered region is subjected to both the confusion and 

diffusion, Confusion using 2D-Ikeda chaotic map and 

Diffusion using 1D-Quadratic map. The proposed work is 

extended for complete encryption of the image. The one level 

confusion using 2D-Ikeda chaotic map and the two level 

diffusion are performed. The first level of diffusion uses 1D-

Quadratic map and the second level diffusion uses a small 

kernel. The proposed scheme is experimented for document 

images containing only the text, the text with image, the text 

fused with image and only the image. The experimental results 

reveal a higher degree of security of the image. The assessment 

parameters evaluates Peak-Signal to Noise Ratio, Mean Square 

Error, Entropy, Correlation, Pixel change rate, Average change 

in intensity, Encryption time and Percentage of encryption. 

Results are then compared with existing methods ensuring a 

higher degree of security against static and dynamic attacks by 

the interceptor. 

Keywords: Expectation and Maximization, GMM-EM, 

Quadratic, Ikeda, Selective encryption. 

 

INTRODUCTION 

The advancement in the internet, multimedia and digital 

technologies aids exchange of information such as document 

images through connection oriented or connectionless media. 

The information over the internet can be easily accessed by the 

interceptor without much effort. With the fast growing internet 

technology the security of information becomes very 

important.  The security of these documents include copyright, 

authentication, integrity, confidentiality and selective access. 

Images are characterized by massive volume of data, 

redundancy, and high correlation. In some applications like 

medical imaging, document imaging, multimedia 

communications, etc. where important contents are required to 

be stored, processed and transmitted, the protection of content 

is a major challenge. Encryption provides confidentiality, 

integrity to the contents of the document image and access 

control.  Encryption also ensures, access to only authorized 

parties possessing the valid decryption keys to access the 

contents.  The complete image encryption technique includes 

encryption of the whole image data which is expensive and time 

consuming. There are some applications where time is a 

criticality and security is also of prime concern, while in a few 

others lower level of security is sufficient and for some devices 

where computation time, complexity and cost is high, the 

power consumption is a limited resource, the encryption of the 

whole image is time consuming which affects the speed of 

execution.  One way of addressing this problem is to encrypt 

only selected portion of the image.  In such situations, selective 

image encryption is used. In selective image encryption the 

significant region/portion of the image is first selected.  The 

selection of the significant portion is based on the pixel 

intensity, average entropy, variance and or energy.  However 

from the literature, for reduced encryption time and greater 

security, the significant portion of the image should constitute 

a minimum of 25% of the size of the input plain image. 

Medical, bank and property documents require security for 

selected portion of the image. Selective image encryption 

method encrypts only the chosen region of the image based on 

the Region of interest resulting in reduced encryption time. The 

selection of the region of interest may be manual or automatic.  

In manual selection a portion of the image identified by the 

customer is selected or a human visual system selects the 

categorically important segments while obtaining prioritized 

portion of the image from the visual scene. When a person 

looks at an image, he focuses on the most salient regions while 
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ignoring the others. The selective image encryption scheme 

allocates processing resources to the chosen segments than the 

whole image.   But in an automatic selection there are two ways. 

The first one is an input pattern driven, which require a large 

database for storing the predefined patterns to be encrypted.  As 

and when a pattern is fed as the input, such patterns are 

searched in the database for availability and position, 

encryption of the matched pattern in the document is 

performed. In the other, a parameter of interest is used to find 

the region of interest or the significant region of the image.  The 

parameter of interest may be intensity, histogram, entropy or 

variance. The selective encryption is referred to as partial 

image encryption since only the selected area is encrypted.  

This process is also known as perceptual cryptography since 

degradation of a portion of the image still results in 

understanding the content of the image by a customer.  In 

selective image encryption only the significant part of the 

image is selected for encryption, the size of the data to be 

encrypted is cut down. Hence the encryption scheme has less 

computational complexity, and can be achieved in less time. 

This significantly increases the speed of encryption and is ideal 

for time constraint hard real-time applications.   

Perceptual cryptography is carried out as follows.  A document 

image is first categorized as different clusters through 

segmentation algorithm and hence the significant portion of the 

image is obtained.  A fool proof enciphering procedure is then 

applied to encrypt the significant portion of the image which is 

smaller in size compared to the original plain image resulting 

in considerable reduction of encryption time and computational 

requirement for the entire process to be completed. The 

segmentation of the image for finding the significant portion of 

the image possesses some important properties such as 1. The 

size of the encrypted code is same as the size of the original 

segmented code, 2. A generic decoder enables the decryption 

process, 3. The key space should be massive in order to resist 

external attack through exhaustive key search, 4. The 

computational volume added to the segmentation technique 

should be minimal.      

For this proposed work encryption of different types of 

documents such as text documents, text with image documents, 

documents with text embedded on images and only the image 

(picture) document, having different entropy levels are 

considered as inputs. 

 

LITERATURE REVIEW 

In [1] authors proposed a selective image encryption of gray 

scale based on bit-plane decomposition. One way coupled map 

lattice is proposed to obtain the dynamic random key stream. 

The generated key stream is used to encrypt the portion of 

significant bit planes for security. Further they have extended 

the work for color images. A selective image encryption using 

Fractional wavelet domain is introduced in [2]. The sub bands 

obtained from fractional wavelet transform are encrypted using 

sequence obtained from chaotic sequence. The selection of 

significant sub bands for encryption is performed based on the 

relationship between normalized information energy and 

perceptual information. In [3] the block-cross and logistic sine 

system are used for infrared target encryption. A geometric 

contour model is implemented to efficiently detect the infrared 

target region. An appropriate rectangular box is designed to 

avoid irregular detection region. The image pixels within the 

rectangular box are encrypted using logistic sine chaotic map. 

In [4] authors proposed real time selective video encryption. 

Their proposed scheme encrypts the significant regions with 

minimum delay. The enciphering is carried out performed at 

the Context-adaptive binary arithmetic coding. In addition, it 

preserves all High Efficiency Video Coding functionalities. In 

[5] the authors proposed a random selective image encryption 

system. The high four nibbles of each pixel in an image are 

confused based on the random sequence. The diffusion of 

permuted image is performed using hyper chaos based adaptive 

random selective encryption. In [6] non rectangular, selective 

regional encryption was performed based on the permutation of 

coefficients. Initially, the high order information were used to 

segment the regions. A cosine transform based simple 

encryption scheme is deployed in the transform domain for 

ciphering the selected regions. In [7] authors propose selective 

image encryption for encrypting JPEG 2000 images. The 

proposed system generates initial table by implementing 

mapping function and secret key to encrypt the selected DWT 

code blocks. In [8] the scheme includes selection of significant 

regions based on the entropy of equally sized non-overlapping 

blocks. The obtained sensitive blocks are encrypted based on 

the combination of advanced encryption standard, pseudo 

random numbers and Arnold permutation. In [9] authors 

established a secret communication by the combination of 

cryptography and steganography. The cryptographic part 

involves the chaotic encryption of portion of the image (i,e 

selective encryption). Whereas the steganography part involves 

the embedding of encrypted portion into the carrier image. 

Finally the carrier image containing the information is sent to 

the cloud network. In [10] selective encryption based on the 

ciphering of salient regions is proposed. The salient regions are 

obtained using the DCT coefficients in the compressed domain. 

Then the selected regions are encrypted by the sequence 

generated by the chaotic system. In [11] a square wave 

shuffling based selective image encryption in the orthogonal 

polynomial is introduced. The proposed scheme performs 

confusion as well diffusion on the significant regions based on 

the chaotic sequence. Whereas chaos based shuffling is 

performed on the unimportant regions for secure 

communication.  In [12] hyper chaos based selective image 

encryption is proposed. In their work, initially the input image 

is segmented into independent blocks. The DCT and 

quantization is performed on each block to obtain the 

coefficients. Then the coefficients are selected from every 

block and performed encryption by the sequence obtained from 

4D Chen’s system. In [13] a grayscale image encryption using 

DNA rules are introduced by the authors. Their proposed 

https://en.wikipedia.org/wiki/Context-adaptive_binary_arithmetic_coding
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scheme involves generating 128 bit MD5 hash of the input 

plain image. The piecewise linear chaotic map (PWLCM) is 

used to permute the whole image. The scrambled image is 

decomposed into MSB bits and LSB bits. The DNA arithmetic 

operation is performed on MSB bits. Finally the decoded MSB 

and LSB parts are XOR-ed with 1D logistic chaotic sequence 

and combined to obtain the cipher image. In [14] the authors 

proposed two method for selective image encryption. The first 

method includes division of original plain image into different 

independent blocks. The significant block is selected for 

encryption. The second method involves determining the 

region of interest by using morphological methods. In [15] the 

authors described about Expectation and Maximization (EM) 

clustering technique. Their description reveals that, selecting 

the initial conditions for EM method which results in 

automatically obtain optimal number of clusters. In [16] the 

authors described about k-means clustering technique. They 

introduced technique called subtractive cluster. The initial 

centroids are generated by using Subtractive cluster. The 

generated initial centers are used for segmentation in the K-

means algorithm. The segmented image is then subjected to the 

median filter to remove noise. In [17] a grayscale image 

encryption using DNA rules are introduced by the authors. 

Their proposed scheme involves generating 128 bit MD5 hash 

of the input plain image. The piecewise linear chaotic map 

(PWLCM) is used to permute the whole image. The scrambled 

image is decomposed into MSB bits and LSB bits. The DNA 

arithmetic operation is performed on MSB bits. Finally the 

decoded MSB and LSB parts are XOR-ed with 1D logistic 

chaotic sequence and combined to obtain the cipher image. In 

[18] it is proposed an efficient selective image encryption 

technique which combines saw tooth filling, pixels of interest, 

non-linear chaotic map and singular value decomposition. The 

Saw tooth filling is used to scramble the positions of the pixels 

where as significant pixels are selected based on the pixels of 

interest. Finally diffusion is performed on the more weighted 

pixels using chaotic map and singular value decomposition as 

the key. 

The above Literature reveals that many different technique for 

selecting the region of interest such as, Bit plane 

decomposition, Block based entropy calculation, wavelet based 

sub-band energy calculation, selecting the most significant bits 

(MSB), performing morphological operations etc. However, 

these existing methods are found to be ineffective for choosing 

the effective region of interest and for providing high level of 

protection on different security attacks. A different approach is 

required to be used for finding the effective region of interest 

and mixed chaotic systems are used for encryption of the region 

of interest to provide high level of security. 

Image segmentation is a process of partitioning a digital image 

into a group of pixels. Each group is called a cluster containing 

pixels of similar intensity. The proposed selective encryption 

scheme involves selection of significant regions from the image 

based on the clustering output obtained from the segmentation. 

The segmentation involves implementation of Gaussian 

Mixture Model based Expectation-Maximization (GMM-EM) 

algorithm. The EM is a soft decision technique provides better 

segmentation when compared to hard decision technique such 

as k-means algorithm. The clusters chosen by the user based on 

the significant portion of the image is subjected to encryption. 

The significant regions/clusters are encrypted by performing 

both confusion and diffusion. Whereas the insignificant regions 

are encrypted just by performing the confusion. 

The complete image encryption is achieved by Multimode 

chaotic encryption system. The confusion is achieved by 

shuffling the pixels based on the random sequence generated 

by the two dimensional Ikeda map. The diffusion process 

involves two steps, the first step modifies the pixel values of 

the plain image based on the sequence generated by the one 

dimensional quadratic map, while the second step establishes 

inter dependency between the pixels based on the movement of 

small kernel on the entire image. 

 

EXPECTATION MAXIMIZATION  

Expectation and Maximization (EM) is a probability 

distribution based clustering technique deployed using 

Gaussian mixture model. The EM method deal with several 

data points to form multiple clusters, where each cluster form a 

Gaussian distribution. This results in study on Gaussian 

mixture model. The univariate one dimensional Gaussian 

distribution function can be written as in (1) 

 𝐺(𝑥|𝑣, 𝜎) =
1

√2𝜋𝜎2
𝑒

−
(𝑥−𝑣)2

2𝜎2   (1) 

Where, v is the average value, σ is the Standard deviation, σ2 is 

variance and 𝑥 is the data point (pixel) with location (m, n) in a 

two dimensional plane. 

The Multivariate Gaussian distribution can be written as in (2). 

Where Ʃ is covariance matrix. 

𝑁(𝑥|𝑣, Ʃ) =
1

(2𝜋|Ʃ|)1/2 {−
1

2
(𝑥 − 𝑣)𝑇Ʃ−1(𝑥 − 𝑣)} (2) 

The mean v and covariance Ʃ of a Gaussian distribution are 

estimated in order to extend the multivariate distribution to 

spread over all the data points. Maximum Likelihood method 

(ML) is used to estimate mean v and covariance Ʃ. 

Logarithm of Gaussian distribution is calculated for parameter 

estimation using Maximum Likelihood method as given in (3) 

lnP(x|v, Ʃ) = −
1

2
ln(2π) −

1

2
ln|Ʃ| −

1

2
(x − v)TƩ−1(x − v)

                (3) 

The mean v and covariance Ʃ can be identified using Maximum 

Likelihood method by applying derivative for (3), with respect 

to v and Ʃ and equating it to zero. 

𝑣𝑀𝐿 =
1

N
∑ Xn

N
n=1      (4) 

ƩML =
1

N
∑ (xn − vML)(xn − vML)TN

n=1   (5) 
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Where, N is total number of data points. 

The probability distribution for ‘x’ number of data points for 

multiple Gaussians can be given in (6)  

P(x) = ∑ πkN(x|vk, Ʃk)K
k=1    (6) 

Where, k represents Total number of Gaussians, πk represents 

Mixing coefficients for the kth Gaussian and 

𝑁(𝑥|𝑣𝑘 , Ʃ𝑘) Represents Normal multivariate distribution for 

the class k. 

Log likelihood can be obtained from (6) by applying logarithm 

𝑙𝑛𝑃(𝑥|𝑣, Ʃ, 𝜋) = ∑ 𝑙𝑛𝑃(𝑥𝑛) =𝑁
𝑛=1

∑ 𝑙𝑛{∑ 𝜋𝑘𝑁(𝑥𝑛|𝑣𝑘 , Ʃ𝑘
𝐾
𝑘=1 }𝑁

𝑛=1            (7) 

 

Expectation Maximization (EM) technique  

The Expectation and Maximization (EM) algorithm is an 

iterative technique which is performed to find out the values of 

mean (vk), covariance (Ʃk) for ‘k’ number of clusters. It consists 

of mainly two steps: Expectation step and Maximization step 

 

Step 1: Initialize the parameters mean (vj), covariance (Ʃj) by 

calculating the histogram of the image for k number of clusters. 

Calculate the log likelihood from (8) 

𝑙𝑛𝑃(𝑋|𝑣, Ʃ, π) = ∑ lnP(X𝑛)
N

n=1
=

∑ ln{∑ πjN(𝑋𝑛|𝑣𝑗 , Ʃj) K
j=1 }N

n=1            (8) 

Where, N is the total number of data points or pixels, P is the 

probability for the distribution for the samples X, N(𝑋𝑛|𝑣𝑗 , Ʃ𝑗)= 

Normal multivariate Gaussian distribution for the cluster j. 

 

Step 2: E-Step: Using the log likelihood for all observed and 

unobserved data obtained in step 1, compute the expected 

probability of unobserved data. Hence the step Expectation 

given in (9). 

λk(X) =
πkN(X|vk,Ʃk)

∑ πjN(X|vj,Ʃj)K
j=1

   (9) 

 

Step 3: M Step: Update the parameters. 

𝑉𝑗 =
∑ 𝜆𝑘(𝑋𝑛)𝑋𝑛

𝑁
𝑛=1

∑ 𝜆𝑗(𝑋𝑛)𝑁
𝑛=1

    (10) 

Ʃj =
∑ λk(Xn)(Xn-vk)(Xn-vk)TN

n=1

∑ λj(Xn)N
n=1

  (11) 

𝜋𝑗 =
1

𝑁
∑ 𝜆𝑘(𝑋𝑛)𝑁

𝑛=1                                (12) 

Step 4: Calculate the log likelihood from (13). 

𝑙𝑛𝑃(𝑋|𝑣, Ʃ, 𝜋) = ∑ 𝑙𝑛{∑ 𝜋𝑘𝑁(𝑋𝑛|𝑣𝑘 , Ʃ𝑘)𝐾
𝑘=1 }𝐾

𝑛=1  (13) 

 

Chaotic Maps 

Ikeda Chaotic Map 

The two dimensional Ikeda map is well known for its 

complicated chaotic behavior when compared to the other 

chaotic map [19]. It takes the input 𝑥𝑖 , 𝑦𝑖  and µ in a plane and 

maps it to a new point. Mathematically it can be defined as 

𝑥𝑖+1 =  1 + µ (𝑥𝑖 ∗ cos(𝑡𝑛) − 𝑦𝑖 ∗ sin(𝑡𝑛))  (14) 

𝑦𝑖+1 = µ (𝑥𝑖 ∗ sin(𝑡𝑛) +  𝑦𝑖 ∗ cos(𝑡𝑛))  (15)

 Where 𝑡𝑛 = 0.4 −
6

(1+𝑥𝑖
2+𝑦𝑖

2)
      (16) 

Where µ is the system parameter and𝑥𝑖, 𝑦𝑖 are the pair wise 

points. The system exhibits chaotic nature when µ  lies in the 

range of [0.5 0.95]. The map depends on three values 

namely 𝑥0, 𝑦0 and µ whose corresponding initial values are  

µ = 0.9 ,𝑥0 = 0.1 and 𝑦0 = 0.1. 

 

Quadratic Map 

The one dimensional Quadratic Chaotic map [20] equation with 

initial condition 𝑟  and 𝑥0=0.1 can be mathematically defined 

as 

𝑋𝑛+1 = 𝑟 − 𝑋𝑛
2     (17) 

The System exhibits chaotic behavior when the parameters are 

having values  𝑟 = 1.95. 

 

METHODOLOGY 

Selective Encryption 

The segmentation output results in more significant and less 

significant portion of the plain image. The more significant part 

is only subjected to encryption (both confusion and diffusion) 

and the less significant part is subjected to only confusion. 

Segmentation of the plain image is achieved using Gaussian 

mixture model Expectation and Maximization technique. 

Significant Region Encryption 

The following steps are used  

1. The Ikeda chaotic map generates the random sequence 

for confusion. 

2. Pixels present within the significant region are confused 

based on the sequence generated by the chaotic map in 

step 1. 

3. The quadratic chaotic map generates random sequence 

for Diffusion. 

4. A random matrix is obtained by the sequence generated 

in step 3. 

5. The obtained matrix is XOR-ed with confused image to 

encrypt the significant regions. 
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Figure 1: Block diagram of Selective Image encryption 

 

Insignificant Region Encryption 

The following steps are used  

1. The 2D-Ikeda chaotic map generates the random 

sequence for confusion. 

2. Pixels present within the insignificant region are 

confused based on the sequence generated by the 

chaotic map in step 1. 

3. Finally the two level encrypted significant region and 

one level encrypted insignificant region are 

overlapped to obtain the final selective encryption. 

 

Complete Encryption 

The proposed work is further extended for the complete image 

encryption by incorporating the process of confusion and 

diffusion. Here the confusion is performed using the Ikeda map 

and diffusion is performed in two steps namely the first level 

and second level. The steps for confusion and diffusion are 

described below 

Confusion 

1. The plain image of size MXN is taken as the input. 

2. The random sequence of length L (L=MXN) is 

generated by the Ikeda chaotic map. 

3. Each sequence is approximated to its nearest natural 

number by multiplying with large number (1015). 

4. The approximated sequence from step 3 are truncated 

to a value L by performing modulus operation. 

5. The truncated sequence are used as index for 

scrambling the input pixels of the plain image. 
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Figure 2: Block diagram of Complete Image encryption 

 

 

Diffusion 

First level diffusion 

1. The quadratic chaotic map generates the random 

sequence of length L. 

2. Each sequence is approximated to its nearest natural 

number by multiplying with large number (1015). 

3. The approximated sequence from step 2 are truncated 

to a value 255 by performing modulus operation. 

4. The truncated matrix is xor-ed with confused image to 

achieve first level diffusion. 

Second level diffusion 

1. A 3x3 kernel is set initially at the beginning row and 

column of the image. 

2. Compute the average of all pixels in that kernel. 

3. Move the kernel one step (either row or column) and 

perform XOR operation with all the pixel elements 

within the kernel with the average value obtained in 

step 2. 

4. Repeat step 2 and 3 till the kernel reaches the last row 

and column of the image. 

 

 

Figure 3: The results obtained for Test Lena Image                                                

(a) Input Plain Lena Image 

(b) Labeled image obtained from (GMM) Expectation-

Maximization Clustering 

(c) Region of interest segmentation 

(d) Encrypting the selected region. 
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The proposed scheme has the flexibility to encrypt different 

types of document images such as a Document with only the 

text, Text with image (Text fused with image) and only the 

image. Hence to enable the experimentation the algorithm 

works with choices to encrypt a particular type of document. 

Choice 1: Encrypts the document with only the Text, in which 

the cluster with least density is given the highest priority as the 

background image is having highest pixel density than the text 

region as shown in Figure 8. 

Choice 2: Encrypts the Document with Text and Image. Here 

the clusters having the least density and clusters with highest 

density both are considered for encryption as shown in Figure 

9 and 10. 

Choice 3: Encrypts the Documents with only the image. In this 

case the cluster with highest pixel density is subjected to 

encryption as shown in Figure 11.   

 

Assessment Parameters 

Entropy 

Entropy in image encryption scheme is important since it 

measures the strength of the cryptosystem which also 

represents the randomness in the encrypted image.  For a gray 

scale image comprising 256 different intensity levels the ideal 

entropy value is equal to eight.  Its value depends on the 

probability of occurrence of varying pixels in the cipher image.  

When all the pixels with different gray levels are equally 

probable, then the entropy is equal to 8.  Entropy also represents 

the amount of leakage of information.  If its value is closer to 8 

it results in reduced information leakage and enhanced safety 

against statistical attacks. Entropy also represents   amount of 

uncertainty of information. The entropy is calculated and is 

given by the equation 

ET (m) = - ∑ 𝑝(𝑚𝑖)
𝐿−1
𝑖=0  x 𝑙𝑜𝑔2(𝑝(𝑚𝑖))       (18) 

Where ET is the entropy, L is the total grey levels and 𝑝(𝑚𝑖) is 

the probability of occurrence of pixel at each grey level 𝑚𝑖. Our 

algorithm results in the entropy of 7.9993.  This represents the 

uniformity of the document. Hence our algorithm is better with 

respect to certainty of the document.  Hence this scheme is 

equipped to resist entropy based attack. 

Histogram Analysis 

Histogram is a pictorial depiction of the distribution of pixels 

of varying intensities.  A secure encryption scheme has a flat 

histogram and can resist statistical attack.  The histogram 

reveals that the significant region of the cipher image can resist 

statistical attacks.  The plain image has spikes in its histogram 

whereas the cipher image has no spikes.  All pixels are 

uniformly distributed. Hence the encrypted image can’t 

disclose the statistical information of the plain image to the 

interceptor. The histogram of the proposed encryption 

algorithm is depicted below in Figure 4. 

 

 

 

Figure 4: (a) Plain image Histogram (b) Ciphered image 

Histogram 

 

Key Space Analysis 

The key space depicts the sum total of keys applied during 

encryption. The key space should be so huge in order to enable 

comprehensive probe for the key by the interceptor.  The key 

length/space depends on the precision of the pseudo random 

numbers, the key variables such as initial conditions and 

control parameters and the number of rounds involved in 

encryption algorithm.  The proposed algorithm uses  µ = 0.9 

,𝑥0 = 0.1 and 𝑦0 = 0.1 for Ikeda chaotic map and 𝑟 = 1.95 for 

Quadratic map. 

The number of bits in the key space determines whether the 

algorithm is Brute force resistant or not.  The key space with 

128-bits can resist Brute force attacks.  In the proposed 

algorithm the key size used is larger than 2256 making it resistant 

to Brute force attacks. 

Key Sensitivity Test 

To verify whether the proposed encryption scheme is secure or 

not, this test is carried out.  As chaotic systems are more 
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sensitive to initial conditions and control parameters, the mixed 

chaotic systems are still more sensitive to the keys.  To verify 

sensitivity of the key, two different keys with one bit change in 

them are applied to encrypt the plain image.  The resultant 

cipher images are observed and found that they differ from one 

another.  The results reveal that only the correct key can decrypt 

the encrypted image. The outcome is depicted below in  

Figure 5. 

 

Figure 5: Lena image decrypted with correct key (b), (c) and 

(d) Lena image decrypted with wrong key 

 

Avalanche Criterion  

The sensitivity of the encryption algorithm is verified for a one 

bit change in the input image. It is observed that a bit change in 

the input image results in prominent change in the encrypted 

image.  The two cipher images obtained for minimal difference 

in the input images. The rate of change of bits in the cipher 

image is 10which is equivalent to theoretical value of avalanche 

criterion.  The Figure 6. Shows the avalanche effect. 

 

Figure 6: (a) Input Lena Image (b) Encrypted Input Image 

without changing the bits   (c) Encrypted Input Image changing 

the one bit                                                         

 

MSE, PSNR, SSIM and UIQ 

The Mean Square Error is used to detect differences between 

plain and encrypted images.  The results where difference is 

more proves the efficacy and security components of the 

proposed method.  If not, the scheme is not that efficient and 

the ciphered image can reveal the plain image to some extent.  

Mean Square Error between the two ciphered images, MSE is 

given by the equation 

𝑀𝑆𝐸 =
∑ ∑ [𝑝𝑙𝑎𝑖𝑛(𝑖,𝑗)−𝑐𝑖𝑝ℎ𝑒𝑟(𝑖,𝑗)]2𝑁

𝑗=1
𝑀
𝑖=1

𝑀∗𝑁
   (19)

  

It is observed that the MSE is more for a small change in the 

initial conditions.  More the MSE the better is the algorithm.  A 

small value of MSE enables the interceptor to visualize the 

original image. 

The PSNR, Peak Signal to Noise Ratio is given by the equation 

𝑃𝑆𝑁𝑅 = 10𝑙𝑜𝑔10(
2552

𝑀𝑆𝐸
)           (20)

   

It measures the quality of the ciphered image by checking the 

amount of noise present in it.  From the literature, it should be 

lesser than 33.5%.  If it is greater, then it is possible to extract 

the original image from the ciphered image.  If the noise content 

is more, the PSNR will be less.  For noise to be more, the MSE 

should be more.  The PSNR represents the scale of  

The SSIM is a quality metric for images.  It measures the 

similarities between the two images with a reference image.  

The reference image being the uncompressed or noise free 

image.  This metric compares the contrast, luminance and 

structural information between equal sized gray level images.  

Its value is in the range of 0 and 1. A, 1 means that the two 

images are exactly the same but a 0 means they are dissimilar. 

The equation for SSIM is given by 

𝑆𝑆𝐼𝑀 =  
(2∗�̅�∗�̅�+𝑐1)∗(2𝜎𝑥,𝑦+𝑐2)

(�̅�2+�̅�2+𝑐1)∗(𝜎𝑥
2+𝜎𝑦

2+𝑐2)
   (21) 

Where �̅� =
1

𝑀∗𝑁
∑ 𝑥𝑖

𝑀∗𝑁
𝑖=1      (22)    

       

            �̅� =
1

𝑀∗𝑁
∑ 𝑦𝑖

𝑀∗𝑁
𝑖=1     (23)  

                    

        𝜎𝑥
2 =

1

𝑀∗𝑁
∑ (𝑥𝑖

𝑀∗𝑁
𝑖=1 − �̅�)2    (24) 

       

        𝜎𝑦
2 =

1

𝑀∗𝑁
∑ (𝑦𝑖

𝑀∗𝑁
𝑖=1 − �̅�)2       (25)

     

    𝜎𝑥,𝑦 =
1

𝑀∗𝑁
∑ (𝑥𝑖

𝑀∗𝑁
𝑖=1 − �̅�) ∗ (𝑦𝑖 − �̅�)           (26) 
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Universal Image Quality Index (UIQ)  

It can be defined as, Let x= {𝑥𝑖|𝑖 = 1,2, … … . . 𝑀 ∗ 𝑁} and  

y= {𝑦𝑖|𝑖 = 1,2, … … . . 𝑀 ∗ 𝑁} be the original and cipher images 

respectively, then the quality index can be defined as 

  𝑈𝐼𝑄 =
4∗𝜎𝑥,𝑦∗𝑥∗𝑦

(𝜎𝑥
2+𝜎𝑦

2)∗[(�̅�)2+(�̅�)2]
  (27) 

 

Correlation 

It measures the relationship between adjoining pixels in an 

image which may be horizontal, vertical or diagonal in 

direction.  The plain image which conveys some visual 

information exhibit a strong relationship between its adjoining 

pixels.  The correlation coefficients of the plain and enciphered 

image are calculated in multiple directions by randomly 

selecting a set of 2000 pairs of adjoining pixels.  The correlation 

coefficient is given by the equation 

𝐶𝑥𝑦 = 
𝐶𝑂𝑉𝑅(𝑥,𝑦)

√𝑉(𝑥)√𝑉(𝑦)
            (28)                                                                                

 

Where 𝐶𝑂𝑉𝑅(𝑥, 𝑦) is the Covariance between x and y can be 

formulated as 

𝐶𝑂𝑉𝑅(𝑥, 𝑦)=
1

𝑛
∑ 𝐸((𝑥𝑖 − µ(𝑥))(𝑦𝑖 − µ(𝑦)))𝑛

𝑖=1         (29)    

Where, x and y are two adjacent pixels values in the image, V 

(x) is the variance of variable x,  

 

The Figure 7 represents the correlation effect between the 

adjacent pixels.  The results obtained using the above equation 

are tabled in Table 1 which reveals non prevalence of any 

relationship between the adjoining pixels of the encrypted 

image. Hence the proposed encryption scheme does not convey 

any meaningful visual information. 

 

NPCR and UACI 

The robustness of the proposed method relies on the extent of 

confusion and diffusion incorporated in it.   NPCR and UACI 

are the tools to test the robustness of the algorithm.  NPCR 

being the change in the number of pixels of the cipher image 

for one bit variation in the input image.  The ideal value is 

100%. It is calculated using the equation 

 NPCR = 
∑ 𝑊(𝑖,𝑗)𝑖,𝑗

(𝑀𝑋𝑁)
 X100   (30) 

Where M and N are the width and height of the image. 

𝑊(𝑖, 𝑗) Can be defined as                   

    1    𝐶𝑖𝑝1(𝑖, 𝑗) ≠ 𝐶𝑖𝑝2(𝑖, 𝑗) 

𝑊(𝑖, 𝑗) =                   0    𝐶𝑖𝑝1(𝑖, 𝑗) = 𝐶𝑖𝑝2(𝑖, 𝑗) (31) 

𝐶𝑖𝑝1(𝑖, 𝑗) Grey value of cipher image and  

𝐶𝑖𝑝2(𝑖, 𝑗) Grey value of new cipher image 

The proposed method yields a 100% NPCR.  Hence the method 

is 100% resistant to differential attacks and it is impossible to 

extract the key from the known plain image by the cryptanalyst.   

The UACI is another parameter which stands for Unified 

Average Change in Intensity to calculate the average variation 

between two cipher images obtained for a bit difference in the 

input image.  The ideal value of UACI is 33%.  The proposed 

method results in the NPCR value of 100 and UACI of 33.4657.  

Both NPCR and UACI contribute to high security and 

randomness of the ciphered image.  

 

Figure 7: Distribution of adjoining pixels in horizontal, vertical 

and diagonal directions        

a. Horizontal correlation of plain image  

b. Vertical correlation of plain image  

c. Diagonal correlation of plain image 

d. Horizontal correlation of cipher image 

e. Vertical correlation of cipher image 

f. Diagonal correlation of cipher image 
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Figure 8: (a) Input Document (Text) Image.  

  (b) Selective Encryption    (c) Complete Encryption 

 

 

Figure 9: (a) Input Document (Text + Image) Image. 

(b) Selective Encryption (c) Complete Encryption 

 

 

Figure 10: (a) Input Document (Image fused with Text) 

Image (b) Selective Encryption (c) Complete Encryption 

 

Figure 11: (a) Input Document (Only the Image) Image    

(b) Selective Encryption (c) Complete Encryption. 

 

Table 1: Comparison of Proposed scheme with existing work. 

Reference PSNR MSE NPCR UACI ENTROPY HORI VERTI DIAG AVG % OF DATA TIME SPEED (ms) 

[8] NA NA 99.6399 27.7672 7.9993 NA NA NA 0.0015 NA 85563.00 

[13] NA NA 99.6143 28.6098 7.9972 0.0027 0.0005 -0.0045 -0.0125 NA 741.00 

[5] NA NA 99.61 33.499 7.99941 0.0002 0.0015 0.0035 NA NA NA 

[11] 9.65318 NA NA NA 7.9858 -0.1586 0.08818 0.06965 NA NA NA 

[18] 9.5132 NA NA NA NA -0.0139 -0.0022 0.0087 NA NA NA 

[17] NA NA 99.6170 29.9238 7.9972 -0.0007 0.0006 -0.0031 NA NA NA 

[21] NA NA NA NA NA NA NA NA 0.0036 NA 272.5 

Proposed 8.3581 9.0487X103 100.00 33.4657 7.9993 0.0220 -0.0215 -0.0215 NA 34.772 71.2 
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Table 2: Encryption results obtained for different document images 

INPUT 

IMAGE 

NPCR UACI Plain  

ENTROPY 
Cipher 

ENTROPY 

PSNR MSE Horizontal Vertical  Diagonal SSIM UIQ 

                                

Peppers 

                           

100 

                      

33.5090 

 

7.5936 

                        

7.9994 

                                

7.9113 

                             

8.4089X103 

                                

-0.0102 

                            

-0.0091 

                     

-0.0087 

                    -

3.8154X10-4 

                                  

-3.8274X10-4 

 

Camera 

Man 

                           

100 

            

33.5141 

 

7.0516 

            

7.9993 

 

8.4147 

                           

9.367X103 

 

0.0366 

 

-0.00519 

                    

-0.0108                 

            

0.0014482 

                

0.0014493 

                   

Plane 

                           

100 

            

33.4397       

 

5.0093 

            

7.9993 

        

8.9936 

          

8.198X103 

                             

-0.00855  

                 

-0.00439 

                            

-0.00439 

                

8.1688 X10-4 

                      

8.1842 X10-4 

                            

DOC 1 

(Only Text) 

                        

100 

                         

33.4730 

 

4.6535 

                      

7.9993 

 

5.5314 

                

1.819X104 

                         

-0.0012 

                 

-0.0029             

                          

-0.0177             

                              

-0.003655   

                      -

0.003656 

                             

DOC 2 (Text 

+ Image) 

         

99.8051                              

        

33.3682 

 

7.4117 

              

7.9993 

        

7.8183       

         

1.074X104 

                     -

0 .0044               

                   

-0.0192 

                   

-0.0402 

             

0.003487 

                     

0.003479       

 

Doc 3 (Text+ 

Fused 

Image) 

 

 

 

100 

 

 

33.4371 

 

 

7.1318 

 

 

7.9993 

 

 

7.2094 

 

 

1.236X104 

 

 

-0.0016 

 

 

-0.0102 

 

 

-0.0432 

 

 

0.001473 

 

 

 

0.0014063 

DOC 4 

LENA 

(Only 

Image) 

                           

100 

                 

33.4657 

 

7.5976 

              

7.9993 

                               

8.3851 

 

                         

9.0487X103 

                               

0.0220 

 

                              

-0.0215 

 

                   

-0.0215            

                 

0.0015886 

                 

0.0015874  

 

 

CONCLUSION 

The Proposed work presents a selective as well as complete 

image encryption scheme for Document images. The 

experimental results of selective encryption are shown in the 

Table 1 and Table 2. The execution speed of this technique is 

very less (71.2msec), Low Peak Signal to noise ratio 

(8.3581dB), the intelligent information can’t be extracted from 

the ciphered image. Hence the proposed selective encryption 

scheme reduces the computational overhead and suits to real-

time applications. Further the proposed scheme is extended for 

complete image encryption. The experimental results of 

complete encryption are also depicted in the Table1 and Table 

2. The results shows that NPCR=100, UACI=33.4657 which 

ensures resistance to differential attack. The Correlation 

(Horizontal=0.0220, Vertical=--0.0215 and Diagonal=-

0.0215), Entropy=7.9993, flat Histogram reveals that this 

method has resistance to statistical attacks. The Figure 8-11 

shows that the proposed scheme encrypts with a better 

performance for different types of Document images with 

different entropy levels. Hence this scheme is efficient to 

completely encrypt the image and provide better security in 

comparison to the existing methods. 
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