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based in a more secure way, so network security field
becomes a more challenging and critical task here to keep the
safe our system by some Unauthorized user or an activity in a
confidential and an integrity manner. To overcome of those
types of problem Intrusion detection system is provide better
solution for a network based security system it is also provide
the security concern to a host based system. So an intrusion
detection system becomes an essential components and more
security product in a network based environments.

Abstract
The use of computer more and more need to be increase the
security day by day in a real world, the process of monitoring
the computer system in a secure way for an unknown and
known attack increase the availability and confidentiality of
the system, the system provides the solution of such a problem
is known as an Intrusion detection system. Intrusion detection
systems play a vital role in network security, its check the
system for integrity, confidentiality and availability in an
individual manner i.e. Host based intrusion detection system
and or in a group i.e. Network based intrusion detection
system. Basically an IDS inspects the suspicious behavior of a
system in a network may be an attack or misuse of a system.
The performance of IDS measures in the detection rate in
terms of Precision and recall on the basis of performance
parameters such as true positive, false positive, true negative
and false negative.

Recently the Intrusion detection has been an active area of
research and development from the last few decades. IDS can
be used to monitor computers or networks for unauthorized
activity, specifically network based IDS analyze the whole
network traffic in the forms of incoming and outgoing packets
of network data to detect the network traffic, to detect,
identify and track the intruder. An intrusion detection system
further classified in to two broad categories host based
intrusion detection system (HIDS), and network based
intrusion detection system (NIDS) [2].

In this paper we analyze a existing methods like Neural
network techniques, Evolutionary like Genetic algorithm with
swarm intelligence based techniques like Particle Swarm
optimization for the intrusion detection system to compare the
detection rate for the reduced dataset using with experimental
result on the basis of KDDCUP dataset to test the
performance of various methods and existing algorithm, the
dataset include normal and abnormal dataset with the
complete features or an attributes. An experimental result
shows that the better comparative analysis method provides
the results in the form of higher detection rates than other
existing techniques.

Traditional methods of network intrusion detection are based
on the saved patterns of different types of known attacks.
They detect intrusion by the comparing network connection
features to the attack patterns that are provided by human
experts. The traditional methods suffer from various draw
back the detection of unknown intrusions is one of them. Even
if a new pattern of the attacks were discovered, this new
pattern would have to be manually updated into the system.
An anomaly based detection technique uses its knowledge of
what constitutes normal behavior to decide the different
maliciousness of a program under inspection unit. A special
type of anomaly based detection is referred to as specification
based detection. Signature based detection uses its
characterization of what is known to be malicious to decide
the different maliciousness of a program under inspection
unit. As one may imagine this characteristics or signature of
the malicious behavior is the key to a signature based
detection method’s effectiveness.

Keywords: Accuracy, Classification, Detection Rate,
Evolutionary Algorithms, Genetic Algorithm, Intrusion
Detection System, KDDCUP, Precision, Recall, Swarm
Intelligence.

INTRODUCTION
With the tremendous growth in a network based user and
services focus to keep the all user data and all transaction
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In this work we focus on the improve the rate of detection
using swarm intelligence techniques with provide better
detection rate with comparison the traditional methods, the
various optimization algorithm provides the solution of to
overcome these problem such as Genetic Algorithms (GA),
basically it is a heuristic based search algorithm which work
on the basis of natural genetics and natural selection. this it is
work on a basis of Particle of swarm optimization (PSO), Ant
colony optimization (ACO) etc. all these methods works with
some clustering and classification techniques for the dataset to
arranges in a group for the experimental procedure, here
ensembling techniques also provide the solution of clustering
problems to merge the different methods results into a single
group or a unit.

optimization (PSO), genetic algorithm and some other
optimization algorithms for the better detection or improve the
rate of detection for the intrusion detection system.
A. Chnadrasekhar and K. Raghuveer Et. al. [2] A new
approach for data mining techniques such as neural fuzzy with
using support vector machine supports into improve the
detection rate of an intrusion detection system, whole work is
divided into four different steps first generate the sub set with
the help of k means clustering then trained all the sub set with
using neuro fuzzy rule model then classified the consecutive
data with the help of SVM and finally detect with RBF neural
network.
Shen Li, Feng Lin Et. al. [3] here they proposed an intrusion
detection architecture named NTDERC based on rough sets
data mining technique. The idea is to use the multiple rough
classifiers and the rough meta-learning classification strategy
as tools to analyze network traffic and enhance intrusion
detection systems. Experiments with the 1999 DARPA data
set show that the ensemble rough classifiers method has the
higher DR rate and the lower FR rate than single rough
classifier method. Machine learning methods is also an
important area for intrusion detection, the traditional methods
for an anomaly intrusion detection system is based on to
supervised the learning process for the data classification in a
better way and an improve the rate of detection.

The rest of this paper is organized as follows in next section
we discuss about the literature survey for the existing
intrusion detection system techniques for the improving the
detection rate. In next section we discuss about the proposed
methods and architecture for the intrusion detection system
using neural network swarm intelligence techniques. In
section next we define the dataset which is used for the
experimental process i.e. KDDCUP and its no. of features. In
next section we discuss about the comparative study of
intrusion detection system techniques with their empirical
results. finally in next section we conclude the our
comparative study.

Feng guorui, Zou Xinguo and Wu Jian Et. al. [5] here they
proposed a semi-supervised learning algorithm for the
intrusion detection is the proposed methods combined with
the Fuzzy C-Means algorithm. The sensitivity of initial values
measures and the probability of trapping in local optimum are
greatly reduced by using few labeled data to improve the
training capacity of the fuzzy clustering means algorithm. The
KDDCUP 99 data set is adopted as the experimental subject
for the input value which contain normal and abnormal dataset
value.

RELATED WORK
Recently the various techniques have been proposed and
developed for intrusion detection system; Intrusion Detection
Systems is a mechanism, which protects resources and data
from unauthorized access, misuse, and malicious intrusions in
a distributed computing environment [3]. the related approach
for intrusion detection system are such as artificial neural
network (ANN), Rule based classification, ensembling,
various clustering algorithms such as K-means clustering, Kmeans clustering with fuzzy algorithm, Radial basis function
(RBF) and Self organized map network (SOM), Support
Vector Machines, Naïve Bayesian Classifiers, etc. This allows
the model to detect abnormal/anomalous behavior and react
with the appropriate response.

Some researches and author also focus on feature selection
process for the better classification of dataset into trained and
test data set for the high detection rate of anomaly based
intrusion detection system with using some traditional
methods. the KDDCUP data set provide the complete set of
features or attributes for the detection, however researches can
select the some selected set of features with feature selection
mechanism and proceed finally for detection.

However recently the most of the algorithm also have been
proposed and developed for the intrusion detection system to
overcome the solution of previously approach in the field of
data clustering and classification for improve the rate of
detection, such as Support vector machine as a work on the
basis of classification, which classified the data in a better
way than other existing techniques. The machine learning
techniques also used for the classified the data in the terms of
supervised, semi supervised and unsupervised techniques with
using some data mining approach. Now these days the most of
the algorithm works with the data set in a modern way with
the Ant colony optimization (ACO), Particle of swarm

PROPOSED METHOD
In this section discuss the Proposed methodology architecture
for the Intrusion detection system using Existing methods
Neural network, Evolutionary Algorithms such as Genetic
Algorithm and some Swarm Intelligence such as Particle
swarm optimization. The Swarm Intelligence Methods used
for the better optimization of results with some standard
performance evaluation parameter to measure generate the
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signal or alarm and count the frequency of these signal value
for the alertness of attack. Here we also use the feature
reduction techniques for the improvements of results. In this
paper combine the Neural Network techniques, Genetic
Algorithm and Swarm Intelligence methods, here selects a
salient subset of features value from the dataset to increase the
classification accuracy ratio and decrease the computation
complexity ratio of the model.

other attack in limited scope. The main categories of attack
define below in form of Table.
Table 1: Classification of attack
Four main class of attack

Categories of Attack

Denial of Service (DoS)

back, land, neptune, pod, smurt,
teardrop

Remote to User (R2L)

ftp_write, guess_passwd, imap,
multihop, phf,spy, warezclient,
warezmaster

User to Root (U2R)

buffer_overflow, perl,
loadmodule, rootkit

Probing(Information
Gathering)

ipsweep, nmap, portsweep,
satan

Table 2: Show that some features and types of each feature
attack

Figure 1: Proposed model for intrusion detection system.

Dataset
For the validation of feature reduction technique based on
Neural Network Methods and other Evolutionary Techniques
such as Particle of Swarm Optimization (PSO) and Ant
Colony Optimization (ACO). For Evaluation of Result we
used MATLAB software. For the validation of proposed
algorithm used KDDCUP99 dataset. The KDDCUP99 dataset
contains 7 lack instance data. These data contain a
combination of normal activity of network and attack activity
of network. The KDDCUP99 dataset is collection of different
types of attack data such as DOS, Probe, U2R, R2L and some

EXPERIMENTAL RESULT ANALYSIS
For the evaluation of result used some standard performance
evaluation parameter such as Precision, Recall and Accuracy.
The Precision, Recall and Accuracy measure the performance
of proposed algorithm as well as Existing algorithm. The
existing algorithm works on the basis of common attribute and
further we also reduce the feature or number of attributes for
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the feature selection process. The common attribute reduction
process compromised with the selection of parameter for the
analysis, the performance measure with the TP, TN, FP, and
FN.
Precision: measures the proportion of predicted
positives/negatives which are actually positive/negative.
Precision =

*100…….(1)

Recall: It is the proportion of actual positives/negatives which
are predicted positive/negative.
Recall =

*100……….(2)

Figure 2: Shows that the comparative emprical study of
intrusion detection system for the no. of fetaure is 42 using
with RBF Neural Network, Evolutionary Algorithm such as
Genetic Algorithm and Swarm intelligence techniques for
exapmle Particla Swarm optimization, here the no. of
perofmance parameters are Precision, Recall and Accuracy.

Accuracy: It is the proportion of the total number of
prediction that were correct or it is the percentage of correctly
classified instances.
Accuracy =

*100…(3)

Table 3: Shows the performance evaluation for no. of given
Feature value is 42 with using Neural Network, Genetic
Algorithm and Swarm Intelligence techniques
Selected
Features
42

Method

Precision

Recall

Accuracy

RBF

81.23

82.41

80.56

GA

84.27

83.67

85.87

PSO

85.49

83.84

85.94

Table 4: Shows the performance evaluation for no. of given
Feature value is 10 with using RBF Neural Network, Genetic
Algorithm and Swarm Intelligence techniques
Selected
Features

10

Method

Precision

Recall

RBF

83.23

83.53

81.66

GA

85.12

84.60

86.12

PSO

85.92

84.87

86.44

Figure 3: Shows that the comparative emprical study of
intrusion detection system for the no. of fetaure is 10 using
with RBF Neural Network, Evolutionary Algorithm such as
Genetic Algorithm and Swarm intelligence techniques for
exapmle Particla Swarm optimization, here the no. of
perofmance parameters are Precision, Recall and Accuracy.

Accuracy

Table 5: Shows the performance evaluation for no. of given
Feature value is 07 with using RBF Neural Network, Genetic
Algorithm and Swarm Intelligence techniques
Selected
Features
07

Method

Precision

Recall

Accuracy

RBF

84.11

84.21

84.43

GA

85.68

85.32

87.47

PSO

86.13

85.78

88.13

Figure 4: Shows that the comparative emprical study of
intrusion detection system for the no. of fetaure is 07 using
with RBF Neural Network, Evolutionary Algorithm such as
Genetic Algorithm and Swarm intelligence techniques for
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exapmle Particla Swarm optimization, here the no. of
perofmance parameters are Precision, Recall and Accuracy.

CONCLUSIONS
The IDS is tasked with monitoring and analyzing network
activity to differentiate between normal and anomalous
activities, for the experimental process we use the common
dataset used for IDS developments and testing is the KDD99
dataset which divided in the category normal and abnormal
datasets. In fact computers are in tremendous need for an
efficient and powerful security policy to secure the
information system and to prevent attackers from destroying
it. Currently, we are facing an enormous growth of malicious
code signature, cybercrimes and threats which can put the
security administrator in very critical situations. The objective
of this paper to study and compare various intrusion detection
algorithms and techniques for the false detection and improve
the performance of such system.
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