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The algorithm “Present” is a block cipher algorithm of reduced
size and execution, since it uses substitution and permutation
blocks of only 4 bits, also, the key size is small compared to
other algorithms of the same kind, this feature together with its
reduced number of rounds makes it an algorithm that balances
the use of the microcontroller internal memory with the
communication “throughput” speed achieved [1],[18],[19].

Abstract
Given the proliferation of portable applications using low-cost
devices and energy consumption, they have generated the need
to provide security solutions in embedded microcontroller-type
software devices, which, in addition to processing and storing
information locally, are capable of providing Security to the
information transmitted, using “lightweight” algorithms, in this
case, the implementation of the “Present” algorithm is shown,
an algorithm that, up to date has not been breached, such
algorithm has characteristics that make it suitable to be
programmed devices with a small memory and reduced sizes;
many tests have been performed in several microcontroller type
embedded software platforms, using structured C language,
applying a series of tests and performance measurements to
verify their operation and some parameters of interest.
Keywords: Block Ciphers, Lightweight
Cryptology, Embedded software.

METHODOLOGY
To give security to information in this type of applications, it is
necessary to choose a scheme in which it is clear how the
information will be cipher, what kind of algorithm, how the
secret key is shared, and in general the type of cryptographic
scheme to be used.
In this case a symmetric ciphering scheme is chosen, in which
there is a single secret key, known by the sender and the
receiver, this type of ciphering has as a characteristic and
advantage, and it has a very short execution time, which makes
it available to be used in high-speed telematic applications
and/or applications in which devices of low computational
power are used.

algorithms,

INTRODUCTION
Considering the need to connect different characteristics
devices used in applications with customized needs, but always
having the limitation of cost and low “throughput”[1] or data
transfer, it is imperative to use microcontroller software
embedded platforms[2],[3] that can perform “lightweight”
cipher algorithms[4],[5],[6] but also having a low cost
dedicated hardware device.

Types of Ciphers
A clear message m, can be stored as an octets variable number
“bytes”, at the time of performing the ciphering to send the
secure message. There are two options of ciphers:

Many of the applications using microcontroller platforms are
wireless in nature with low throughput [1],[7],[8], some of the
most used applications are sensor networks[9], RfID, PAN
networks, Xbee and some other wireless protocols [6],[10].
This work shows a security scheme in microcontroller
embedded devices, based on block ciphers [11],[12], among
them, there are many algorithms designed to be implemented
in embedded software, specifically in microcontroller type
platforms [2],[3],[13], this way, it is decided to carry out the
implementation of the “Present” lightweight blocking
algorithm [14],[15],[16],[17],[8], in addition to conduct the
implementation, some tests are made to verify their operation
and performance.
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•

Flow ciphering: Consists in taking a clear message as a
continuous stream of bits from a clear text message and by
means of a continuous process generating a continuous
stream of coded bits.

•

Block ciphering: In this case the message is divided into
blocks of n bits each[8],[14], and in this case regardless of
the message order, each block is encrypted in the same way;
All bits of the message block take part in all operations
(rounds), to “disconnect” the possible relationships they had
in the original message.
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expressed in functional blocks, that can be easily taken to
source code in software and hardware, 31 rounds must be made
in the information encryption process [20].

Block ciphers basic operations
In this case a block cipher called Present was chosen, which
complies with the basic methodology of block ciphers and has
the structure shown in Figure 1. In all block ciphers a
combination of ByteSub, ShiftRow, MixColum and
AddRoundKey or their equivalents is generated [1], [11].

Byte substitution layer: SboxLayer. It consists of a nonlinear
substitution block applied to each stage matrix nibble
independently, it is called S-Box layer, shown in table 1. This
layer generates new information not linearly connected with the
original information[20],[17]. This substitution block is applied
to 16 nibbles completing 64 bits of information, which is the
standard size of the cipher blocks. This substitution table is
made by searching in a table with 4 bits masks, all of this based
on the information of a microcontroller with a higher size data
bus.
Table 1: S-box from PRESENT algorithm [1]
X

0 1 2 3 4 5 6

S(x)

7 8 9 A B C D E F

C 5 6 B 9 0 A D 3 E F 8 4 7 1 2

Figure 1: Basic round operations in a typical block cipher [1]
Bit Permutation: pLayer. It is a layer that mixes by bit to bit
substitution, a 64 bits information block, where Bit i of the
round is moved to the P position (i); The order of such
substitution is shown in Table 2.

The combination of these operations is called round and must
have operations based on uniform and invertible
transformations, called layers, which have been designed to
withstand linear and differential cryptanalysis, which are:
•

Non-linear layer: Which consists on the application of Sboxes in parallel with non-linearity optimal properties.

•

Linear mixing layer: It guarantees a high level of diffusion
throughout the multiple rounds.

P(i) 0 16 32 48 1 17 33 49 2 18 34 50 3 19 35 51

•

Key addition layer: This is a unique OR operation between
the intermediate stage and the unique key of each round.

P(i) 4 20 36 52 5 21 37 53 6 22 38 54 7 23 39 55

Table 2: Player substitution table of the PRESENT algorithm
ì
ì
ì

0

1

2

3

4

5

6

7

8

9 10 11 12 13 14 15

16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47

P(i) 8 24 40 56 9 25 41 57 10 26 42 58 11 27 43 59
ì

PRESENT algorithm structure

48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63

P(i) 12 28 55 60 13 29 45 61 14 30 46 62 15 31 47 63

Key expansion function: addRoundKey. It is one of the most
important blocks, since it is the generation of new keys for each
round, for this specific implementation, there was only an
implementation for 80-bit keys, for that reason, a vector K of
80 positions was generated, as it can be seen below K79K78...K0.
In each round only the most significant 64 bits of the new Ki
key of the next round will be mixed, the way in which the
rotation must be made, is shown below:
𝐾𝑖 = 𝐾63 𝐾62 . . . 𝐾0 = 𝐾79 𝐾78 . . . 𝐾0

(1)

Then the following operations must be performed, in the order
in which they are presented:
Bit rotation of the input key:
Figure 2: PRESENT algorithm round[1]

[𝐾79 𝐾78 . . . 𝐾0 ] = [𝐾18 𝐾17 . . . 𝐾20 𝐾19 ]

Figure 2 shows PRESENT algorithm basic structure, which is
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(2)
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Substitution by using S-Box for the nibble (4 bits) K78 to K76 of
the key:
[𝑘79 𝑘78 𝑘77 𝑘76 ] = 𝑆[𝑘79 𝑘78 𝑘77 𝑘76 ]

After performing this analysis, it was decided to perform tests
with several devices, for the 8 bits, it was used the family 16F
and 18F from the company Microchip, due to its leadership in
the world market; for 16 bits, it was used the family 24F from
the same company, as it is having a retro compatibility with 8bit families. The above-mentioned devices have compilers,
simulators, and verification tools licensed by the Universidad
Distrital. As for the 32-bit microcontrollers an ARM platform
is selected in its smaller Cortex-M0 family, as it is the direct
competition to 8-bit microcontrollers. Specifically, the work
was made with the KL25Z platform, since it has an on-line
compiler that supports C/C++, pointer management, dynamic
memory allocation, version control with mercurial/git. ARM
microcontrollers are entering into the market, through their online platform at www.mbed.org, they allow compilation
regardless the hardware or the device manufacturer, which
makes them very versatile and appropriate for many tasks,
including those that related to ciphering algorithms.

(3)

Nibble adding or mixing K19 to K15 of the key with the round
counter, through the operation XOR:
[𝑘19 𝑘18 𝑘17 𝑘16 𝑘15 ] = [𝑘19 𝑘18 𝑘17 𝑘16 𝑘15 ]
𝑋𝑜𝑟𝑅𝑜𝑢𝑛𝑑𝐶𝑜𝑢𝑛𝑡𝑒𝑟 (4)

The addRoundKey operation must be made in each of the
necessary rounds to cipher the information, otherwise, it is
important to bare in mind that in the deciphering process,
blocks are taken from the list of Ki keys of the final values until,
until reaching the initial ones, which means, the last key used
to cipher, will be the first one used to decipher, so, before
starting the deciphering process all the rounds of addRoundKey
must be made until getting to the last Ki by making an invers
process back to the original key.

Algorithm implementation
In block ciphers, there is a combination of operations called
round, the security provided by the algorithm depends on the
complexity of these operations and the number of rounds
needed to cipher. In this case, for the PRESENT, it is
summarized in a pseudocode shown in Figure 4, the functions
shown in it are standard from the C language and can be
compiled in a personal computer or in a microcontroller.

Algorithm implementation structure
All ciphering algorithms by blocks or by flow should show
their implementation details and even though should not be
susceptible to be breached, in this case a Pseudo code of the
algorithm that describes it and makes possible its
implementation in a microcontroller is shown:

For each of the pseudocode lines a function was created, which
performs the necessary actions to mix the information as
required by the algorithm, below there is a list of the functions
generated in C language, which make each of the Functions of
the algorithm:
bool read_bit_n_bits (unsigned int *datap, int index);
void write_bit_n_bits(unsigned int *datap, bool val, int index);
Figure 3: Structure of the PRESENT algorithm expressed in
Pseudocode.

void p_layer( void );
void s_box_layer( void );
void data_update( void );

Each of the code lines shown in Figure 3 are functions or
methods of the Present_Cypher class, for the substitutions of
the pLayer and Sbox, a code that uses tables in the Flash
memory of the microcontroller was used [21],[2], which
reduces the algorithm execution time, but increases the amount
of memory required for its implementation.

void key_update( void );
void data_xor_key( void );

Microcontroller type embedded platforms

Read and write functions were designed to feed the functions
that perform substitution and mixing operations; they were
written differently for each width of the bus processor, in
addition they were written differently, considering if the
processor had a hardware for bit management, these functions
perform the appropriate masking according to the CPU width.

Before implementing the algorithm, a review was made on the
available platforms in the local market, considering their
architecture, price, available compilers, programming
languages, memory and performance [2].

To the code written in C, adapted to each of the platforms
including a personal computer, was tested by using the test
vectors as shown in Figure 4., which verify the algorithm
operation, in this case on the PC.

IMPLEMENTATION
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Figure 4: PRESENT algorithm Tests on a PC.

Table 3: Performance parameters for different platforms
Microcontroller

Program memory
Flash (bytes)

Data memory Ram
(bytes)

Throughput
(m/s)

8 bits

2210

73

12

no

5

yes

8 bits

2129

768

12,12

yes

5

yes

16 bits

3276

245

18,8

yes

10

no

32 bits

20,5k

600

234

yes

48

no

After verifying the correct operation of the algorithm, real tests
were performed on each of the platforms, initially for
microcontrollers of 8 bits (families 16F and 18F) without and
with pointers, then for the 16bits microcontrollers (24FJ) and at
the end in a 32-bit ARM architecture microcontroller. These
tests were made by generating a change in an output pin each
time the algorithm performed a new encryption.

Pointers MIPS

Binary
Operators

CONCLUSIONS
Present is an ultra-lightweight algorithm with one of the most
compact encryption methods. Due to these characteristics, it is
used in applications of low power consumption. Its
performance on different platforms was studied, with the
intention of finding ideal conditions for high performance
applications. A total of four custom-made implementations
were achieved on four different fixed-hardware
microcontrollers.

RESULTS

Such implementations require the study of previous arithmetic
concepts in finite fields, basic operations of any cryptographic
algorithm, including Present.

When performing these tests, it was verified that the algorithm
performed the encryption work regardless of the platform, after
which some algorithm performance parameters were defined:
program memory (FLASH), data memory (RAM) throughput
measured in cipher packs per second and their equivalent in
bits/second. Table 3 shows the results for the different devices:

With a deep knowledge of the internal architecture of the
devices, an analysis was made on how to perform suitable
implementations in 8, 16, 32 and 64 bits with lower
computational cost than the earlier reported in previous
applications.

A description of the algorithm in standard C language was
made, which runs on any platform and it is compatible with the
different architectures, especially with the 32-bits ARM
architectures, which having pointers and bit oriented
operations, achieved in almost 20 times, the throughput of 8-bit
microcontrollers with a very similar cost.

It is important to emphasize that in the research made
previously to this project, regarding this subject, it was not
possible to find any reported implementation of this algorithm
on 32-bit microcontrollers, which makes this work unique.
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