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Abstract
The Internet of Things (IoT) communicates billions of active
and/or passive physical objects and creates a mesh of
networks producing a huge information bulk. This big size of
data represents a challenge for the IoT environments due to
the problems arise during information storage, transmission,
management and transactions. So, minimization of
information size without affecting the IoT system efficiency
may overcomes such problems. In this paper, an optimized
data collection mechanism for IoT environments is presented.
The proposed mechanism provides some recommendations
and determines restrictions during collection, transmission,
and processing of data to minimize its size. The mechanism
comprises three strategies, dynamic prioritization for collected
data, coding optimization, and energy saving. These strategies
are employed to achieve the desired goal. Finally, an IoT
environment to simulate, test and evaluate the proposed
mechanism is constructed using network simulator NS2.
Accordingly, the simulation results are analyzed to ensure that
the proposed mechanism is robust and efficient. The results
prove that the proposed mechanism outperforms the
traditional IoT in data reduction rate, energy consumption,
end-to-end delay, and throughput.
Keywords: Internet of Things; IoT Simulation; Data Fitting,
Data Prioritization; Data Minimization.

INTRODUCTION
The Internet of Things (IoT) is a new model that is rapidly
grows in the recent wireless telecommunications topic. The
basic concept of IoT is to communicate billions of uniquely
addressable everyday life objects. These objects may be active
or passive. The active objects should have processing units
and memories such as PCs, mobiles, and sensors. The passive
objects don't have any processing units such as doors, clothes,

and things in shopping malls. In addition, these objects should
be communicated together to reach the IoT applications goals.
Since these objects are uniquely addressed by using internet
strategies, the information about them can be transmitted
using the same ideas or (adapted versions) of Internet
protocols. Furthermore, the management of IoT system can be
achieved without human intervention such as IBM’s Smarter
Planet for autonomic computing [1-7].
The Internet of Things growth requires technical innovation in
many important fields. An effective and simple item
identification system should be developed in order to
communicate physical objects to large databases and network
(Internet). In addition, innovation systems to determine how
the data can be collected and processed should be presented
(only Radio-Frequency Identification (RFID) is available).
Also, to detect the changes in things' status, new technologies
should be created (only achieved through sensors).
Furthermore, information processing at the network edges can
be achieved by adding embedded system within such things
themselves. Moreover, the new trends such as nano
technology increases the opportunities of communicated extra
things in IoT environments leading to excessive collected data
size.
The IoT enables advanced applications in many fields. The
most common field, which applied the IoT technology, is
marketing [8]. Also, the traffic field uses IoT applications to
provide many advantages such as adaptive time for each
traffic sign to be on or off and how traffic flow can be
distributed normally within different roads [9]. Furthermore,
many countries such as France applied the IoT technology on
glass containers that prepared with ultrasonic sensors to send a
descriptive data about itself periodically [9]. In addition, there
are many fields, which are still under research and use
multimedia applications, such as e-learning, healthcare, and
smart cities [10-12].
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As stated above, there is a mixture of heterogeneous
communication technologies which are required to
accommodate the variety of IoT. Accordingly, there are many
challenges arise such as scalability, privacy, and addressing.
Scalability is the capability of IoT system to handle the
increased amount of data. Privacy requires techniques and
technologies to protect sensitive and private data,
communications, and preferences. Addressing challenge lies
in finding a protocol that should comprise billions of objects
to cover not only the current IoT but also its future expansion
[13-15].
Recently, the deployment of automatic communication of
objects in our lives represents a risk. For example, inserted
nano RFID tools in the personal things such as devices and
clothes can be triggered to reply with their ID and other data.
This enables a powerful mechanism that would cover most of
our lives. Also, this mechanism must include functions that
are designed to manage trust, privacy and security of all the
sending or receiving data. These functions may be either built
in one specific layer or distributed through multiple layers,
from the object abstraction to the service composition, in a
manner that does not affect system performance or introduce
excessive overheads [16-19].
This paper is organized as follows: In Section 2 the paper
problem is defined. In Section 3 the related works are
discussed. In Section 4 the paper contribution is showed. In
Section 5 the proposed mechanism is introduced. In Section 6
simulation and evaluation of the proposed mechanism are
demonstrated. Finally, the conclusion is introduced in Section
7.

PROBLEM FORMULATION
From the above discussion, it is clear that IoT contains
billions of nodes. Each node produces data in an automated
manner. In addition, variety of nodes implies variety of
collected data which requires many complex protocols,
algorithms, and techniques to manipulate such collected data.
Furthermore, the continuous increase in the number of devices
that are connected to the Internet makes the size of the
collected data also increases dramatically. The rapid
increasing of data size badly affects scalability, transmission,
and processing. So, the main challenge for this paper is to
minimize the collected data size without affecting the
efficiency of IoT applications.

RELATED WORK
Most of researches presented in prioritization, coding and
energy saving concerns only with Wireless Sensor Network
(WSN). These researches can be abstracted as follows:
D. Virmani, et al, proposed Priority-Energy Based Data
Forwarding (PEDF) algorithm that tries to select the best QoS

for high priority packets. It saves energy, minimizes delay and
maximizes throughput. The main weak point of this algorithm
is that it is oriented only with WSN. It is not suitable for IoT
environments. In addition, it is not simulated or implemented.
Also, the algorithm does not reflect the manner in which the
claims described in [20] are achieved. M. Monowar, et al.,
proposed a Prioritized Heterogeneous Traffic-oriented
Congestion Control Protocol (PHTCCP) to adjustment
congestion and flow rate of packets for prioritized diverse
traffics dynamically. This protocol is executed from hop-byhop. Intra-queue and inter-queue priorities are used in the
proposed protocol along with weighted fair queuing to ensure
the feasibility of data transmission rates. The protocol results
are not significant since simulation parameters values are not
sufficient. It is applied only on WSNs and not suitable for IoT
[21]. F. Ullah, et. al presented the challenges for Wireless
Body Area Network (WBAN) in addition to a cross-layer
design structure and a model for routing, MAC, and PHY in
WBAN. The model can select the best routing path for
immigrant information based on many parameters such as low
temperature and minimum hop-counts. This proposed model
is designed only for WBAN. The proposed routing model of
WBAN is not tested [22]. Furthermore, strengths and
weaknesses of existing cross-layer protocols in the WBAN
domain have also been introduced. C. Cantillas, et. al,
proposed a technique to prioritize the WSN data. This
technique uses three levels for prioritization, high, medium,
and low based on the queuing theory with static levels of
priority. It provides fast data transmission. The simulation
environment parameters are not sufficient to indicate accurate
results [23]. R. Karthikeyan, et al., proposed the same idea of
C. Cantillas, et. al, but with different simulation environment
[24]. Several studies [25-27] focus on dynamic prioritization
for WSN. M. kumar, et al., [25] presented a data priority
mechanism in heterogeneous WSNs in which Quality of
Service (QoS) requirements of different wireless nodes are
considered. The mechanism distributes the bandwidth among
the transmitted data according to their QoS demands. The
prioritization of data in this mechanism is based on the QoS.
In addition, the prioritization of data is not achieved during
collection phase. Also, the optimal bandwidth distribution
algorithm may be executed in a specific network type, but
with diversity of networks such as IoT environment may be
failed. Furthermore, the user opinion (desire) is neglected in
the classification procedure for this mechanism. Moreover,
this mechanism is tested for only WSN but the IoT comprises
more and more collected data. The simulation of this
mechanism is not sufficient due to lake in its parameter
values. M. Kumar, et al., proposed a technique called
Dynamic Data Prioritization (DDP) to provide priority based
planning to enhance the delivery of packets through wireless
links. This technique guarantees QoS and improved
transmission rate in wireless device networks [26]. C. Liang,
et al, presented a framework called RushNet. This framework
prioritizes two traffics in multi-hop sensor networks such as
low-priority traffic that has large size without delay sensitivity
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and high-priority traffic for low data size with latency
sensitivity. The latency reduction, which is achieved by
RushNet framework, is minor relative to the complexity that
is added by the same framework [28].
Network coding can be defined as the mathematical
operations which are used to mix packets by relay nodes to
reduce the number of transmitted packets within the network.
The broadcast nature of wireless networks and link diversity
enrich research topic in network coding. Unfortunately, most
of existing network coding techniques are designed only for
WSN. The network coding techniques are classified into two
classes, inter-session and intra-session. The inter-session
techniques mix the packets that are received from different
sessions in case of bottleneck status [29-38]. The intra-session
techniques mix the packets from the same sessions and
address the packet loss problem [39-51]. The inter-session and
intra-session techniques should be adapted to accommodate
with IoT environments. The IoT environment sessions are
dynamic, scalable, heterogeneous, and their natures change
suddenly. So, the wireless network techniques should consider
these properties in their design.

PAPER CONTRIBUTION
The IoT environment transmits a massive size of data. This
massive data may require high storage capacity, powerful
processing unites, and high bandwidth to be able to transmit
these types of data (i.e. QoS). The IoT environment comprises
heterogeneous objects which have different processing
capabilities, storage capacities, and transmission channels.
This heterogeneity represents the main challenge against
handling of IoT massive data. To solve this challenge, the IoT
massive data should be minimized. This paper uses data
fitting, data compression, and data prioritization to minimize
the data which should be transmitted and handled through the
IoT.

Figure 1: Flowchart of the proposed strategies

PROPOSED MECHANISM
The proposed mechanism comprises three strategies: data
fitting, data compression, and data prioritization. The
minimization processes contain two concepts. The former is to
minimize the size of data which will be transmitted through
the IoT system without packets’ neglecting (data fitting and
compression). The latter is to decrease the size of data by
neglecting part of it (prioritization). In the following
subsections, applying of these three strategies on the IoT data
will be discussed, see Fig. 1.

Data fitting
The first method in our Data Reduction Model (DRM) is data
fitting. The IoT environment contains different networks such
as WSN, RFID, Mobile and others. WSN is considered as the
core of IoT [18]. So, it can be taken as an example to clarify
how the data fitting mechanism can be applied on the IoT
system. It is well known that data is gathered from many
sensors in the WSNs. The sensors are organized in pairs. The
data that is gathered by each sensor is also organized in a pair
(x, y). Then, the data fitting mechanism can be applied on the
output data pairs. The data fitting mechanism has many
methods. In this paper, the least squares method is selected to
decrease the data size. There are two types of the least
squares method, linear and nonlinear [52, 53]. In the linear
method, the data gathered by sensors should have a regular
interval and this is considered as a special case of IoT. As in
most of the cases the sensors gather different and random
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data, the nonlinear least square method should be applied in
the IoT system. Dealing with random data fitting may
consume processing time and increase the complexity of the
proposed mechanism based on the size of data that is
transmitted through IoT systems. So, for simplicity, the linear
least squares method will be applied.
To apply the linear least squares, data should be given as
follow:
, where i
= 1 to n and n is the number of values which is gathered by
sensors (sensors pairs). Equation 1 determines the relation
between ‘a’ and n-vector b.

a ≈ f (b)

(1)

Where ‘b’ is an independent variable, ‘a’ is a response
variable, and ‘f’: Rn →R determines the relationship between
‘a’ and ‘b’. Every so often, ‘b’ is a feature vector, and ‘a’ is
predictable data. So, ‘fapp’ is required. ‘fapp’ is the
approximation of the function ‘f’. ‘fapp’ is based on the
observed data which is gathered by sensors in the WSN.
Equation 2 determines the relation between ‘fapp’ and ‘f’.

(2)

fapp =

Where m is the number of sensors in the IoT system,
are functions for
, respectively,
and
are the parameters which will be chosen
based on the relation between the gathered data and the output
data. Equation 3 determines the approximation ‘a app‘.

aapp = fapp (bi)

The prediction error is determined by equation 5. Hence,
should be chosen to minimize the prediction error.
=

-

(5)

Compression
The second method in the proposed DRM is compression.
Compression of data is used to minimize the size of files
which will be transmitted from one thing to another in the IoT
system. There are many types of compression techniques.
Selection process of a special compression type should be
based on the implementation of all of these types. Till now,
there are no results for applying different compression types
on the IoT environment. Hence, one compression type is
selected as a trial and the results are shown in section 6.
Distributed Source Coding (DSC) [54] exploits the correlation
which may be appeared in the IoT system without the need for
communication between things.
As the IoT system comprises passive and active things, hence
applying the DSC by all of the IoT objects is extremely
difficult (if not impossible). So, DSC will be implemented by
a limited number of objects in addition to the sink points
which will gather information from the sensors, mobiles, etc.
As mentioned before, WSN is considered as a core of IoT
system. Hence, the information which will be transmitted by
sensors represents most of the IoT system load. Compression
of correlated sources will be achieved using DSC. The
compression using DSC occurs in distributed manner. For
example, suppose that there are many sensors in the IoT.
These sensors are distributed over a specific area. The mission
is to compress the data for each sensor, collect the compressed
data, and achieve the decompression at sink point, see Fig. 2.

(3)

The main target is determined in equation 4.
(4)
≈
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Figure 2: General view of the compression process

The things in the IoT system can be organized in groups
(clusters). So, DSC can be applied at each cluster. Each
cluster has many nodes and one (or more) header node. The
header node is used to gather the information that is
transmitted by other nodes in the cluster. This information

may be gathered by sensors, transmitted by RFID, or
exchanged using mobile networks. The header nodes in the
IoT system will implement the DSC technique to compress
information, see Fig. 3. So, selection process of header node
in each cluster, which found at [54], should consider the
implementation of DSC technique. There are two categories
of DSC, lossy and lossless.

Figure 3: DSC Point for each network in the IoT environment
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In the proposed DRM, lossy DSC is implemented as it deals
with different source rates such as in the IoT system. In
addition, lossless DSC will produce additional overhead.
Therefore, in the proposed DRM, DSC with Raptor code is
used to compress the IoT transmitted packets. Raptor is
considered as a new version of fountain codes. Raptor code is
based on Luby Transform (LT). Infinite number of encoded
symbols can be generated using LT code with parameters (k,
C, Ω(x)) under degree distribution (Ω(x)), where k is the
number of bits of code-word C. Tanner graph [8] is used to
create an encoded symbol (XORed symbols) using random
selected degree d that is extracted by Ω(x). In this case, the
source nodes are called variable nodes and the encoded nodes
are called check nodes. Hence, the communication between
variable nodes and check nodes should be achieved to extract
the encoded symbols. At least cklog(k) connections should be
found to ensure that the decoding process will be
accomplished successfully. Raptor code is a mixture between
LT and Low-Density Parity Check (LDPC). It ensures that the
complexity of encoding and decoding processes linearly
varies with the variable k. hence, LT will be used to compress
a constant ratio symbols while LDPC is used to compress
other symbols. Raptor code rateless specs are assured by
continuously sampling using the degree distribution, Ω(x).
One from DSC using raptor code is matching of any desire
rate even in case of runtime dynamic change. In addition, it
has a low complexity which makes it suitable to be applied in
the IoT environments due to the limited resource of IoT
objects. The decoding process should guarantee a correction
of errors which may be resulted due to encoding process.
These errors may be correlated. Encoding and decoding
process are found at [54].

Prioritization
After the data is abstracted using linear least squares
technique and compressed using DSC (Raptor code), the QoS
of IoT system should be determined. In case of a healthy IoT
system, the data can be transmitted without problems. But, in
case of an unhealthy IoT system, the data should be more
reduced. To achieve this mission, the proposed DRM should
comprise technique other than data abstraction and
compression. The proposed model should prioritize the IoT
data before its processing. In this model, queuing system is
used to organize the data into multi-levels such that the most
important data will be transmitted first. The proposed DRM
uses are four prioritization levels to categorize the data into
four classes; class1, class2, class 3, and class 4. The data
prioritization may be implemented at the object or at the sink
node. For example, each sensor may send a part from its
observed data after its system is adapted to accomplish this
function. On the other hand, if the system between each
sensor and its sink node has a good QoS, the sensor can send
its data without prioritization and the sink node may apply the
prioritization idea, see Fig. 4. Each class will be represented

by a queue. The IoT data are classified depends on its
importance, which is determined by the user. Each block of
categorized data is pushed in one queue. For integration
purpose, the IoT active things should be equipped with
memory system support the queuing theory.
The queuing model uses linear data model which is defined in
equation 6.

(6)
Where
is the birth rate,
is the death rate, and
represents the transition probability from state l to state m. As
each class is represented by one queue, there are four queues
in the prioritization model, Q1, Q2, Q3, and Q4. At any time
after the QoS for targeted part of IoT system is tested, any
packet can be en-queued into one of these four queues using
data classifier as shown in Fig. 5. There are eight steps to
accomplish this target.
Step 1

The incoming packets are classified by classifier
according to specific criteria that is defined by
server and may be changed within interval time.
The classifier selection has four initial
probabilities, , , , and where
=
1.

Step 2

If the transmission process of a specific packet
cannot be completed due to low QoS such as
bandwidth, congestion, or memory, the next
packet in the same queue should be serviced by
providing the QoS.

Step 3

The suspended packet should be transformed to
the next queue which has a lower priority.

Step 4

Within time interval, the Q3 is empty and the
processing of packets is running in Q1 provided
that the required QoS is found.

Step 5

The handling of packets in Q1 proceeds until it
became empty. Then, the handling process
transfers to service the packets in Q2.

Step 6

If one packet in the Q2 has incomplete service it
should be transmitted to Q3.

Step 7

If one packet in the Q3 has incomplete service it
should be transmitted to Q4.

Step 8

In case of new packet come to Q1 and the
service process in Q4, the controller is
immediately jumped to Q1 to start servicing of
packet in Q1. After that, the controller returns
the service to Q4.
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Figure 4: Apply the prioritization process

Figure 5: En-queued process after data classification.

Transitions of state
The proposed queuing system can be more described by
clarification of Markov chain model [55]. The queuing
system contains four queues; Q1, Q2, Q3, and Q4 which could
be defined as state 1, state 2, state 3, and state 4 respectively.

The time used by the proposed queuing system to service one
packet equals to τ (where τ = 1, 2, 3, 4 …). There are two
transitions states, service or waiting. Fig. 6 shows transitions
among different states.
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SIMULATION AND EVALUATION
Simulation environment
State 1

State 2

State 4

State 3

Figure 6: Four states transition diagram

Markov chain is defined as {

} where the

selected queue can be determined by
at
time interval.
The state space of Y is {Q1, Q2, Q3, Q4}. The probabilities of
queues initial selection are determined by equations 7 to 10
where
Pr1 = P [

= Q1]

(7)

Pr2 = P [

= Q2]

(8)

Pr3 = P [

= Q3]

(9)

Pr4 = P [

= Q4]

(10)

The probabilities of transaction for the proposed queuing
system over four states are determined by
.
Furthermore,
, which represents the state transition
matrix, can be expressed using table 1.
Table 1: State transition matrix
Q1

Q2

Q3

Q4

Q1
Q2
Q3
Q4

The row dependent model
handle all of transitions.

is applied to

To test the proposed DRM, a simulation environment is
constructed. The network simulation package, NS2, is used to
build the simulation environment [56]. The simulation of IoT
comprises different networks such as WSN, RFID, and
Mobile Ad-Hoc networks. These networks are communicated
using the Internet. These networks are selected because they
have heterogeneous nodes which represent one of the main
spec of IoT environment. Furthermore, passive things are
represented in RFID networks. Moreover, huge number of
nodes should be found in the proposed simulation
environment to simulate the rapid extensibility of IoT
systems. In addition, using the Internet as a communication
tool between the simulated networks shows the core concept
of IoT. The simulation program moves from the simple state
to the complex state passing through the middle state. Simply,
the parameters, which determine the IoT state, are network
size, protocols, things, overlapped areas, number of users, etc.
the autonomies spec of IoT is simulated using stored file. This
file comprises a group of commands which is run
automatically depending on predetermined events without
human intervention. There is a mapping between the events
and commands.
For the simulation of WSN, it comprises number of sensors
which increases over a time. These sensors are randomly
distributed in an area that has a dynamic shape change. There
are more than one sink nodes which are located at the area
center. Horizontal and vertical coordinates are used to
determine the locations of network sensors. The two main
factors, which represent the most important factors in the
simulation of WSN, are energy and distance between sensors.
As regards the RFID network simulation, it contains many
components such as tags, applications, sites, and readers.
These components determine the scalability of RFID network.
The nodes of RFID can be found at different geographical
areas. In addition, it represents the passive things in the IoT
such that each node may communicate with other nodes using
stored information that are propagated in the space and can be
used by especial nodes using TCP/IP over wireless access
points. The management of RFID network is distributed
among many network controllers. In addition, the frequency
that is used in this simulation equals a range between 860960MHz. Huge collected data and dynamic positions of RFID
nodes are considered the most important factors in the
simulation of RFID [58]. Regarding the simulation of mobile
ad hoc networks, the area of this network is square. The
mobile ad hoc network nodes are classified into two
categories, client and servers. The source of data (anycast
requests) is considered as a client. Also, the client acts as an
intermediate node that may be used to transmit the collected
data. The node that replies to the client’s request is considered
as a server. The requests and replies are determined randomly.
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Figure 7: The general view of simulation model
.
In the mobile ad hoc networks simulation, the nodes initial
positions are determined using uniform probability
distribution. Furthermore, many multicast requests can be
received by any server and replies may be initiated depending
on the decision of acceptance or rejection of client request.
Mobile node speed in mobile ad hoc network and their
movements is determined using the random direction mobility
model that has been applied in [58]. Distance between nodes
is considered as a most important factor for mobile ad hoc
network simulation model [58].The Internet is simulated as a
collection of nodes, each with its own parameters, protocols,
and statistics, see Fig 7. The routing mechanism which is used
in this simulation is found at [59]. The description of IoT
system before implementation of the proposed data reduction
is found at [59]. The simulation experiment is run 20 times
and the average of results is taken. The simulation time is 100
minutes.

Results and discussion
The performance metrics used to measure the efficiency of the
proposed DRM are data reduction rate, energy consumption,

end-to-end delay, and throughput. In this section, each
performance metric results are shown and discussed.
Data reduction performance metric represents the most
important metric. This is because it measures the effect of
applying the proposed DRM on the IoT environment directly.
This performance metric is evaluated by determining the
number of packets which are transmitted through the IoT
environment in the traditional mode; i.e. when the IoT don’t
apply the proposed DRM, and in the data reduction mode; i.e.
when the data reduction is applied. Fig. 8 and table 2 show the
results of the DRM effect. The X axis represents the number
of transmitted packets. The Y axis represents the simulation
time points in minutes. It is clear that the number of
transmitted packets is decreased in case of data reduction
mode when it is compared to that in the IoT tradition mode.
This is due to the strategies which are implemented during the
IoT simulated session. These strategies are least mean
squares, compression and prioritization. Each strategy has a
relation with the IoT status such as normal, congestion or
starvation. Also, the packets are sent in IoT traditional mode
but it is not guaranteed that these packets are reached
corrupted to their destination. The corruption may be occurred
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due to congestion or network starvation. The hesitations in the
two plots appear because the number of nodes in each packet,
the time of sending, the size of network, and the destinations
are determined randomly and changed periodically. For all of
the simulation time points, the number of transmitted packets
is decreased because the simulation supposed that the IoT has
huge number of transmitted packets which may cause
congestion and the DRM strategies are implemented.
The energy consumption performance metric is also
considered as an important metric because when the number
of transmitted packets increases the energy that is consumed
for each node will be also increased. In addition, energy
consumption is related to the life span of the IoT system. If
the energy consumption rate is low, the life span of the nodes
will be increased which affect the entire IoT system life span.
Measurement of energy consumption could confirm the effect
of applying the DRM on the IoT by clarifying the status of
each node’s energy and/or the average of energy consumption
for different networks in the IoT environment. Fig. 9 and table
3 show the energy consumption rate in Jules. The X axis
represents the average of energy consumptions. The Y axis
represents the simulation time in minutes. It is notable that
over the simulation time, the rate of energy consumption
increases because the number of transmitted packets
increases. The energy consumption rate is reduced when
applying the proposed DRM. Also, in case of traditional IoT
system, the increase of energy consumption rate over the
simulation time has high rates. But, in case of applying the
proposed DRM, the increase in the energy consumption rate is
smooth over the simulation time.

the throughput results. The X axis represents the number of
packets that are transmitted correctly. The Y axis represents
the simulation time in minutes. It is notably that the
throughput for the proposed RDM is more than that for the
traditional mode. This indicates to the high efficiency of the
IoT system that is gained by decreasing the overload that may
be caused by the transmitted packets. The number of
transmitted packets is decreased in case of the traditional
mode because the lost packets increase due to the IoT
starvation that causes a decrease in the QoS.

The end-to-end delay performance metric clarifies the status
of the entire IoT system. The end-to-end delay determines if
the sent packets are received to the destination without delay
(or within accepted delay), i.e. the IoT environment is healthy
and the QoS required for packet transmission is sufficient.
Queuing delay, processing delay, transmission delay, and
propagation delay are considered in the calculation process of
the end-to-end delay. Fig. 10 and table 4 show the results of
end-to-end delay. The x axis represents the average of end-toend delay in the IoT system. The Y axis represents the
simulation time in minutes. It is clear that the end-to-end
delay for the proposed DRM is less than the end-to-end delay
for the traditional mode. This is due to the decrease in the
number of transmitted packets through the IoT simulated
environment. Decreasing the transmitted packets makes the
IoT devices servicing each packet without delay. In addition,
Fig. 10 shows the decrease of the end-to-end delay over the
simulation time. The hesitations in the two plots reflect the
random status of IoT environment components and parameters
which may be changed over the time.
The throughput performance metric determines the number of
packets which are transmitted and reached to their
destinations without problems. So, the throughput reflects the
general efficiency of the IoT system. Fig. 11 and table 5 show
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Furthermore, the end-to-end delay is decreased with 29.117%
↓, and the throughput is increased with 21.714% ↑.
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