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Abstract 

A biometric-based user authentication scheme for wireless 

sensor networks is designed to restrict access to the sensor 

data only to users who are in possession of both a smart card 

and the corresponding biometrics. While a significant number 

of biometric-based user authentication schemes have been 

suggested in recent years, their intended security properties 

lack formal definitions and proofs in a widely-accepted 

model. The new technology of biometrics is becoming a 

popular method for engineers to design a more secure user 

authentication scheme. In 2014, Yoon and Yoo proposed an 

biometric-based authenticated key agreement scheme using 

ECC. Unfortunately, their scheme is still insecure and 

vulnerable to several security flaws. We show this by 

mounting the impersonation attack, biometrics error, no 

revocation phase. 
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INTRODUCTION 

As various sensors emerge and related technologies advance, 

there has been a dramatic increase in the interest in wireless 

sensor networks (WSNs). Today, billions of physical, 

chemical and biological sensors are being deployed into 

various types of WSNs for numerous applications, including 

military surveillance, wildlife monitoring, vehicular tracking 

and healthcare diagnostics [1]. A major benefit of WSN 

systems is that they provide unprecedented abilities to explore 

and understand large-scale, real-world data and phenomena at 

a fine-grained level of temporal and spatial resolution. 

However, providing an application service in a WSN 

environment introduces significant security challenges to be 

addressed among the involved parties: users, sensors and 

gateways. One important challenge is to achieve authenticated 

key exchange between users and sensors (via the assistance of 

a gateway), thereby preventing illegal access to the sensor 

data and their transmissions. Authenticated key exchange in 

WSNs is more challenging to achieve than in traditional 

networks due to the sensor network characteristics, such as 

resource constraints, unreliable communication channel and 

unattended operation. User authentication schemes for WSNs 

are designed to address these security challenges [2,3,4], and 

are a subject of active research in network security and 

cryptography.  

 

Generally speaking, the design of cryptographic schemes 

(including user authentication schemes for WSNs) is error-

prone, and their security analysis is time-consuming. The 

difficulty of getting a high level of assurance in the security of 

cryptographic schemes is well illustrated with examples of 

flaws discovered in many such schemes years after they were 

published; see, e.g., [5–22]. One of the important issues in 

security of wireless sensor network is main security goal of 

authenticating between a remote individual and the sensor 

nodes, between the sensor node and the gateway node, and 

between the remote individual and the gateway node.  

 

The new technology of biometrics is becoming a popular 

method for engineers to design a more secure user 

authentication scheme. In 2014, Yoon and Yoo proposed an 

biometric-based authenticated key agreement scheme using 

ECC [23]. In terms of physiological and behavioral human 

characteristics, biometrics is used as a form of identity access 

management and access control, and it services to identity 

individuals in groups that are under surveillance. In their 

article, they claim that the user can be authenticated using a 

biometric information and establishers the session key to be 

shared with between the server and the user. In addition to 

making this claim, Yoon and Yoo claim to exhibit various 

merits with its scheme: (1) their biometric-based 

authentication is more reliable than conventional 

authentication based on a password. (2) their scheme provides 

mutual authentication between not only gateway and sensor 

node but also between gateway and user. (3) their scheme is 

adapted to be efficient and lightweight in terms of 

computational cost and communication cost to decrease the 

energy consumption of sensor nodes which have limited 

energy and resources: in order to exploit the key block size, 

speed, security jointly, their scheme is based on one way hash 

function and elliptic curve cryptography. (4) their scheme can 

reduce the total execution time and memory requirement in 

comparison with previous related scheme. (5) their scheme is 

not only secure against well-known crypto graphical attacks 

but also provides perfect forward secrecy. (6)  their scheme 

does not require the user’s password and uses only the user’ 

𝐼𝐷𝑖  and biometrics 𝐵𝑖  with hash function. However, Yoon and 

Yoo’s scheme has some security problems such as mutual 

authentication, biometric recognition, and revocation phase. 

We show this by monitoring impersonation attacks, biometric 

recognition error, and no revocation phase.  

 

The remainder for this paper is organized as follows. Section 

2 reviews Yoon and Yoo’s authentication phase. Section 3 

presents weakness on Yoon and Yoo’s scheme offers. Finally, 

we conclude this work in Section 4. 

 

REVIEW OF YOON AND YOO’S AUTHENTICATION 

SCHEME 
This section presents Yoon and Yoo’s biometric 

authentication scheme using ECC for wireless sensor 
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networks [23]. The protocol participants include a gateway 

node, a remote user, and a server. For simplicity, we denote 

the gateway node by  GW  the remote user by , and the 

sensor node by SR. Their protocol consists of four phases: 

system initiated phase, registration phase, login phase, and 

authentication phase. The system initiated phase is carried out 

whenever the gateway node generates parameters of the 

system. The registration phase is performed only once per 

user when a new user registers itself with the gateway node. 

The authentication phase is carried out whenever a user wants 

to gain access to sensor nodes. The system parameters listed 

in Table 1. are assumed to have been established in advance 

before the scheme is used in practice.  

 

<Table 1.> Notation 

𝑈 𝑖 User 

𝐼𝐷𝑖 identity of an entity  𝑈𝑖 

𝐼𝐷𝑆𝑅 Identity of a sensor node that will respond to the query of 𝑈𝑖 

𝐵𝑖 the biometric template of  𝑈𝑖 

GW the gateway node of WSN 

SR the sensor node of WSN 

S the secret parameter maintained by GW node only 

X 
the secret key of GW node and stored in some designated 

sensor nodes before the nodes in the field are deployed 

 

a secure one-way hash function whose output length is 160 

bits based on SHA-1 

|| concatenation operation 

d(•) a symmetric parameter function 

𝜏 a predetermined threshold for biometric verification 

E an elliptic curve over a finite field 𝐹𝑝 

E(𝐹𝑝 ) the set of all the point on E 

P 
a base point P ∈ E(𝐹𝑝 ), such that the subgroup generated by 

P has a large order n 

⊕ the bitwise exclusive-or XOR operation 

RM respond to the query of 𝑈𝑖 

 

System Initiation Phase : 

 In this phase, the gateway node GW generates parameter of 

the system.  

S1. The gateway node GW chooses an elliptic curve E over a 

finite field FP.  

S2. GW  chooses a base point  P   ∈  E(Fp ) , such that the 

subgroup generated by P has a large order n 

S3. The gateway node GW  chooses a secure one-way hash 

function h(∙), where h: {0,1}∗ → Z∗
P. 

S4. The gateway node selects its secret key S. 
S5.  GW  keeps S  in private and publishes the parameter 

(FP, E, n, P, h(∙)). 

 
Figure 1. Yoon and Yoo’s registration phase 

 

Registration Phase : 

A user Ui  registers itself with the gateway GW. Yoon and 

Yoo’s registration phase is depicted in Fig. 1 and its 

description is as follows: 

R1. Ui  inputs its biometrics Bi  on the specific device, 

computes Ei = h(IDi  ,Bi), and submits it with the identity IDi 

to GW via a secure channel. 

R2. Upon receiving < IDi , Ei > from Ui , the gateway GW 

computes  

Ri = h(IDi||S) ⊕ Ei, 

Wi = h(IDi||X) ⊕ Ei, and 

Ei = h(IDi, Bi). 

 

R3. The gateway GW issues Ui a smart card loaded with {IDi, 

Ei, Ri, Wi, h(⋅), d(⋅), τ}. (We assume that τ is a predetermined 

threshold [23].) Then, GW sends the user’s smart card to the 

user Ui through a secure channel. 

 

Login Phase : 

Ui  needs to perform this phase with the gateway GW 
whenever it wishes to access data from the WSN. It should 

perform the following steps. 

L1. The user  Ui inserts its smart card into a card reader and 

inputs its biometrics Bi  on the specific device to verify its 

biometrics. 
L2. Given  IDi , and Bi , the smart card computes E∗

i  = 
h(IDi  ,Bi). After having received Ei and E∗

i, the smart card 

verifies that d(Ei , E∗
i ) <  τ . If the verifications fail, it 

generates reject message. Otherwise Ui  passes the biometric 

verification. 

L3. The smart card retrieves the current timestamp T1, selects 

a random α ∈ F⋆
P and computes:  

Di=Ri ⊕ Ei, 

Fi=Wi ⊕ Ei, 

A =  αP, 

Mi = h(IDi||Fi||A||T1,). 

After the computations, the smart card sends <IDi , A,  Mi , 

T1> to the gateway GW. 

 

Key Agreement Phase : 

The user Ui needs to perform this phase with the gateway GW 

and the sensor node SR whenever it wishes to gain access to 

the sensor network and data. The steps of the phase are 

depicted in Fig. 2 and are described as follows: 

A1. Upon receiving <IDi, A,  Mi, T1>, the gateway GW first 
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checks the freshness of T1. If T1 is not fresh, GW aborts the 

scheme. Otherwise, the gateway GW retrieves the current 

time T2, computes D∗
i, F

∗
i, and M∗

i as follows. 

D∗
i=h(IIDi, ||S), 

F∗
i,=h(IIDi, ||X), 

M∗
i= h(IDi||F

∗
i||A||T1). 

Then, GW checks if Mi=M∗
i . the gateway GW aborts the 

scheme if the check fail. Otherwise, GW computes 

𝑌𝑖=h(𝐼𝐷𝑖||𝐼𝐷𝑆𝑅||A′||𝐹∗
𝑖||𝑇2)  and sends <IDi, A, Yi, T2> to the 

sensor node SR . 

A2. After having received <IDi, A, Yi, T2>, SR computes F′∗
i 

and Y′∗
i as follows. 

F′∗
i,=h(IDi||X), 

Y′∗
i=h(𝐼𝐷𝑖||𝐼𝐷𝑆𝑅||A′||𝐹′∗

𝑖||𝑇2)  . 

 

SR verifies that : (1) T2  is fresh;, (2) Y′∗
i = Yi. If any of the 

verification fails, SR aborts the scheme. Otherwise, SR selects 

a random β ∈ F⋆
P , the time stamp T3  and computes B = βP 

and the session key SK = βA = αβP. Then the sensor node SR 

sets the respond to the query of Ui  RM  and computes  Vi =
h(IDi||𝐹𝑖||𝑅𝑀||𝑆𝐾||T3). Finally, SR sends the message < RM, 

B, Vi, T3> to the user Ui. 
 

A3. Upon receiving the message < RM, B, Vi, T3>, the user Ui 

first checks the freshness of T3. If T3is not fresh, Ui aborts the 

scheme. Otherwise, the user Ui  computes the session key 

SK = αB = αβP and 𝑉∗
𝑖 = h(IDi||𝐹𝑖||𝑅𝑀||𝑆𝐾||T3). Then, Ui 

verifies that V∗
i=Vi. Ui aborts the scheme if the check fails. 

Otherwise, the user Ui accepts the sensor node’s responding 

message RM. 

 

 
Figure 2. Yoon and Yoo’s login and key agreement phase 
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WEAKNESSES IN YOON AND YOO’S BIOMETRIC-

BASED AUTHENTICATED KEY AGREEMENT 

SCHEME 

In this section, we point out weaknesses in Yoon and Yoo’s 

scheme, starting with the most obvious one. 

 

Vulnerability to mutual authentication :  

Yoon and Yoo’s scheme does not provide mutual 

authentication. First, we subscribe user impersonation attack 

where an attacker 𝑈𝑎can easily compute forged login request 

message. Before describing the attack we assume that the 

secret values stored in a smart card could be extracted by 

monitoring its power consumption [25, 26]. 

 

Impersonating 𝑼𝒊 to  𝐆𝐖 𝐚𝐧𝐝 𝐒𝐑 . We now proceed to 

present the user impersonation attack.  

1. The attacker 𝑈𝑎 who has obtained 𝐼𝐷𝑖 𝐸𝑖, 𝑅𝑖 and 𝑊𝑖stored 

in its smart card, and computes  

𝐷𝑎 = 𝑅𝑖⨁𝐸𝑖 = ℎ(𝐼𝐷𝑖||𝑆), 

𝐹𝑎 = 𝑊𝑖⨁𝐸𝑖 = ℎ(𝐼𝐷𝑖||𝑋). 

2. When 𝑈𝑖  initiates the login phase with login request 

message <IDi, A,  Mi, T1> , the attacker 𝑈𝑎  posing as 𝑈𝑖 

intercepts this login request and sends to GW  a forged 

login request message as follows :  

(1) Ua  retrieves the current timestamp T′1 , selects a 

random α′ ∈  F⋆
P  and computes A′ =  α′P  and 𝑀a  = 

h(𝐼𝐷𝑖||𝐹a||𝐴′||𝑇′1). 

(2) Then Ua posing as some registered user 𝑈𝑖 sends the 

forged login request message <IDi, A′,  Ma, T′1> as a 

login request message to the gateway GW. 

3. Since, from GW ’s point view, IDi , A′,  Ma , T′1  of an 

honest execution, GW  believes that the message IDi , 

A′,  Ma , T′1  is from the legitimate user 𝑈𝑖 . Hence, GW 

operates as specified in scheme using the received 
message from Ua. 
(1) GW chooses a current timestamp 𝑇2 and proceeds to 

verify the authenticity of the login request. That is, 

GW computes 𝐷∗
𝑖 , 𝐹

∗
𝑖, and 𝑀∗

𝑖 and checks that 𝑇′1is 

fresh and  𝑀a  equals 𝑀∗
𝑖 . Since it hold, GW  will 

welcome 𝑈𝑎 ’s visit to the system. Then, GW 

computes 𝑌𝑖 = h(𝐼𝐷𝑖||𝐼𝐷𝑆𝑅||A′||𝐹∗
𝑖||𝑇2)  and sends 

<𝐼𝐷𝑖 , A′, 𝑌𝑖 , 𝑇2> to the sensor node SR . 

(2) Since 𝐼𝐷𝑖 , A′, 𝑌𝑖 , and  𝑇2  are all valid, everything 

proceeds as usual. In respond to Ua
′ 𝑠 login request, 

SR computes F′∗
i and Y′∗

i and verifies that 𝑇2 is fresh 

and Y′∗
i  equals 𝑌𝑖 . Since it hold, SR  seselects a 

random β ∈ F⋆
P  , the time stamp T3  and computes 

B = βP and the session key SK = βA = αβP. Then, 

SR computes Vi and sends < RM, B, Vi, T3>. 

(3) Now, an attacker 𝑈𝑎 upon receiving < RM, B, Vi, T3> 

from SR  compute the session key SK = αB = αβP . 

Finally, the gateway GW and the sensor node SRwill 

be unaware of attack and believes 𝑈𝑎  as the 

legitimate user 𝑈𝑖 . The attacker Ua  succeed to gain 

access to the sensor network and data. 

Impersonating 𝐆𝐖 𝐚𝐧𝐝 𝐒𝐑 to 𝑼𝒊 . An attacker 𝑈𝑎can easily 

impersonate the gateway node GW  or the sensor node SR. 
Before the describing the attack, we note that the secret values 

the stored in a smart card could be extracted by monitoring its 

power consumption [25, 26]. As a preliminary step, the 

attacker 𝑈𝑎 extracts the secret values 𝐼𝐷𝑖 𝐸𝑖, 𝑅𝑖 and 𝑊𝑖 stored 

in its smart card, and computes  

𝐷𝑎 = 𝑅𝑖⨁𝐸𝑖 = ℎ(𝐼𝐷𝑖||𝑆), 

𝐹𝑎 = 𝑊𝑖⨁𝐸𝑖 = ℎ(𝐼𝐷𝑖||𝑋). 

1. Impersonating GW to 𝐒𝐑 . When 𝑈𝑖  initiate the login 

phase with login request message <IDi , A,  Mi , T1>, the 

attacker 𝑈𝑎  posing as GW  intercepts this message and 

sends a forges the gateway GW’s response message as 

follows : 𝑈𝑎  who has acquired the login message IDi , 

A,  Mi, T1, and a secret value ℎ(𝐼𝐷𝑖||𝑋), first 

(1) retrieves the current time T2. 

(2) computes 𝑌′𝑖=h(𝐼𝐷𝑖||𝐼𝐷𝑆𝑅||A||ℎ(𝐼𝐷𝑖||𝑋)||𝑇2). 

(3) And then, sends <IDi, A, Yi, T2> to the sensor node 

SR . 

The forged response message <IDi, A, Yi′, T2> will pass 

the verification test by SR  since 𝑌′𝑖  is equal to 

h(𝐼𝐷𝑖||𝐼𝐷𝑆𝑅||A||ℎ(𝐼𝐷𝑖||𝑋)||𝑇2) . Hence, SR  believes 𝑈𝑎 

as the authentic GW. 

2. Impersonating 𝐒𝐑 to 𝑼𝒊 . When the gateway GW 

proceed the authentication phase with authentication 

request message <IDi, A, Yi, T2>, the attacker 𝑈𝑎  posing 

as SR  intercepts IDi, A, Yi , T2  and a secret value 

ℎ(𝐼𝐷𝑖||𝑋)  and sends a forges the sensor node SR ’s 

response message as follows : 

(1) selects a random β′ ∈ F⋆
P , the time stamp T3. 

(2) sets the respond to the query of Ui RM 

(3) computes B′ = β′P, 
Vi′=h(IDi||ℎ(𝐼𝐷𝑖||𝑋)||RM||SK||T3), and the session 

key SK = β′A = αβ′P. 

(4) sends < RM, B′, Vi′, T3 >  in response to 𝑈𝑖 ’s login 

request message. 

The forged response <  RM , B′ , Vi′ , T3 >  will pass the 

verification test by 𝑈𝑖  since Vi′  is equal to 

h(IDi||ℎ(𝐼𝐷𝑖||𝑋)||RM||SK||T3). Hence, 𝑈𝑖  believes 𝑈𝑎 as 

the authentic sensor node. 

 

Vulnerability to biometric recognition:  
Yoon and Yoo’s authentication scheme uses a one-way hash 

function to provide biometric verification. A hash is a 

function that can be used to map data of arbitrary size to data 

of fixed size. The slight differences in input data produce very 

big differences in output data. This output is called hash value. 

Biometrics have general limitations such as false acceptance 

and false rejection. This means that the output of the 

imprinted biometrics is not always constant. Although the user 

𝑈𝑖  inputs its own biometrics to the scanning device, it is 

possible to output a different 𝐵∗
𝑖 ′ . Therefore, the same 

biometrics can produce different output. 

A different 𝐵∗
𝑖 ′ causes very large difference in 𝐸∗

𝑖 and 𝐸∗
𝑖′ 

due to the property of hash function.  The large difference 

between 𝐸∗
𝑖 and 𝐸∗

𝑖′ causes a biometric recognition error, so 

a legitimate user cannot pass the authentic test of login phase. 

As a result, advanced techniques are needed to improve the 

success rate of a legitimate user’s verification [22]. 
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Vulnerability to revocation phase : 

A user Ui who wants to registration with the system submits 

only its identity IDi and biometrics Bi to the gateway GW via 

secure channel. Yoon and Yoo’s authentication scheme does 

not use password. So, password change phase is not necessary. 
If an attacker steals or pick up the user’s smart card, 

revocation problem occurs. If the Ui sends the same IDi and Bi 

to the gateway node GW, GW issues the smart card without 

verifying the used  IDi . It always makes same secret values 

{IDi, Ei, Ri, Wi, h(⋅), d(⋅), τ} stored in smart card. Although 

Ui reissues new smart card , it is no longer new. The user Ui 

cannot discard the lost smart card because the reissued smart 

card and lost smart card are same. For this reason, Ui has to 

change its  IDi to reissue different smart card. 

 
 

CONCLUDING REMARKS 

This work demonstrated that Yoon and Yoo’s authentication 

scheme for wireless sensor networks fails to achieve major 

security properties - mutual authentication, biometrics 

recognition error, recognition phase - in the presence of a 

malicious adversary. We have shown that failure to achieving 

mutual authentication is due to the vulnerability to an 

impersonation attack while failure to achieving biometrics 

recognition is due to the vulnerability to a biometrics 

recognition error. Note that the latter vulnerability implies that 

Yoon and Yoo’s scheme does not achieve revocation phase. 

We hope that similar security flaws as identified in this work 

can be prevented in the future design of anonymous 

authentication schemes. 
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