
International Journal of Applied Engineering Research ISSN 0973-4562 Volume 13, Number 4 (2018) pp. 1900-1907 

© Research India Publications.  http://www.ripublication.com 

1900 

A Robust Watermarking Scheme Based on DWT and DCT Using Image 

Gradient 

 

Salah Mokhnache1 *,Tewfik Bekkouche2, Djamel Chikouche3 

1,3Department of Electronics, Faculty of Technology University of Msila, Algeria. 
2Department of Electronics, Faculty of Technology University of Bordj Bou Arraridj, Algeria. 

1ORCID: 0000-0003-2955-3357 
 

Abstract 

In this paper we propose a combined watermarking scheme of 

images based on discrete Transforms. The Discrete Wavelet 

Transform 𝐷𝑊𝑇  allows the decomposition of the image after 

multi - resolution analysis in sub bands by means of 

successive sub-samplings of the image to let a refined 

isolation of the low-frequency components in order to form a 

less sensitive insertion space. In the other hand, the Discrete 

Cosine Transform 𝐷𝐶𝑇 is characterized by a separation effect 

of the high frequencies , from the low frequencies and the 

average frequencies, giving thus the possibility of using a 

range of frequencies including coefficients with a high degree 

of energy.  For the selection of the places suitable for insertion 

of the watermark and to ensure a compromise between the 

invisibility and the robustness one uses the softness of the 

image which is evaluated according to the degree of variation 

of the spatial values of the image. In this approach we use the 

gradient of the image as a measuring tool because it presents a 

spatial derivative which gives a topological map of the image. 

This step is important for locating the regions where the 

disturbances are intense and also makes it possible to evaluate 

the average softness of the image.  The proposed approach 

provides good robustness against various attacks 

Keywords: Watermarking, DWT, DCT, Image Gradient. 

 

INTRODUCTION  

The traffic of digital images is increasing rapidly on 

communication networks. Nevertheless, this progress is 

accompanied by the birth of various problems linked to 

security and authentication, which justified the fact that data 

protection has become an intellectual property. To remedy this 

problem of security, protection and authentication of 

multimedia documents [1],[2],[3] currently the most common 

way to address the problem of privacy and copyright is 

watermarking of digital images. Watermarking is a digital 

technology that is used to prove copyrights ownership and 

ensure authenticity for multimedia products .It is realized by 

putting secret information in the image that is insensible for 

the human visual system. It is only effective if it is resistant to 

various treatments of the image compression, adding noise, 

contrast change, and it manages to survive several intentional 

attacks  This secret information embedded within the image 

is called watermark. In recent years, a lot of papers dealing 

with digital watermarking technology appeared in literature, 

some of them are seen in [1],[2],[3],[4],[5] An effective 

watermarking algorithm should satisfy a set of requirements, 

including invisibility, robustness, imperceptibility and 

compatibility of the watermark with the original image. All 

these requirements must be satisfied without affecting the 

quality of the original image [6],[7] 

Watermarking has been used by several methods. These 

methods are due to the diversity of the choice of insertion 

domain used, it can be either a spatial domain or a 

transformed one according to the application to which the 

watermarking is dedicated. In a transformed domain 

watermarking uses as a domain of insertion a space resulting 

from a transformation and it should be noted that it is a 

transform in the frequency domain such as 𝐷𝐶𝑇, 𝐷𝐹𝑇, and a 

transformation in Multi-resolution domain for the 𝐷𝑊𝑇. 

These transforms have the major advantage of being the 

transformation space used by the compression standards (𝐷𝐶𝑇 

used by𝐽𝑃𝐸𝐺, 𝐷𝑊𝑇 by 𝐽𝑃𝐸𝐺2000 and 𝐷𝐹𝑇 by𝑀𝑃𝐸𝐺). 

Discrete transforms have long been used in the digital signal 

and image processing they have significant applications on 

watermarking , there are several transforms that brings an 

image into frequency domain such as Discrete Cosine 

Transformation (𝐷𝐶𝑇) [8],[9] Discrete Wavelet transform 

(𝐷𝑊𝑇)   [10],[11]   Singular Value Decomposition(𝑆𝑉𝐷) [12] 

Discrete/Fast Fourier Transform (𝐷𝐹𝑇/𝐹𝐹𝑇)  [13] ,and 

Hadamard transform  [14],[15].Attempts to use hybrid digital 

watermarking algorithms have an enormous advantage and 

propose watermarking schemes with more robustness against 

attacks and in order to increase the watermark's 

imperceptibility and integration rate, We can cite the work of 

Nasrin M et al [16] Who proposed a hybrid scheme using the 

Integer Wavelet Transform (𝐼𝑊𝑇) and Singular Value 

Decomposition (SVD), as well as the work of S. K. 

Amirgholipour et al[17] Where they propose a combined 

scheme using 𝐷𝐶𝑇 and 𝐷𝑊𝑇. Among these algorithms, we 

mention other works using the combined methods using 

discrete transforms A. Al-Haj [18]  and   C-C. Lai et al [19]  

To increase the robustness, another combinations are used like 

Combining watermarking and encryption algorithm are also 

used [20]. The proposed approach is a combined scheme 

using 𝐷𝐶𝑇 and 𝐷𝑊𝑇 by the exploitation of the image gradient 

[21] because  an image gradient is a directional change in the 

intensity or color  in an image. Image gradients may be used 

to extract information from images.It provides two pieces of 

information. The magnitude of the gradient tells us how 

quickly the image is changing, while the direction of the 
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gradient tells us the direction in which the image is changing 

most rapidly. 

 

METHODOLOGY  

In this paper a robust hybrid watermarking developed based 

on 𝐷𝑊𝑇 and 𝐷𝐶𝑇 using image gradient. 

 

Discrete Cosine Transform 

The 𝐷𝐶𝑇 (Discrete Cosine Transform) is the most used 

transformation in video compression domain and digital 

image processing. It is used in standards compression (JPEG) 

the Joint Photography Expert Group. 𝐷𝐶𝑇 technique 

transform a signal or image from spatial domain  into a 

spectral representation with an inherent ability to exhibit 

excellent energy compaction ,it  is a linear transformation that 

conserves energy whose coefficients are real and can be 

interpreted as  spatial frequencies. It is characterized by a 

separation effect of the high frequencies , from the low 

frequencies and the average frequencies, giving thus the 

possibility of using a range of frequencies including 

coefficients with a high degree of energy. The 𝐷𝐶𝑇 is 

generally performed not on the whole image but on blocks of 

size (8 ∗ 8) pixels. If 𝑥 and 𝑦 denote the spatial dimensions of 

the image, 𝑢 and 𝑣 denote dimensions in the frequency 

domain of the image, 𝑁 is the number of samples 𝐼(𝑥, 𝑦) the 

input image is decomposed into non-overlapping blocks and 

then each block is transformed into corresponding DCT 

coefficients giving the transformed image   𝐹(𝑢, 𝑣) according 

to the following equation: 

𝐹(𝑢, 𝑣) =
2

𝑁
𝑐(𝑢). 𝑐(𝑣)∑∑ 𝐼

𝑁−1

𝑦=0

𝑁−1

𝑥=0

(𝑥, 𝑦) 

𝑐𝑜𝑠 [
𝜋

𝑁
𝑢 (𝑥 +

1

2
)] . 𝑐𝑜𝑠 [
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The inverse transform is given by: 

 

𝐼(𝑥, 𝑦) =
2
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Where 

𝑐(𝑢) = 𝑐(𝑣) =

{
 
 

 
 
√
1

𝑁
     𝑓𝑜𝑟 𝑢, 𝑣 = 0

√
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𝑁
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The DCT has good frequency localization, a compaction of 

the energy which surpasses that obtained with the discrete 

Fourier transform (DFT). And it is easy to implement and it 

has, in particular, the advantage of generating a real 

transformed signal. 

 

Discrete Wavelet Transform 

The Discrete Wavelet Transforms  are generally orthogonal 

and allow the reconstruction of the initial signal by the 

Inverted Wavelet Transform[22] [23]  𝐷𝑊𝑇 decomposes an 

image into four sub bands, namely an LL approximation sub 

band and three detail sub bands 𝐿𝐻,𝐻𝐻, and 𝐻𝐿 

Corresponding respectively to the vertical, diagonal and 

horizontal details. This decomposition is carried out using two 

filters, a high pass filter and a low pass filter .The letter 

𝐻 corresponds to the high-pass filter and the letter 𝐿 to the 

low-pass filter applied separately on the rows and the 

columns. So for images, applying 𝐷𝑊𝑇 corresponds to 

processing the image by two filters. The filters divide the 

input image into four non-overlapping multi-resolution sub 

bands. The sub-band LL represents the coarse-scale 𝐷𝑊𝑇 

coefficients while the sub-bands 𝐿𝐻,𝐻𝐿 and 𝐻𝐻 represent the 

fine-scale of 𝐷𝑊𝑇 coefficients. To obtain the next coarser 

scale of wavelet coefficients, the sub-band 𝐿𝐿 is further 

processed until some final scale 𝑁 is reached. When 𝑁 is 

reached we will have 3𝑁 + 1 sub-bands consisting of the 

multi-resolution sub-bands 𝐿𝐿𝑁 and 𝐿𝐻𝑁, 𝐻𝐿𝑁 and 𝐻𝐻𝑁  [24] 

Figure 1 shows the successive decomposition by the discrete 

wavelet transform of an image up to three resolution levels 

with the corresponding sub bands  

 

Figure 1. Successive Decomposition by 𝐷𝑊𝑇 

 

Due to its excellent spatio-frequency localization properties, 

the discrete wavelet transform is very suitable to locate the 

areas in the host image where a watermark can be embedded 

effectively. Those proprieties allow the watermark to be 

embedded without being perceived by the human eye. The 

compromise adopted by many 𝐷𝑊𝑇-based watermarking 

algorithm, is to embed the watermark in the middle frequency 

sub bands 𝐿𝐻 and 𝐻𝐿 where acceptable performance of 

imperceptibility and robustness could be achieved. 

 

Image Smoothness 

The image smoothness is evaluated according to the degree of 

sudden variations of spatial values of the image, it is reflected 

by the percentage of high frequency participation in   image 

energy. In order to study this disturbance, we must find an 

efficient means of measurement and also we must fix a scale 

of measurement, which allows us to compare the different 

levels of softness. In this paper, we used the  image gradient  

as a measuring tool because the gradient is a spatial derivative 

that gives a topological map of the image, which is important 
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for locating regions where the disturbances are intense and 

also allows to evaluate the average softness of the image. We 

know that an image may be defined as a two-dimensional 

function, 𝒇(𝒙, 𝒚), where 𝑥 and 𝑦 are spatial (plane) 

coordinates, and the amplitude of 𝒇 at any pair of 

coordinates(𝑥, 𝑦) is called the intensity or gray level of the 

image at that point. For  a function 𝒇(𝒙, 𝒚), the gradient of 𝒇 
at coordinates (𝒙, 𝒚) is defined as the two-dimensional 

column vector : 

∇𝑓 = [
𝐺𝑥
𝐺𝑌
] = [

𝜕𝑓

𝜕𝑥
𝜕𝑓

𝜕𝑦

]                                               (3) 

  The magnitude of this vector is given by 

 ∇𝑓 = 𝑚𝑎𝑔(∇𝑓) = [𝐺𝑥
2 + 𝐺𝑦

2]
1/2

= [(
𝜕𝑓

𝜕𝑥
)
2

+ (
𝜕𝑓

𝜕𝑦
)
2

]

1

2
(4) 

                        

The components of the gradient vector itself are linear 

operators, but the magnitude of this vector obviously is not 

because of the squaring and square root operations. The 

computational burden of implementing Eq. (4) over an entire 

image is not trivial, and it is common practice to approximate 

the magnitude of the gradient by using absolute values instead 

of squares and square roots [21]:  

∇𝑓 = |𝐺𝑥| + |𝐺𝑦|                                  (5) 

 

The direction of the gradient vector also is an important 

quantity. Let 𝛼(𝑥, 𝑦) represent the direction angle of 

vector ∇𝑓 at (𝑥, 𝑦).Then ,from vector analysis 

𝛼(𝑥, 𝑦) = 𝑡𝑎𝑛−1 (
𝐺𝑦

𝐺𝑥
)                             (6) 

 

Computation of the gradient of an image is based on obtaining 

the partial derivatives 
𝜕𝑓

𝜕𝑥
 and 

𝜕𝑓

𝜕𝑦
 at every pixel location. The 

high value of the gradient makes it possible to locate the zones 

of the high frequencies which clearly show the perturbed 

regions of the image, unlike the low frequencies they are 

located by the values where the gradient assumes relatively 

low values which show the smooth regions of the image. As 

we have just described that the gradient serves as an effective 

measuring tool for determining the degree of softness of the 

image. The interest of our approach is to fix a scale of 

measurement which allows us to classify the images 

according to their sweetness and of course, to better adapt the 

parameters of our algorithm to the characteristics of the 

image. For this purpose, the average of the gradient of the 

image is calculated in order to determine the degree of 

softness of the image, next the average of the gradient of each 

block is calculated to determine the degree of local softness. 

And depending on the ratio between the two averages, a 

decision can be made on the most appropriate place for 

insertion. 

 

Proposed Algorithm 

In this section we present the algorithm used in our approach 

for insertion and extraction of the watermark. This algorithm 

treats the non-blind watermarking, which requires the 

presence of the original image for the extraction of the 

watermark. 

 

Watermark Embedding Process 

The embedding phase will involve the following steps: 

 Let ‘I’ be the cover image and ‘W’ be the watermark 

image. 

 Apply a two level 𝐷𝑊𝑇 to the cover image (Haar 

wavelet ) 

 Then apply 𝐷𝐶𝑇 to the second level 𝐷𝑊𝑇 of 𝐿𝐻2 

and 𝐻𝐿2 coefficients. 

 Calculation of the local average gradient of each 8x8 

block of part 𝐿𝐻2 and 𝐻𝐿2. 

 Calculation of the total average gradient of the parts 

𝐿𝐻2 and 𝐻𝐿2 

 Thresholding and selection of smooth, moderately 

smooth and high perturbations for 𝐿𝐻2 and 𝐻𝐿2. 

 Division of the watermark into two parts, one part 

will be inlaid in 𝐿𝐻2 and the other part in 𝐻𝐿2. 

 Reconstitution of 𝐿𝐻2 and 𝐻𝐿2 by performing the 

inverse 𝐷𝐶𝑇 (𝑖𝐷𝐶𝑇). 

 Reconstruction of the approximation part (𝐿𝐿1) by 

performing   a two level inverse 𝐷𝑊𝑇 (𝑖𝐷𝑊𝑇). 

 Saving the keys of Inlay places LH2, HL2 and the 

watermarked image. 

 And finally, inverse 𝐷𝑊𝑇 (𝑖𝐷𝑊𝑇) to produce 

watermarked image. 

What shows the efficiency of our approach are the keys of the 

incrustations in parts 𝐿𝐻2 and 𝐻𝐿2 after the thresholding 

following the gradient calculation and the choice of places 

where the image presents disturbances. This requires 

knowledge of the insertion keys to be able to extract the 

watermark. 

 

Watermark Extraction Process 

 Reading keys from 𝐿𝐻2, 𝐻𝐿2. 

 Apply   the two-level DWT to the watermarked 

image   and cover image. 

  Perform   the DCT of the 𝐿𝐻2, 𝐻𝐿2 parts of the 

cover   image and watermarked image. 

 Extraction of the two parts of the watermark 

encrusted in 𝐿𝐻2 and 𝐻𝐿2 of the watermarked image. 

 Finally, apply the inverse 𝐷𝐶𝑇(𝑖𝐷𝐶𝑇) to find the 

inserted watermark  
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EXPERIMENTAL RESULTS  

To evaluate the performance of the proposed scheme a 

number of experiments are performed on the MATLAB 

platform on two images of size 512 × 512, namely Clown,  

and Baboon  images and 32 × 32 logo taken as watermark(as 

shown in Fig. 2). 

proposed watermarking scheme based on DWT and DCT 

using image gradient is verified against various experiments 

in terms of imperceptibility, robustness ,attack by adding 

noise  ,JPEG  Compression ,filtering  and geometric 

transformation.  

 

Imperceptibility Measurement: 

Peak signal-to-noise-ratio (PSNR) has been employed to 

measure the imperceptibility. The PSNR value is utilized to 

find a similarity between a host image and a watermarked 

image. In an effective invisible watermarking algorithm 

watermark should be imperceptible/invisible from HVS 

(human visual system) . High PSNR indicate a lower variation 

between the host image and watermarked image. 

The PSNR can be defined as follows: 

(PSNR)dB = 10log10 {MxN
maxI2(i, j)

∑ [I(i, j)  −  Iwi,j (i, j)]2
} 

Where I(𝑖, 𝑗)represents a pixel, whose coordinates are (𝑖;  𝑗) in 

the original, undistorted image, and Iw(𝑖;  𝑗)   represents a 

pixel, whose coordinates(𝑖;  𝑗), in the watermarked image. 

 

Robustness Measurement: Normalized Cross-Correlation 

(NC) and Bit Rate Error (BER)  

In order to measure the "degree of reliability" of the detected 

watermark, which amounts in fact to a "distance calculation" 

between the inserted and the detected watermark, it was 

decided to measure the normalized cross correlation (NC) and 

bit rate error (BER) values between the original watermark 

and extracted watermark without attack or after applying 

different types of intended attack are compared to establish 

the robustness property.  The BER and NC can be calculated 

as follows: 

NCC =
∑ ∑ W(i, j)  × W′(i, j)n

j−1
m
i−1

√∑ ∑ W(i, j)2n
j−1

m
i−1 √∑ ∑ W′(i, j)2n

j−1
m
i−1

 

BER =
∑ ∑ w(i , j)⨂w′(i , j)n

j=1
m
i=1

(m × n)
 

Where, 

 W(i, j)  represent the pixel intensity value at coordinate (i, j) 

of original watermark, W′(i, j)  represent the pixel intensity 

value at coordinates (i, j) of extracting watermark and ⨂ 

denotes the XOR gate 

Figure 3 shows the watermarked images and  Figure 4 shows 

the extracted watermarks without any attacks. 

              

Figure 2   host images   (a) Image clown  (b) image Baboon 

 

        

Figure 3 Watermarked images (e) and (f) 

 

                                 

Figure 4   Extracted Watermarks (g) and (h) 

 

From these figures, it can be seen that it is difficult to 

differentiate between the original images and their 

watermarked ones .The imperceptibility of the watermarked 

image was excellent with a Peak Signal to Noise ratio of 43 

dB for Clown image and 42 dB for Baboon image , knowing 

that the minimum acceptable value of PSNR for optimized 

imperceptibility is 38 dB so we can confirm that the 

invisibility constraint is verified because the insertion of the 

watermark is performed in the mid-frequency coefficients of 

the DCT of the sub bands (LH and HL). To evaluate the 

performance of our method and to estimate the similarity 

between the inlaid watermark and the extracted watermark, 

we use the Normalized Cross-Correlation (NC)  and 

 In the literature, a Normalized Cross-

Correlation (NC) value which is equal or above 0.75 denotes 

an acceptable extracted watermark and for BER the value   

close to zero means that the watermark has no error in the 

extracted mark.  The results obtained by measuring NC and 

BER between the original watermark image and the extracted 

one are very satisfactory (Table 1) 

 

Table 1. Imperceptibility and robustness measurement 

without attack 

Image  Logo  

 PSNR NCC BER 

Clown 43 1 0,0008 

Baboon 42 1 0,0006 
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Robustness tests against attacks  

Selected attacks such as JPEG attacks, filtering (Median 

filter), adding noise and geometric transformations (Cropping) 

are the most common and have been used with various 

parameters to properly test the robustness of our proposed 

method  

 

Noise addition attack 

The results shown in Figure 5 and Figure 6 indicate that for a 

Gaussian noise of a variance 0.003, the recovery of the 

watermark is average, and for a variance of 0.001 recovery is 

good with very few detection errors. Concerning the addition 

of the Salt & Pepper noise, the recovery of the watermark is 

very good for a density of 0.01, 0.02 and acceptable for a 

density of 0.05. 

 

Gaussian noise attacks  (Variance =0.001) 

                        NC=0.8700 

            NC=0.9036 

Figure 5 Evaluation of the Normalized Cross-Correlation 

values against Gaussian Noise attack (Variance=0.001) 

 

              NC=0.6593 

              NC=0.6974 

Figure 6. Evaluation of the Normalized Cross-Correlation 

values against Gaussian Noise attack (Variance=0.003) 

 

 

 Salt & Pepper noise 

              NC=0.6534 

 

              NC=0.6833 

Figure 7.  Evaluation of the Normalized Cross-Correlation 

values against Salt & Pepper noise attack.(density=0.01) 

 

            NC=0.4012 

 

            NC=0.4013 

Figure 8.  Evaluation of the Normalized Cross-Correlation 

values against Salt & Pepper noise attack.(density=0.03) 

 

JPEG  Compression attacks 

The experiments carried out on the test images have shown 

the performances of this algorithm and to appreciate its 

robustness The Third  attack is JPEG compression, the . 

Figure  9 shows the Normalized cross  correlation standard is 

almost 1 (NC=1). 
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       NC=0.9734 

           NC=0.9713 

Figure 9. Evaluation of the Normalized Cross-Correlation 

values against JPEG attack.(Q =60%) 

 

Filtering (Median filter) attacks 

The watermarked image is filtered by the Median filter. It can 

be deduced that the extracted watermark in the case of the 

Median filter is acceptable. Since the normalized correlation 

(NC) is greater than 50% for Clown and less than 50% for 

Baboon, shows Figure10. 

        NC=0.5681 

 

          NC=0.3124 

Figure 10. Evaluation of the Normalized Cross-Correlation 

values Median filter(3-3) attack. 

 

Geometric Transformation (Cropping) 

The watermark was recovered perfectly following a 1/4 

sampling of the watermarked image in different places as 

shows Figure 11 

 

          NC= 0.3073 

        NC=0.2827 

 

        NC=0.6671 

 

       NC=0.7061   

robustness against cropping  is very reliable  as we can see, 

the mark was recovered perfectly but  less good for the top 

left side block . 

 

       NC=0.6255 

 

       NC=0.6255 
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       NC=0.5738 

 

        NC=0.6049 

Figure 11.  Evaluation of the Normalized Cross-Correlation 

values against Croping. 

 

Compared to previous work, the proposed approach yields 

satisfactory results that many algorithms, either for  

imperceptibility or, robustness the  table 2 shows a 

comparison  of our approach with Patel one (D. Patel et al, 

2011) where We highlight the effectiveness of our approach  

 

Table 2. Comparison of  Normalized Cross- Correlation NC 

and extracted    watermark  with the results published in 

reference (D. Patel et al, 2011) after different attacks 

Our Method JPEG 

60% 

Gaussian noise Salt & Pepper 

noise 

N C 0.97 0.87 0.65 

 

   

D. Patel 

Method 

JPEG 

60% 

Gaussian Noise Salt & Pepper 

noise 

N C 0.96 0.54 0.77 

 

   

 

Also, we have  compared  the proposed  method scheme  with   

the   reference (E.Li et al 2006) . The results are shown  in 

Table 3. We can see that as to the  proposed method 

performed good imperceptibility and   more robustness   

against various attacks. 

 

 

Table 3. Comparison  of our  method and  the method 

proposed in reference (E.Li et al 2006) . 

Different  

 Attacks 

Normalized   Correlation (N C) 

(E.Li et  al  2006 ) 

PSNR=40.6dB             

Our Method 

PSNR=43dB 

Cropping 1/4 0.61 0.66 

Median filter 0.35 0.56 

JPEG 0.78 0.97 

Gaussian Noise / 0.87 

 

CONCLUSION 

The results of   proposed approach by the combination of two 

transforms .The discrete wavelet transform DWT and the 

discrete cosine transform DCT by using   image gradient   as a 

measuring tool which gives a topological map of the image 

was very efficient for locating the regions where the 

disturbances are intense which allowed a good inlay and 

ensures a robustness for our watermarking. The results were 

exhibited in a way which allows a direct judgment, either 

subjective or objective, and to evaluate the quality of the 

watermarked image and extracted watermark   by the 

evaluation metrics, the PSNR for the inlay and NC normalized 

correlation for the extraction   watermark. One can conclude 

either  for imperceptibility or the robustness.  This system 

using a hybrid algorithm has a greater robustness against 

various attacks. 
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