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weaknesses of the 802.11 MAC protocol by measuring the
performance of affected nodes under flooding attacks, a type
of resource consumption attack has been studied [21]. The
study showed that the performances of all the affected nodes
that were one hop away from the attackers degraded to almost
zero. The damage was less severe if the attackers were two or
more hops away. Other scenarios such as collisions between
attackers with different attack rates were also considered.
Most important type of attack has been studied in a few
research papers [15-18].

Abstract
Ad-hoc network is an infrastructure less network. It makes
network structure dynamically on demand and creates a major
security problem of data transferring between the sender and
the receiver over the network. This security issue can be
analyzed using the different type of attacks on MANET. In
this paper, we shown a simulation-based study on the impacts
of different kinds of attacks of mobile ad hoc network. Here
we consider rushing attack and black hole attack to analyze its
performance over the various network scenario; especially,
consider performance parameter such as packet delivery ratio,
throughput, end-to-end delay, etc. We investigated the impact
of these three important parameters under three states of
network such as normal state, black-hole attack state and
rushing attacked state. This analysis clearly showed which
attacking state affected which parameter of network most.

DIFFERENT KIND OF ATTACKS ON MANET
A. Black Hole attack
In this attack, an affected node acts like a Blackhole, destroy
all data packets passing through it as like matter and energy
disappears from our universe in a black hole. If the attacking
node is a connecting node of two connecting components of
that network, then it effectively separates the network into two
disconnected components. Once the node is set up, at the
moment, it is up to the node whether to drop all the packet or
familiar it to the nameless address [15].

Keywords: MANET, Security, Black-hole attack, Rushing
attack, Performance, Network.

INTRODUCTION
Mobile Ad-hoc network is autonomous and decentralizes
wireless networks. MANET consists of nodes that can move
within the network and out of the networks. These nodes can
be a mobile phone, smartphone, tablet, laptop, MP3 player,
etc. [3].
Security and reliability of the MANET network is an
important factor because it configures its structure
dynamically. Beside network congestion in the wireless link
also makes the MANET more vulnerable to attacks, which
make it easy for the attacker to go inside the network and get
access to the ongoing communication [1][23]. MANET must
have a secure way of transmission and interaction with each
other under some security attack, such as Blackhole attack,
Rushing attack, Denial of service (DoS), selfish node
misbehaving, Sybil attack, and routing table overflow attack,
etc[2]. In this paper, we expolre the effect of different type of
attacks using network simulator (NS2) since it is one of the
most popular simulators for simulating different network
according to [22].

Fig1: Black Hole Attack

B.

Cooperative Black-Hole Attack

In this type of attack, more than one malicious node with the
properties of black hole node tries to shatter the network
simultaneously. This kind is avoided only by finding an
alternative route on the network [17].

C. Rushing attack
When source nodes flood the network with route discovery
packets to find routes to the destinations, each intermediate
node processes only the first no duplicate packet and discards
any duplicate packets that arrive at a later time. A rushing
attacker exploits this duplicate suppression mechanism by

RELATED WORKS
Attacks against unicast communications in MANETs have
been studied to some extent. The underlying property of
MANET has been studied in some of the papers [2-5]. The
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quickly forwarding route discovery packets to gain access to
the forwarding group after own filtering of information
attacker node does send the packet to the target node. So, from
outside it looks nothing happens to the network. Although, it
introduces some delay in delivering the packet to the
destination node.

E. Flooding attack
Flooding is kind of Denial of Service (DoS) attack, designed
to bring a network or a specific service down by flooding
system with large amount of traffic. Flooding type attacks
occur when a network service becomes heavily weighed down
with packets and initiate unstable and unreliable connection
requests that it can no longer able to process orig-inal
connection requests. By flooding a server or host with
connections that cannot be completed, the flood attack eventually fills the hosts' computers memory buffer. Once memory
buffer is full, no further connections can be made, and the
result is a Denial of Service.
F. Selfish attack
Selfish type attacks can be different depending on what and
how they attack to pre-occupy CR spectrum resources. There
are three different selfish attack types. A Type 1 attack is designed to prohibit a legitimate SU (LSU) from sensing available spectrum bands by sending faked PU signals. In type 2
attacks, a selfish SU emulates the characteristics of signals of
a PU node and are carried out in dynamic multiple channel. In
normal dynamic signal access process, the SUs will periodically sense the current operating band to know if the PU is
active or not, and if it is, the SUs will immediately switch to
use other available channels. In type 3 attack, also known as
channel pre-occupation selfish attack where attacks can be
occurred in the communication environment that is used to
broadcast the currently available channel information to
neighboring nodes for transmission.

Fig2: Rushing attack

D.

Gray Hole attack

Gray hole attack also drops data packet like black hole at-tack
but, it has its characteristic for doing that. It has two common
type of behavior as follows.


Node dependent attack – drops DATA packets destined towards a particular victim node or coming from
a specific node while for other nodes it behaves
normally by routing DATA packets to the destination
nodes correctly.

G. Wormhole attack
In wormhole attack, an attacker periodically records packets
of data from the specific location in the network, tunnels them
selectively to another locations and retransmits them into the
network. So, wormhole attack can be a form a seri-ous threat
in wireless networks, especially for many ad-hoc routing
protocols and also location-based wireless security systems.
For example, most existing ad hoc routing network protocols,
without using some mechanism to defend against the
wormhole attack, would be not be able to find routes longer
than one or two hops, severely disrupting communi-cation.

Fig3: Gray-Hole – Node dependent attack
H. Jellyfish attack


Time-dependent attack – drops DATA packets
based on some predetermined/trigger time while
behaving normally during the other instances.

Jellyfish attack is somewhat different from the Black-Hole &
Gray-Hole attack. Instead of disappearing the data packets, it
delays them before finally delivering them. A jellyfish attacker
first needs to intrude into the multicast forwarding group. It
then delays data packets unnecessarily for some amount of
time before forwarding them. This results in significantly high
end-to-end delay and thus degrades the performance of realtime applications [18].
I.

Sybil attack

In MANET the medium of transmission of the packet is air,
and they don’t have a central node to control the network. So,
the routing is mainly based on a unique node address. The

Fig4: Gray-Hole – Time-dependent attack
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attacker can exploit this property of MANET by using fake
identities. That is the attacker can either use random identity
or the identity of a legitimate node

COMPARATIVE ANALYSIS OF BLACKHOLE AND
RUSHING ATTACK
We analyze the effect of blackhole attack and rushing attack
compared with the normal state of the network for different
sizes such as 50 nodes, 100 nodes, 200 nodes, and 400 nodes
network. These attacks are applied for AODV protocol on Adhoc network.

Fig5: Sybil attack

A. Throughput comparison for different state

Fig6: Time vs. Throughput graph for a) 50 node networks, b) 100 node networks, c) 200 node networks, d) 400 node networks
state is significantly low wherein rushing attack state its
relatively high almost similar to normal state. In the blackhole
attack, the black hole nodes vanish the data packet and don't

Figure 6 shows the throughput graph in different states for
different size of networks. Throughput in blackhole attack
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allow it to next node. So, those packets are routed through
blackhole node does not go to the final destination but, packet
through rushing node reach to the final destination. That is
why throughput in blackhole attack in low but in rushing
attack its similar to the normal state of the network. Figure 7
replicate the similar result for average throughput also.

B. Packet delivery-based comparison
Packet delivery ratio shows the ratio of the number of the
delivered data packet to the destination. In figure 2 we see the
difference of packet delivery ratio for different states. The
blackhole discards the packets before reaching to the
destination. So, the packet delivery ratio is significantly low
compared to the others states.
Fig8: packet delivery ratio comparison for different state
C. Average end to end delay comparison
End to end delay refers to the time taken by a packet to reach
to the destination; it includes packet process time by a
different node in the networks. Although, in blackhole attack,
the packet discarded in the path but other packets reach to the
destination node within the desired time whose are not
affected by blackhole nodes. That is why the figure 9 shows
the end to end delay for blackhole attack is normal. However,
in the rushing attack, the rushing nodes examine the data
packet without any prior permission which makes information
security vulnerabilities. This step makes delay to the packets
whose makes a route through the affected nodes. That is why
the average end to end delay is significantly low in rushing
attack compared to the others state of the net-works.

Fig9: End to end delay comparison for different state

CONCLUSION
MANET has a security problem due to its infrastructure less
property. It connects with other nodes on demand. The
receiving node must need to lie in the range of sender for
communication if they are out of range then the intermediate
node route the data packet. As a result, MANET has security
problem against various type of attack. In this research, we
show the simulation-based effect under black hole attack and
rushing attack. In the time of blackhole attack, the system
shows fewer throughputs than normal state and rushing attack.
Packet delivery comparison shows that it is very low for
blackhole attack while rushing attack gives almost the same
packet delivery ratio as a normal state. However, an end to
end delay is very high for rushing attack because it extracts
information from the receiving packet before routing it to the

Fig7: Average throughput for a different number of nodes at
different state
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Attack over MANET Using a Danger Theory –Based
Algorithm,” International Journal on New Computer
Architectures and Their Applications, 2011.

original receiver. However, surprisingly blackhole attack
shows much low average end to end delay than the normal
state. However, an end to end delay for every single packet
remains the same as the normal state.
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