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Abstract intuition, imagination and experien¢gl] [12]. The Misuse

case diagrams lack certain constructs that are essentially

In fact, security is an inevitable and commonconcern N
y needed to model searity risk.

nowadaysensuring it early in SDLC may significantly reduce
risk, time and effort. Moreover, it enhancesliability and It is an attempt to devise a mechanism to manage the security
quality of the applicatiols. Consequently, it establishes the risk early at the requirements stage. Consequently, an
confidence ofuserwith the product. Misuse Case, a classical extension of misuse case model is proposed that includes
and effective modeling technique, which has been widely usedassets, vulnerabilities and risk p o &ss ew modeling

for eliciting and modeling security threats at the requirementslenents tothe existing model. Efforts haveeen made by
stage. However, this techniquacks the ability to model researchesfor improvingthe currenmisuse case model, with
6asset s, v u | n e which iarkimmporitaet gisk a nal bettei wnledstanding and support for security risk. The
related conceptsln order to incorporatesuch risk related syntax and process for risk analysis is aligned with the ISSRM
concepts, we propose an idea of extending misuse case mod#bmain model, a welkkstabished standard for security risk

in line with the ISSSRM modelThereby, we propog an management that covers all pertinent fundamental issues and
extenad version of misuse case modehich incorporates concepts related to software security.

6asset s, vul nsmpabisldi. t iFeusr tdnreﬂ}é r ias.kmodel

0 i_n : .
process haslsobeen suggestefbr helping the designes to paper is’ organized as '%IIOWS.' Section 2 dlscu_ss_es the
modelsecurity relatedisks in an effectivemannerduring the methodology adoptecBection3 provides a brief description

requiranents phase, itself. Furthermore, the model is validateag ;té?ea:wee:?tsii W(t)rrllé' rse?;ttle%n \;‘\'IO(:LSC%ZSS;;MS 9 daerf:cr'i%'”;gtn:ﬁg
using a case study on aiveting system. ysing ’

proposed modelabbreviated as MUCX)while Section 6
Keywords: Misuse case model, Software security, ISSRM illustrates the process of applying the MUCX model. The
model, Security requirements, Requirements Engineeringmodel is validated in Section A brief discussion on paper
Risk modeling, Threat modeling contributions and related findings has been described in
Section 8. Section 9 discusses the threats to validity while
Section 10 provides conclusion and future directions of the
[. INTRODUCTI ON work.

I n todayds s ceeuntnis a ahgllengngridarwa r e s

mewtable_' aspect. It has been widely acknpv_vl_edged '[haﬁI METHODOLOGY

security issues should be addressed at the initial stages of

softwaredevelopment [1] [2]In fact, software defects cost The paper explores theogsibility of extending misuse case
reduces sidficantly when they are addressedrly at the  model in line with ISSRM model, with an aim to model
requirements phase [3Moreover, early considerations of security risk at the requirements phase. In order to achieve this
security facilitate developers to model anticipated threatspobjective, we adopted a methodology that is demonstrated in
their vulnerabilities and countermeasures well in advanceFigure 3.First, we examinedhe currentstate of literature
rather than reacting to possbhttack after the system is related to ISSRM and Misuse case model along with its minor
developed [4]Quick fixes to attacks in the already developed extensions. Next, we studied the proposals related to
software, conflicts with other functionalities and requirementsalignment of misuse case with ISSRM. All these steps are
thereby, giving rise to a new set of issues in security domain. depicteda® Revi si t i nginFigl.at ed wor k

Several modeling languages are &lae in theliterature that
caterssecurity aspects at the Bastages of SDLC [5] [6] [7]

[8] [9]- Misuse case model hasoved to be an effective and
widely used technique among them for elicitation of security
requirements at the initial stages of di®pment process. It
can model harmful usage scenarios, not desirable in th
system. Because of UML like syntax, even a -seourity After understanding the limitations of the miswsse model
practitioner can easily use them for eliciting threats andin its inability to model risk, the next step was to suggest
securty requirements [10]On the other hanit has some  possible improvements to the misuse case model in the form
limitations; it is a general technique with no specifications o of metamodel, graphical syntax, modeling procesw this
precise guidelines availablnd relies completely on human situation is shown iffigure 1a$ Pr opos.ed i deaéb

After studyingthese proposals, we compared the misuse case
model and its extensions proposed in the literature with the

core concepts of the ISSRM model to understand the
Jeimitations of the current version of the model.
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Il.
A.

RELATE D WORK

ISSRM  (Information
Management)

[15][16][17][18]. The model offers risk management at three
different conceptual levels of assets, risk and risk treatment. It
supports the alignment afther security modeling languages
with the core risk management concepS8SRM model is
ISSRM is a focused and systematic approach, which tackledepicted in Fig.2. The thee categories which describe the
the securityrisk related issues of an information system (IS) core concepts of ISSRM model are:

[13] [14], compliant with several security and risk standards

System  Security  Risk

As-IS
A

-

Misuse Cases and
extensions
Language Documentation

Meta-model
Minor extensions

Study of proposals
regarding alignment of

ISSRM coverage by
Misuse Case and its

Engineering
improvements for

Extended Misuse case
Model (MUCX)

misuse case with
ISSRM

Meta-model
Abstract syntax
semantics

Misuse case
Risk concepts induced

extensions
Concept coverage table

ISSRM domain
model
Concepts and Glossary
Meta-model
ISSRM process

TO-BE

Fig. 1. Methodology adopted

1) AssetRelated Concepts:Anything that has value to the requirementsControl is nothing but the countermeasure that
organization, necessary for achieving its objectives is definedmplements the security requirement.

as amasset It can be further classified asisiness assaind IS
asset Constraints on business asset are expressedduyity
criterion in the form of integrity, confidentiality and

The model is implemented by a sitepiterative process [13]
described below:

availability. 1. Identify the assets and define the context of
organization.
fsiEedan | ek | souflencosssessedty & __{Securty crtrion 2. Determine security objectives for the idéetil assets.
sii I R e I 3. Analyze the risks to the identified assets.

0 | s o - 4. Once the risks are identified, various risk treatment
—— i i = decisions like risk (avoidance/
- I P | reduction/transfer/retention) are taken.

— ) o o iy |ehsctte ot B (B e 5. In order to mitigate the risk, security requirements of
= il & M —— the IS are detenined.

1 ] : I e Finally security controls (counteneasure) are determined as

e possible implementation of the security requirements. Since

the process is iterative, it may identify new risk and security

Fig. 2. ISSRM model [14] contrds aftereach iteration.

2) Risk-related Concepts:Riskis defined as potential harm B. Misuse case model
to business. It is composed of a threat with one or mor
wvulnerabilities that if executed successfully, harms abset
known asimpact An eventis a combination othreatsalong
with vulnerability, where vulnerability is the weakness in a
system that can be exploited by threat agerhréatis also a
way to inflict an attack Threat Agentis an attacker that
initiates a threat in order to harm the IS asa#ack Method

is the manner and meansrdbgh which a threat agent
executes threat.

qt is an exension of the UMLUse case model, used as a tool
for modeling threats and security requirements at the
requirements stage, often used in conjunction with the
corresponding use case mod@bB] [11]. A misuse case
diagram depicts both misuse case (threats)d misuser
(attacker) along with an association relationship directed from
the attacker to the misuse case.

Sindre and Opdahl definenisuse caseas a sequence of
successful steps by an attacker thatlwamn the system. They
consider misuseras a type ofactor that has Hintention

towards the system. FR). shows a visual description of

3) Risk treatment-related Concepts: The decision to treat
the identified risk is known aRisk treatmentRefinement of
this decision in the form of requirements is definedexurity
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misuse case model along with various components like uséndustrial casestudy and managing conflicts in goal driven
case, misuse case and security use case. Security use casgquirements engineerin@2] [23]. The modeling elements
represents the countermeasure needed to mitigat&reests used by him are almost similar to the misuse case model, but
The textual template of misuse case model provides a detaileithcludes extra relationshipgggravatesand conflicts Donal
description of the steps needed for initiatihg threat by an  G. Firesmith [24]proposed a new modeling elemeseicurity
attacker [19]. use cas@s an extension to the classical misuse case model. It
capturesthe mitigation or countemeasure to the threats.
Rostad L [25] have proposed an extension in the form of

Several researchers have worked on the misuse case modé Inera:t)ll[tletsh and. insider threatds las ;WO |'3e\tN dnsr?dellng |
and their minor radifications/extensions, most notable among elements In the misuse case model and validated the model on

them ae: John McDermott and Chris Fox [20&ve extended acase study on healthcare syst Okch.) [26have enhanced
the UML based use cases to incorporate elements like threafge misuse case model by introducing tWO. new elements
and countermeasures. They referred to this new model a]gssetsand security goals They have also mtrc_Jd_uced a
Abuse case. lan Alexander used misgase as a tool for |ghtvv_e|ght process for applying the model for elicitation of
elicitation of nomfunctional requirement§21]. He further ~ SECUrty requirements.

applied the model for requirements/design traffe in an

C. Extensions to Misuse case model

<<mitigates>>

Security use
case

) <cinclude>> i

Attacker (Misuser)

Actor (User)

FIG. 3. MISUSE CASE MODEL

Table I. Analyzing misuse case and its extension

Extensions of the Misuse Case Model b q
. ropose
The ISSRM | Misuse Cas¢
model Model (McDermott et Uﬁ;ﬁ?ﬁg&;” (Restad,L. ,2006)| (Okubo, T. et al.,| (Matulevicius, R. et model
al.,1999) [20] [25] 2009) [26] al.,2008) [4] (MUCX)
Asset Actors and Actors anduse cae Actors anduse Actors anduse Actors anduse Actors anduse cae Actors anduse
5 use case case case case case
® % IS asset x x x x Asst x Asset
3]
T 9 i
§ 5 Business Use case Use case Use cae Use cae Use cae Use cae Use cae
2 0o asset
< Securit
cuity X x x X Searity goal X X
criteria
Risk X X X X X X X Risk-spot
ﬁ Impact X X X X X X X X X
(]
8 Event X X X X X XX X
o
§ Threat Misuse case] Abuse cae Misuse cae Misuse cae Misuse cae Misuse cae Misuse cae
g Vulnerability| X X X Vulnerahlity - - Vulnerability
% |Threatagent| Misuser Misuser Misuser Attackerinsider Attacker Attacker Misuser
=
n‘;‘;ﬁcokd X X X X X X X
Risk- x x x x x X X
%- treatment
E2 Courter-
) § Securit meaure
s c . Y Usecase Counter- measure | Searity use cae | Searity use cae | Courter- measure| Searity requirementg or
. g | requirement Seari
¥ earity use
X case
Control X X X X X X X
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IV . GAP ANALYSIS Consequently, rislspots can beoutlined, and mitigation
|mechanism may be applied accordingBollowing section

As already discusse@weeral extensions of misuse case mode _ ’ :
describes our proposed model in detail.

are available in the literaturdMany researchers have also
aligned the misuse case model with ISSRM [4] [13] [2A].
comparative analysis of varioestensiondo the misuse case \; THE PROPOSEDMODEL
modelin line with ISSRM models presented in Table. The

misuse case model and its extensions lack risk related N1 S s ect iMUC Xdoe s cwhiibcehs i6s an
constructs that are required for modeling threats and Fisik. of misuse case model. Rules and constructs of the model are

e.g. the extension proposed bRostad, L[25] includes formulated and defined in the form of a metadel, followed

vulnerabilities and insider thats as modeling elements, while bY Prief description of the model, linking rules and syntax.
Okubo. T et al[26] consider assets and security goal as newA. Metamodel of MUCX

elements. Metamodel is a moel that expresses the logical or

None of theextensions consider risdpots asits modeling syntactical structures of another model with the help of
constructs. As obvious frofiable 1 no workis reportedly  handful of classes and association to lay down rules for
done till now that address allt h e const r ucdefining tearsodet [28 A metamodel is afi mo d e | of
vul nerabilities and ri sko mddel"[29) k gives a wieav of the moelel ai anhighevel ofno d e
Modeling the threats along withulnerabilities and the assets abstraction. It has gained wide acceptance for defining syntax
can be significant to perceive and visualize an attack. Foof any modeling language, with the extensive use of UML in
addressing risk related issues, these concepts nedm to software e@velopment [3Q] A metamodel of MUCX was
defined using graphical constructs and represented in the forrareated, (see Figl) to lay down the rules and syntax of the

of a model language.Different classes used in the metadel are use

In this paper, we have proposed a new idea of extendin§aSe: misuse case, security use case, actor, misuser, assets an
misuse case model (MUCX), incorporating dlle three  Vulnerabilities

elements namely assets, vulnerabilities andirishur model

tha may significantly helpthe userin modeling threats

ExtendedU
Security Use case o.*
. B -nams - String
a. '
ExtensicnlJC Lise Case T
-name : 5tring ncludes| 4 #
parantUC —axtensionPoint : string
0.*
- - CI - i - -
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5
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Fig. 4. Meta model of MUCX
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Table 2 provides the ruldased association of different B. Brief description of MUCX model

constricts used in the model. . . . .
The classical misuse case model only includes misuse case,

use case, misusers and actors. For getting a complete and
comprehensive view of an attack, it is essential to add some

Table 1l. Relationship tags for modeling elements in MUCX extra constructs to the model in the form of assets,

Relat|onsh|p Precise description on L|nk|ng rules Vu|nel‘abl|ltleS and I’ISk S}]S |n the context Of our mOde|, the
Tag assets, vulnerabilities, risk and their extensions are defined in
includes 9 Connects multiple instances of different enti accordance to the ISSRM modes] [14]

like  actors/misusers/use  case/misuse f  AssetsAnything valuable to the organization needed

vulnerabilities anong themselves, and captu

for achieving its objectives.
parentchild relationship. g )

1 Use case and the security use case may al I Vulnerabilities: Flaws in tle system that can be
connected byncludesrelationship. compromised for realization of threat.
9 Directed arrow indicates thgarententity from the
child. 1 Risk:It is the combination of threat with one or more
extends 1 Modds theoptional behaviarextendingfrom one }[/#eln:;?e);g“es' thereby causing negative impact on
entity  another
f Instances ofuse case ommisuse case can After defining the essential constructs needed for modeling
connectedamong themselvessing theextend;  risk, we herebydescribe the extensions carried in our model
relationship. _ with respect to these constructs.
9 Directed arrow indicates the base entity from
extended one. A misuse case (threat) is linked to one or massetsvia
Association | Misuser/User should be linked with mis harmsrelat|0n§h|p, indicating the negative impact of .thre,at on
caseluse casssing this relationship. an asset. In this way, we can capture a clear scemdrio 6 wh a t
1 Multiple misusers /users can associate with should be protected (assets) against whom. Next extension in
misuse case/use case. the model is to incorporatevulnerabilities. They are
{1 Multiple use/misuse cases can associate w highlighted by a grey ellipse withexploits relationship
single or multiple misuse/user. between misuse case and the vulnerabilities. Vulnerabilities

threatens 1 It defines a link directed froma threatening are drlylngfo_rce behind the r_e_gllza_tlon of threats. Thus, it is
misuse case tdhe threatened use case ug  €ssential to include vulnerabilities in our model to get a clear

directed arrow. picture of the weaknesses in the system. The third element
1 Multiple use case entitiemay be threatened by risk is not represented in our model as a separate entity; rather
single misuse case. assets, vulmabilities and threats are together depicted by red

1 Multiple misuse casmaytarget a single use cas colored danger symbol indicating thisk-spots Such spots

represent loopholes or attack surfaces in a system.

mitigate 1 It defines a link directed froma security use caj
to the misuse case. _ The graphical constructsised in MUCX are listed in
T Directed arrowfrom a security use case t0 §  AppendixA. An abstracmodel of MUCX & shown in Fig5.
misuse case.
1 A single use case may mitigate multiple mig
case V. MODELING PROCESSFOR MUCX
exploit 1 It defines a link directed froma security use caj . ) . . .
to the misuse case. This sectiondescribes the modeling procg$3g. 6), clearly
1 Denoted by a directed arrow from misuse cas illustrating the steps for capturing security risk at the
the vulnerability. requirements phase using the proposed model. The process is
1 A single misuse case may exploit one or iterative, incrementahi nature and is designed in line with the
vulnerabilities. ISSRM modelThe Modeling process mainly consists of three
harms 1 This relationship connects an instance of mii phases. EE_‘Ch phase has, many-slstgbs. t,hat need to be
case with assets. completed in order to achieve their individual purpose. The
9 It is denoted by a directed arrow from the mig first phase is sequential while secondl ghird phases are
case to the asset. iterative. Each of these phases has been discussed in detail in
1 Multiple misuse case may harm one or n the subsequent section.
assets. 1. lIdentifying users, use case and assétse intention at
imperils 1 It define_s a link directed from security use ca this stage is to investigate the purpose of the system, its
to the misuse case. users, functional requirement@isecase) and assets.

1 This relationship is denoted by a directed at
from vulnerability to the asset.

9 Multiple vulnerabilities may be connected to Z
or more assets

Actors initiate a usease. The actors can be human
(users), components (hardware, software) orsygbems.
Each of the actors initiates a key role or activity referred
to as use case. Data flow diagrams can be used to identify

andoutline system boundary. In order to achieve the task

2496



International Journal of Applied Engineering Research ISSN-@8%2 Volume 14, Number 10 (2019) pp. 248306
© Research India Publications. http://www.ripublication.com

of identifying actors, use cases and assets, variou¥ll. E-VOTING SYSTEMi A CASESTUDY

methods like interviews with domain experts and stake

holders, analyzing SRS document, brainstorming, storyO

boards, scenarios etc. canduopted
Identifying riskspots:It involves careful investigation of

The proposed model O6MUCX6 i s
n an EVoting system. This system was first used for
conducting municipal and regional elections of 2011 in

Norway, followed by the parliamentary elections in 2013. The

a use case and explores the possibilities that can bgain feature of this projects its openness as all the
exploited for malicious purpose. Here, the focus is todocuments related to the project like SRS documents and
identify the ways through which a malicious user can architectural designare publicly available. The caseidy is

harm a system along with vulneratis associated with

based on the System specification documa8g} flescribing

the threats. We list out the steps for identifying maliciousin detail the requirements of the system provided the
users, their abnormal actions and the vulnerabilitiesministry of Security and ServiceOrganization (DSS),

associated with them to model risgots in a system. The
stepwise actionéS; i Ss) are as follows:

S1 - Identifying misusers,
S - Identifying threats using STRIDE methodology,

Ss -ldentifying vulnerabilities responsible for each threat

by exploringNVD [31]

S - Examining eactvulnerability, as it may give rise to
new threats,

Ss - Identifying possible relationshipamong threats,
vulnerabilities and assets using rules listed abl& 2for
outlining riskspots.

Identifying security requirement3he aim in this phase
is to safeguard useases by providing countermeasure in
the form of security use case.

suggesting measures to counter them.

Eacr\,

Norway. The overall functional model ofweting system is
divided into three phases:

1 Phasé: Preparation.
1 Phasell : Voting.
1 Phaselll : Counting and auditing

The preparation phasesupports all ie preparations that are
needed before the voting starts. It supports various activities
like configuration of the system, managing users and electoral
roll, approval of candidates and voters and other preparations
related to counting and auditing the gyat Thevoting phase
consists of two phases that areating (remote voting) and-p
voting (in person voting). In this case study our main focus is
on evoting, as it is the most vulnerable activity in the system.

- ) It ch_u& achieved by The evoting phase supports different adies like register
carefully examining the risk spots in a system and

voters, mark voters in the electoral roll, secure login caste e
otes and store-eotes. Thecounting and auditingphase

countermeasure may also have vulnerabilities, and theyjea|s with various activities like counting ofetes, declaring

are required to be analyzedurther for possible
weaknesses in phase 2. The stepwise acitiotigs phase
are steps (8 Sg) as follows:

results and creating logs for auditing. We hauecessfully
applied our model oall three phases ofeoting system. Risk
spots are depicted by a tripRt(T, V, A) whereT, V and A

Si-ldentifying possible countermeasure in the form of denotesthreat vulnerability and assetrespectivelywhile C

security use case,
S - Examine security use case for weaknesses,
Se- Link the security usease to misuse case.

representsountermeasure

o

Actor (User)

<<include>> ® <<mitigatos> >

Assets

. Vulnerabilities  j— < <impeci>

.

Attacker (Misuser)

<<threatens>>

Fig. 5. Abstract model of MUCX
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Appendix B provides the detailof all the threats,
vulnerabilities, assets, rigdpots andthe countermeasure
uncovered during the case study.

The expressiondC mitigates T 6exhibit the fact that a
countermeasurds avalable to resolve a threat.In the
Preparation phase, the counter meas{esCa, Cs, C4} can
mitigate threat§T 1, T2, T3, T4}. In the voting phasdCi, Ca,

Cs, C4} can mitigate{T 1, T2, Ts, T4} while in counting phase,
counter measurd€, Cz, Cs, C4, Cs} can mitigate threatd s,

T2, T3, T4, Ts}. The diagram depicted in Fig7, Fig. 8 and
Fig. 9 are evolved when MUCX maitling process is applied
on thee-voting system. The process significantly facilitates
for outlining riskspots in the systengection 8 discusses the
effectiveness of MUCX modeling process and consequen
results.

VIIl. DISCUSSION

In this paper, we have critically analyzed the limitations of
misuse casenodel; primarily its inability to model security
risk. The misuse case modelshbeen extended by aligning it

. http://www.ripublication.com

Risk analysis is a data intensive business decision that is
baed on knowledge about threats, vulnerabilities, as¢es, t
impacts and probabilities [33]The classical formula for risk

is stated as:

Risk =probability of threat x consequence

1)

The current misuse case diagram only provides an overview
of threats and the attacker. However, this information is
insufficient to model risk as it lacks two components namely
6possi bi |l iandyhedocfo ntsherqauaetné €he o f
paper addressd®oth thesdssues after extendingthe misuse
case model by aingn e w e | gunerabilities assetand
risk-spobto effectively model the misuse cassgk scenario.
tThreats and vulnerabilities capture the likelihood of threats
occurrencewhile the harm caused tssetsand their severity
determines the possiélconsequences. In the context of our
model , ri sk irisk-s p e that éas bendefined
mathematically as a function dhreat (T), Vulnerability (V)
and Asset (A)n Eq. 2

a ¢

Risk-spot =f (T, V, A) 2

Risk-spots maysignificantly facilitate system designers in

with various riskrelated concepts defined in ISSRM model in analyzing threats and the risk associated with them. The
terms of syntax and semantics both. The syntax of proposedrocess adapted for modeling the risk is iterative in nature. It
model was laid down by defining various modeling elements,may identify new threats and vulnerabilities at each of the

along with linking rules in the form of a naetmodel.
Researchehnave incorporatedassetsvulnerabilitiesandrisk-

s p ods sdv modeling elements along with relationship tagsconspicuously — assist

| i kamsdmperilsande x pl oi t s 6.

With the help ofa modeling process (Fig6.), MUCX
identifies threats, vulnerabilite assets and outlisethe

iterations thereby, assurirggtter threat coverage at the early
stage and providing secure application. The-sigkts may
designer for suggesting better
countermeasures to the threats

Risk analysis is an established technique in almost all
engineering disciplies. With the help of risk analysis, system

possible riskspots. These concepts are visually representedanalyst and requirements engineer can easily anticipate and
and the model provides a clear picture of threats and rislasses the gravity of threat at the requirements phase, itself.
associated with thenMUCX can be applied at the initial Many available approaches have proposed extensions to
phase of system development (i.e. requirements ephas misuse case model, but these areyaminor extensions in
thereby, modeling threats and risks in a proactive mannerterms of assets, vulnerabilities and security goals. No work is
Further, it provides a comprehensive framework for modelingyet reported in the literature that extends misuse case model,
threats and performing risk analysis. Moreover, it also givesincorporating all the core concepts of risk. MUCX extends
an insight for organizing threats and associated risks. Thenisuse case model including risk and represengs irisk
viability of model is validated using a castidy on an E spots. Table 1 reveals that 4 out of the 7-redlated concepts
voting system. Consequently, 15 rsBots, 12 vulnerable (defined in the ISSRM model) are supported by MUCX, while
assets, 15 threats and 12 potential vulnerabilities are identifiedther misuse cadgased extensions support only 2 to 3
in thecase study. concepts

2498



ISSRM model-concepts

International Journal of Applied Engineering Research ISSN-@8%2 Volume 14, Number 10 (2019) pp. 248306
© Research India Publications. http://www.ripublication.com

Determine purpose of the system

v

Determine system boundary

v

Identify the actors and the stakeholders

v

Identify the use cases of the system

v

Identify the assets of the system

y

(-
i
|
Assets-related concepts
P
(-
&
\
g
.
2
u

N

Identify the misusers (attackers) of the system

v

Identify misuse cases (threats) using STRIDE methodology

A

>y

Identify the possible vulnerabilities and link them to the
threats

v

Risk-related concepts

Examine the vulnerabilities iz

Vulnerabilities may give rise to new threats

[ Investigate potential relationships between assets, threats and

vulnerabilities using linking rules in to identify risk-spots ]

Iterate until new threats are found

|

Identify the possible countermeasures in the form of security

Risk-treatment concepts

use case

[ Examine the countermeasures ]
Countermeasures may give rise to vulnerabilities

[ Link the security use case to the misuse case ]

Fig. 6. Modeling process for MUCX
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Dos attack
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IX THREAT STO VALIDITY

Following the guidelines in [34] we adopteldet following
scheme for 6threats to vali

Internal validity. The viability of MUCX is validated using a
case study on anwting system. During the course of the
work we uncovered 15 threats, 12 vulnerabilities a@d 1
vulnerable assets. Thereby we outline 15-sights in the €
voting system. Threat analysis depends on STRIDE
methodology, which in turn is based on intuition, judgment
and brainstorming of researchers. Hence, it may affect result
of the study. Furtheryvulnerabilities responsible for the
corresponding threats are extracted from the NVD databas
that is dynamically updated on regular intervals. Therefore,
the coverage and quality of extracted information may also
have an influence on the results. Funthere, examining the
vulnerabilities, identification of assets and risk spots [1]
obviously depends on the skills and imagination of
researcher/designer that may be a source of biasness.

External validity It deals with the extent up to which our
results can & generalized. Since the model has been applied[2]
on a single case study, thus it imposes an external validity
threat. However, the case study is based on a system,
implemented in a real time scenario and effectively
implemented for conducting regional andimicipal elections

and in this sense the system can be considered as robust
enough. In order to further assure the applicability of our [3]
model, it must be validated on a broader range of applications
including safety critical applications and business isiten
systems.

Reliability: In fact, the study has been carried out only by the [4]
authors of this paper and this may introduce some level of
threat to reliability. However, since researchers are both the
performers of the case study and the designers of model
having strong understanding about threat modeling and risk
analysis and have expertise in the area. Therefore, the studys
conducted, and results obtained may be considered as reliable.
Nevertheless, we acknowledge the fact that more subject
experts or steeholders should be involved in the process of
assessment. In future, the model will be validated empirically
and its assessment will be performed on range of applications

using multiple participants. 6

X. CONCLUSION AND FUTURE WORK

Security is an inevitdb and challenging aspectModeling
threats and risk at the requirements phase significantly
reduces time and efforts of the developér. order to
effectively model threats and risk at the requirements stage we
have proposed an extended version of UML usés case
model in line with the ISSRM model. The new molkRICX
visualizes allthe possible threats and their effects, along with
possible wulnerabilities, and assets affectdthe riskspots in 8]
MUCX diagram capture the combined effect of threats and
vulnerabilities on the assets.

The viability of the model is assessed by applying it on-an e
voting system. The case study successfully identifies several
potential threats, vulnerabilities and rsgots, thereby [9]
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producing a complete MUCX diagram for each gghdn e
voting system. MUCX comparison with other similar
roposals shows that proposed mode(i quite effectively
BEohouresoribept TkEiroratN ety

not consideretty most of the researchers in their model.

&ulner2oi

exrt . .
es and risk which are

In future, weplan to aévelop a tool in order tassistthe
developer at the requirements phatself, while modeling
risk. In order to assure the accuracytbé process and its
effectiveness
applications, we intento formalize MUCX modk using
formal languagesFurther we intentto validate the model
gmpirically onabroader range of users and subject experts.

in business domain and gafatritical
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APPENDIX A

Graphical constructaused inMUCX
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