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Abstract
The use of pairings as a component of cryptographic protocals has become a major
topic in public key cryptography. The security of crypto-systems based on pairings
depends on difficulty of various comutational problems. One of the most fundamental computational problem in this area is the pairing inversion problem. Results
of Verheul [18] and Sato [15, 14] provide eveidence that the pairing inversion problem is hard. This article is intended to be an accessible overview of the fundamental
aspects of paring based cryptography.
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1.

Introduction - Public Key Cryptography

The classical problem of cryptography entails the problem of trying to communicate
securely over insecure channels. It involves two parties A and B usually referred to as
Alice and Bob wishing to exchange some information m over some insecure channel.
The classical solution to the problem of confidentiality is referred to as the private key
encryption. In private key encryption Alice and Bob will hold a meeting prior to the
actual exchange of information. In the meeting, they will agree on a pair of algorithms
E, D called encryption and decryption algorithm respectively. They will further agree
on a piece of additional information S called the private key which is to be kept secret
by the two parties.
Diffie and Hellman [5], in their paper titled “New Directions in Cryptograpy” which
was published in 1976 revolutionized the field of cryptography. This was the most
striking development in the history of cryptography and it introduced the revolutionary
concept of public key cryptography which relied on one-way functions and one-waytrapdoor functions for its security. It also provided an ingenious method for key exchange, where the two parties Alice and Bob could establish a common secret key for
use in a private key cryptosystem without any prior meeting.
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Exponentiation in finite groups is a computational one way function, a fact which has
led to the reliance of discrete logarithm problem in the security of public key cryptosystems. This has in turn inspired a lot of research in the complexity of the discrete logarithm
problem over finite groups. For most of finite groups, there exist sub-exponential algorithms to solve the discrete logarithm problem. On the other hand, if we consider E(Fq )
the group of point on an elliptic curve over a finite field and subject to a careful choice
of the elliptic curve, there exist no known sub-exponential algorithm to solve the elliptic
curve discrete logarithm problem – ECDLP. This has then shifted the attention of some
researchers to the analysis of the complexity of the ECDLP.

2.

Elliptic Curve Cryptography

The concept of elliptic curve cryptography was introduced by Miller [12] and independently by Koblitz [10].
An affine elliptic curve E over a field K is a non-singular curve given by the Weierstrass equation of the form
E : Y 2 + a1 XY + a3 Y = X3 + a2 X2 + a4 X + a6

(1)

with a1 , a2 , a3 , a4 , a6 ∈ K.
There exist a geometric construction which turns the points on E into an additive
abelian group. This is the abelian group which Miller and Koblitz suggested for use in
implementation of public key cryptosystems.
However, Menezes, Okamoto and Vanstone [11] published what has now been called
the MOV algorithm which showed that some special curves, called the supersingular
elliptic curves are weaker than general elliptic curves. Using the MOV algorithm, whose
central ingredient is a bilinear pairing, it is possible to transfer the ECDLP over E(Fq )
to a DLP over the multiplicative group of the field Fq k for some integer k. Therefore,
the existence of sub-exponential algorithms to attack DLP over finite groups means the
existence of sub-exponential algorithms to solve the ECDLP over these special curves.
This fact generated quite a debate since supersingular curves had been initially considered
as good for cryptographic application.
The practicality of the MOV algorithm is dependent on the size of the embedding
degree k, that is, if k is small say k ≤log2 p then the reduction algorithm is practical. If
k is large the DLP in F∗pk is just as hard as the original ECDLP.
Balasubramanian and Koblitz [1] showed that the probability that k ≤log2 p is negligible and therefore for a general elliptic curve, k is usually large enough. However, for
the class of supersingular curves, their embedding degree k satisfy k ≤ 6 and thus, the
MOV algorithm can be employed efficiently.
For a random curve the embedding degree will be very large, however, it can be as
small as k = 1. Freeman [6] presented a general framework for constructing families
of elliptic curves of prime order with prescribed embedding degree. He further demonstrated his method by constructing curves with embedding degree k = 10, thereby
solving an open problem posed by Boneh et al. [2].
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Pairing based cryptography is usually studied as a more specialized area of elliptic
curve cryptography. This area was inspired by the much earlier and overlooked work by
Sakai et al. [13] which introduced pairing based key agreement and signature schemes. It
has also been inspired by the works of Boneh and Franklin [3] identity based encryption
(IBE) scheme and also the work of Verheul [18] which has also become influential
because it eases the cryptographic application of pairings.
2.1.

Discrete Logarithm Problem

Let E be an elliptic curve defined over a finite field Fq of order q. It is well understood
that the points on E forms an additive abelian group usually denoted E(Fq ). Koblitz
[10] and independently Miller [12] proposed a cryptosystem based on the group of points
of an elliptic curve defined over a finite field Fq . The main incentive for this suggestion
was based on the fact that the discrete logarithm problem over this group appeared to be
quite hard to solve. This means that cryptosystems based on this group could achieve
equal or even higher level of security with smaller keys as compared to other variants
based on arbitrary groups.
Definition 2.1. [The Discrete Logarithm Problem] Let G be a finite cyclic group with
a generator g. Given an element a ∈ G, then a = g r for some r. Find r =logg (a).
In discrete logarithm based cryptosystems, the problem that a cryptanalyst is required
to solve so as to break the system is referred to as the Computational Diffie-Hellman
Problem – CDHP.
Definition 2.2. Let G be a finite cyclic group with generator g. Given g a , g b ∈ G, for
some a, b such that 0 < a, b < #(G), the problem of computing g ab is referred to as
Computational Diffie-Hellman problem.
Another problem that is of interest in discrete logarithm based cryptosystems is the
Decisional Diffie-Hellman Problem – (DDHP). This is stated as follows.
Definition 2.3. Let G be a finite cyclic group with generator g. Given g a , g b and r = g s ,
decide whether r = g ab .
Obviously, if one is able to compute discrete in the cyclic group G, then the CDHP
and DDHP become trivial problems. When G is a cyclic subgroup of E(Fq ) – the group
of points on an elliptic curve E, then the discrete logarithm problem over this group
is known to be computationally infeasible. The Elliptic Curve Discrete Logarithm
Problem – (ECDLP) is stated as follows.
Definition 2.4. Let E be an elliptic curve defined over a finite field Fq and P , Q be
points in E(Fq ) such that Q = [n]P for some integer n. Find n.
The security of an elliptic curve cryptosystem depends on the computational infeasibility of the ECDLP. A lot of research has been done on the solvability of the ECDLP
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and a number of algorithms have been proposed. Menezes et al. [11] proposed a strategy
for attacking the elliptic curve discrete logarithm problem by reducing it to the discrete
logarithm problem over the multiplicative group of a finite field. This strategy involve
the use of the Weil pairing or the Tate-Lichtenbaum pairing which are bilinear pairings
on E.

3.

Bilinear Pairings

Let G1 , G2 and GT denote groups of prime order r. The group operation in G1 and G2
will be written additively while the group operation in GT will be multiplicative.
Definition 3.1. Let G1 , G2 and GT be cyclic groups of prime order r. A map e :
G1 × G2 → GT is called a bilinear map (pairing), if it satisfies the following two
conditions:
(i) e(a + b, c) = e(a, c)e(b, c) ∀a, b ∈ G1 and c ∈ G2
(ii) e(a, b + c) = e(a, b)e(a, c) ∀a ∈ G1 and b, c ∈ G2 .
Moreover, if for any non-zero a ∈ G1 , there exists b ∈ G2 satisfying e(a, b) = 1
and for any non-zero b ∈ G2 there exists a ∈ G1 satisfying e(a, b) = 1, then e is said
to be a non-degenerate bilinear pairing.
In case that G1 = G2 , then the pairing e is said to be symmetric if e(a, b) = e(b, a)
for all a, b ∈ G1 and similarly if e(a, b) = e(b, a)−1 the e is said to be alternate. An
alternate pairing has the property that e(a, a) = 1 provided that the order of a is odd
(Satoh [15]).
In practice, G1 , G2 are taken to be subgroups of E(Fq ) and e is taken to be the Weilpairing or the Tate-Lichtenbaum pairing (or variant thereof). The group GT is taken to
be the multiplicative group of the finite field Fq k for some integer k.
3.1.

The Weil Pairing

Let E be an elliptic curve over a field Fq and m be a positive integer. The set
E[m] = {P ∈ E : mP = O},
where O is the neutral element in E(Fq ) is called the points of order m or m-torsion
points. It can be shown trivially that E[m] is a subgroup of E(Fq ). To emphasize the
field Fq of the coordinates of the points P , this set is denoted by E(Fq )[m].
It can be shown that E[m], the m-torsion subgroup of E(Fq ) has a structure of a
2-dimensional vector space over Zm .
Definition 3.2. Let P , Q ∈ E[m] and fP , fQ be rational functions on E satisfying
div(fP ) = m[P ] − m[O],

and

div(fQ ) = m[Q] − m[O].
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The Weil pairing of P and Q is the quantity
fP (Q + S)
em (P , Q) =
fP (S)



fQ (P − S)
,
fQ (−S)

where S ∈ E is any point satisfying S ∈
/ {O, P , −Q, P − Q}.
Using the fact that if div(f ) = div(f  ) then there exist a constant c such that f = cf ,
we can immediately see that em (P , Q) is independent of the choice of fP and fQ . It can
also be shown that the Weil pairing is independent of the choice of S.
The Weil pairing has some useful properties as given in the following theorem
Theorem 3.3. (Thm [17, Prop 8.1])
(a) em (P , Q) is an mth root of unity i.e.
em (P , Q)m = 1

for all P , Q ∈ E[m]

1. The Weil pairing is bilinear i.e.
em (P1 + P2 , Q) = em (P1 , Q)em (P2 , Q)
em (P , Q1 + Q2 ) = em (P , Q1 )em (P , Q2 )
for all P1 , P2 , Q, P , Q1 , Q2 ∈ E[m],
(b) The Weil pairing is alternating, which means that
em (P , P ) = 1

for all P ∈ E[m]

This implies that em (P , Q) = em (Q, P )−1 for all P , Q ∈ E[m]
(c) The Weil pairing is non degenerate, which means that
if em (P , Q) = 1 for all Q ∈ E[m], then P = O
The fact that E[m] has a structure of a 2-dimensional vector space over Zm implies
that E[m] is equipped with a natural non-degenerate multilinear map namely the determinant. Choosing a basis {P1 , P2 } for E[m], the determinant is a pairing on E[m] given
by
det : E[m] −→ Zm
det(P , Q) = det(aP1 + bP2 , cP1 + dP2 )
= ad − bc
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and the value is independent of the basis. If we let ζ = em (P1 , P2 ) then for any
P , Q ∈ E[m] and using bilinearity of em , it can be shown easily that
em (P , Q) = em (aP1 + bP2 , cQ1 + dQ2 )
= em (P1 , P2 )ad−bc
= ζ det(P ,Q) .
In the computation of the Weil pairing, one would require to choose a function fP
such that div(fP ) = m[P ] − m[O] for a given point P ∈ E[m]. Miller [12] presented
an efficient algorithm to compute such a function fP for a given P .
3.2.

The Tate Pairing

The Tate pairing is computationally more efficient than the Weil pairing and is often
used, especially on elliptic curves over finite fields.
Definition 3.4. Let E be an elliptic curve over Fq and l be a prime number. Let P ∈
E(Fq )[l] and Q ∈ E(Fq ). Choose a function fP on E, such that div(fP ) = l[P ] − l[O].
The Tate pairing is the quantity
τ (P , Q) =

fP (Q + S)
∈ F×
q,
fP (S)

where S is any point in E(Fq ), such that fP (Q + S) and fP (S) are defined and nonzero.
If q ≡ 1(mod l) then, the modified Tate pairing of P , Q ∈ E(Fq )[l]is defined to be


fP (Q + S) (q−1)/ l
(q−1)/ l
τ̂ (P , Q) = τ (P , Q)
=
∈ F×
q.
fP (S)
The modified Tate pairing is usually used in lieu of the Weil pairing and is bilinear and
also non-degenerate. Miller’s algorithm can also be used to to compute the Tate pairing
efficiently.

4.

Some Applications of Bilinear Pairings

(a) Bilinear Pairings allow to transfer the DLP in G1 to a DLP in GT as shown as
follows
Let P  ∈ G2 and e : G1 × G2 be a bilinear pairing such that e(P , P  )  = 1 for
some P ∈ G1 . Given a DLP in G1 : P , Pa = [a]P , we compute
g = e(P , P  )
h = e(Pa , P  ) = e([a]P , P  ) = e(P , P  )a = g a .
This gives DLP in GT with g, h = g a . These g, h are related by the same scalar
a as original DLP in G1 . Therefore, if it is easier to compute discrete logarithms
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in GT as compared to discrete logarithms in G1 , then by use of a bilinear pairing,
one is able to reduce the difficulty of solving discrete logarithms in G1 . This is
the underlying idea in the MOV [11] attack of ECDLP
(b) Joux and Nguyen [9], used bilinear pairings to construct gap DH groups. These
are groups in which the CDHP and the DLP are hard, while the DDHP is easy.
These imply that pairings afford an easier solution to the decisional Diffie-Hellman
problem as described follows.
Let G1 = G2 and e be a non-degerate bilinear pairing. Let P1 , P2 , P3 ∈ P ,
that is Pi = [ai ]P . Then by comparing e(P1 , P2 ) and e(P , P3 ) one can decide
efficiently whether P3 = [a1 a2 ]P . By bilinearity of e, we have
e(P1 , P2 ) = e([a1 ]P , [a2 ]P ) = e(P , [a1 a2 ]P ) = e(P , P3 ).
This means that DDHP can be easy, while CDHP is still infeasible.
(c) Tripartite Diffie-Hellman: Joux [8] proposed as protocol to establish a common
key among three users. Without pairings, establishment of a common key among
three users would require two rounds on interactions as in Burmester and Desmedt
[4]. However, pairings enable the establishment of the common key using only
one round of interaction.
Let P , and P  be the generators of G1 and G2 respectively. Alice, Bob and Charlie
would use their respective private keys a, b and c to establish a common private
key by means of the following steps (From Alice’s point of view)
• Compute and send [a]P , [a]P 
• Upon receipt of [b]P and [c]P  compute k = (e([b]P , [c]P  ))a
Note that
k = (e([b]P , [c]P  ))a
= (e(P , P  ))abc
= (e([a]P , [c]P  ))b
= (e([a]P , [b]P  )c .
It therefore means that one round of interaction is sufficient for the three parties
to exchange the common secret key.
(d) Identity Based Encryption – IBE: The concept of identity based cryptography was
introduced in 1984 by Shamir [16]. The basic idea is to use the identity of an
individual as their public key and to compute a the associated private key using a
global secret.
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The Set-up by Sakai et al. [13] requires a trusted authority (TA) which can compute
the secret key from a given public key. The first requirement ot this IBE is a cryptographic
hash algorithm H that sends an arbitrary binary string ID (the identity of user) to a point
QI D ∈ G2 .
Let H : {0, 1}∗ → G2 be a cryptographic hash function which is publicly available.
1. TA publishes the system G1 , G2 , GT , e . TA also chooses but keeps secrete s
caller the master secret key,
2. TA computes as A’s secret the value SA = [s]QA where QA = H (I DA ) ∈ G2 is
a publicly computable function of A’s identity. Similarly, TA computes B’s secret
SB = [s]QB ,
3. Both A and B as well TA are able to compute
e(SA , QB ) = e([s]QA , QB )
= e(QA , QB )s
= e(QA , [s]QB )
= e(QA , SB ),
4. A and B have exchanged the common key KAB = e(QA , QB )s .

5. The Pairing Inversion Problems
Apart from CBDHP and DBDHP, the pairing inversion problems have also occupied a
central part of pairing based cryptography. These problems are stated as follows.
1. Fixed Pairing Inversion: Let e : G1 × G2 → GT be a non-degenerate bilinear
pairing.
(a) Let a ∈ G1 be fixed, given z ∈ GT compute b ∈ G2 , such that e(a, b) = z.
(b) Let b ∈ G2 be fixed, given z ∈ GT compute a  ∈ G1 , such that e(a  , b ) = z .
2. Generalized Pairing Inversion: Let e : G1 × G2 → GT be a non-degenerate
bilinear pairing and z ∈ GT , find a ∈ G1 and b ∈ G2 such that e(a, b) = z.
It is worth noting that since G1 , G2 and GT are cyclic or order r, then the above problems
will have unique solutions in each case. These problems are referred to as the pairing
inversion problems. They appear in Joux [8] but their origins are unknown. Study of
the difficulty of the pairing inversion problems is an open problem (see Satoh [14]) in
pairing based cryptography that has implications not to just pairing based cryptography,
but also to all cryptography based on exponentiation in finite fields.
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Conclusion

During the IPAM(2006) workshop on number theory and cryptography, Tanja Lange
(Eindhoven University of Technology) gave a presentation on “Open Problems in Pairings”. He talked of about 6 open problems in pairings with one of them being on the
difficulty of pairing inversion problem. It is assumed that the pairing inversion problem
is more difficult than the elliptic curve discrete logarithm problem however, it is known
how hard the problem really is.
As at 2007, Takakazu Satoh admits that to the best of his knowledge there were
neither known feasible algorithms for pairings inversions nor published proofs that the
problem is infeasible.
Galbriath et al. [7] proposed and analyzed a multivariate attack on the pairing inversion problem. Their findings supported the belief that the pairing inversion problem is a
hard computational problem.
Recent progress on pairing implementation has made some pairings extremely simple
and fast to compute. Hence, it seems appropriate to re-evaluate the security of pairing
based cryptography in light of such progress.
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