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Abstract 

Malware  is a malicious  code developed  to harm  a computer or network. Three  

main  methods are in existence to detect malware: Signature based,  Behavioral 

based  and  Heuristic ones.  Signature based  malware detection is a traditional 

method and  most  widely used  method used  by commercial antiviruses but  it 

can be used  to detect malware which  are  completely known  and  documented.  

Behavioral detection differs from  appearance detection in that it identifies  the  

actions  performed by the  malware rather than syntactic markers. The  problem  

of reliably identifying a  bounded-length mutating virus  is NP-complete.  This  

study,  therefore, employ  machine   learning classification methods for 

detection of malware. In this  paper  we develop  classification model  to classify 

the  files into malware and benign  ones.  The dataset consists  of 2709 benign  

files and 4060 malware files. The total number of opcodes  used  for 

classification are  1807.   Three  Feature selection  methods are  attempted 

namely,  chisquare, Mutual information and  extra  trees  classifier.   The  

features obtained from these  three  classifiers  along  with  raw features of 

benign  and  malware filesare  combined to  form  a feature set.   Naive  Bayes’  

Classifier,  Decision  Tree, Random Forest, Gradient Boost  and  XGBoost are 

employed  for classification of malware. The  best  classification methods are  

Random Forest and  XG  Boost  which  have  classified  the  subjects with  over  

99.95% accuracy. This can prove to be a useful screening  tool for detecting 

malware. The best performing feature set is the set of features present in 

malware set but  absent in benign  set. 
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1  INTRODUCTION 

Malware  is a malicious  code developed  with  the  intent to harm  a computer or 

network.   Cohen  (1987) introduces "computer viruses"  and  examines  their  potential 

for causing  widespread  damage  to computer systems.   It  presents basic theoretical 

results  and the infeasibility  of viral defense in large classes of systems as well. It 

presents  defensive schemes and several experiments. It also presents  a framework for 

formal definition of virus and protection from that. The number  of malware is growing 

at an exponential rate and this inevitably  makes security researchers  come up with 

new methods  to detect  malware and protect computers  and networks.  Three main 

methods  are in existence to detect malware:  Signature based,  Behavioral  based and 

Heuristic  ones (Bazrafshan et al., 2013).  Signature based malware detection  is a 

traditional method  and  most  widespread  method  used by commercial  antiviruses 

but  it can only be used to detect  malware  which are completely  known  and  

documented.  Behavioral  malware  detection  methods  are used to detect  malware  

undetectable be detected  by traditional methods.  However, due to some shortcomings  

of the above two methods,  the heuristic  methods  have been introduced. (Bazrafshan 

et al., 2013) discusses various methods which include  the  state  of the  art  heuristic  

malware  detection  methods  and  briefly overviews various  features  used in these 

methods  such as API Calls, OpCodes,  N-Grams  etc.  and discusses their  advantages 

and disadvantages. 

Behavioral  detection  (Jacob  et al., 2008) is different from appearance detection  in 

that it identifies  the  actions performed  by the  malware  instead  of syntactic markers.   

Identifying  these  malicious  actions  and  interpreting their final  purpose  is a  complex  

reasoning  process.    This  paper  shows  a  survey  of the  different reasoning  techniques 

deployed  among  the  behavioral  detectors.   Webster   and  Malcolm  (2006)  describes  

a  new  approach towards  the detection  of metamorphic computer viruses,  which is 

through the  algebraic  specification  of an assembly  language. Metamorphic computer 

viruses are computer viruses which apply a variety  of syntax-mutating, behaviour-

preserving metamorphoses to their code in order to defend themselves  against  static  

analysis based detection  methods.  Spinellis (2003) proves that the  problem  of 

identifying  reliably  a bounded-length mutating virus is NP-complete by showing that 

a virus detector  for a certain  virus strain  can be used to solve the satisfiability problem.  

We, therefore,  employ machine  learning  classification  methods  methods  for 

detection  of malware.   In this  paper  we develop  classification model to classify the 

files into malware  and benign ones. 

 

2  OBJECTIVE 

The aim of the study is to develop a classification model for classifying benign and 

malware files. Various classification models are used and compared  based on 

classification accuracy.  The feature vectors are the opcodes.  Since sequential pattern 

of opcodes is not  captured by the  datasets, only 1-gram  opcodes are used for 

classification.   This  approach stands  limited  in capturing polymorphic  and 

metamorphic malware.. 
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3  DATASET 

The dataset for this study  has been collected from open data  sources.  There  are 2709 

benign files and 4060 malware files. The  total  number  of opcodes used for 

classification  are 1807.  Therefore,  the  dataset consists  of two excel csv files, one 

containing  opcodes of benign  files and  the  other  containing  opcodes of malware  

files.  These  two  csv files have 1808 columns.  The first column gives the filename 

and rest 1807 columns demote  their  opcodes.There are 2709 records in the benign csv 

file and 4060 records in the malware  csv file. 

 

4  DATA PREPROCESSING 

The datasets are initially  checked for presence of literals  in the fields and it is found 

that all the files except filenames are numeric  fields.  The  filename field is not  

considered  for classification  since it is too trivial  a feature  and  can be easily changed  

anytime.  Total  no of features  are thus  1807, no of Benign files are 2709 and  no of 

malware  files are 4060.  The  label field (class = 0 for benign  and  1 for malware)  is 

added  in both  the  benign  and  malware  files and then  the  two  datasets are merged  

into  a combined  dataset containing  6769 rows.  This  is the  prepared dataset for our 

modeling. 

 

5  ANALYSIS 

To do the  descriptive  analysis,  the  sums of the  columns  are taken  to locate  the  

differentiating pattern and  the  bar chart  of top 20 features  (in terms  of column sums) 

are drawn  for both  benign as well as malware.  It is observed that top  20 features  for 

both  categories  do share  some of the  features.   The  bar  charts  for Top  20 features  

are shown in Figure  1 and Figure  2. 

Five approaches were considered  to find out the discerning  features  for classification 

1. Top 20 features  (in terms  of sums of frequencies)  in the benign set 

2. Top 20 features  (in terms  of sums of frequencies)  in the malware  set 

3. Features absent in benign set but  present in malware  set 

4. Features absent in malware  set but  present in benign set 

5. Features obtained from  feature  selection  methods  Three  Feature selection  

methods  are  attempted namely, chisquare,  Mutual  information and extra  trees 

classifier.  The features  obtained from these three  classifiers are combined  to 

form a feature  set in this case. 
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Figure 1: Top 20 features  of benign set 

 

Figure 2:  Top 20 features  of malware  set 
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Classification Methods:   Five classification  methods  are used and compared  in this 

study 

• Naive Bayes’ Classifier:  These are a family of simple probabilistic classifiers based 

on applying  Bayes’ theorem with strong  naive independence  assumptions between  

the features. 

• Decision Tree: A decision tree  is a flowchart-like  structure in which each internal  

node represents a "test" on an attribute (e.g.  whether  a coin flip comes up heads or 

tails),  each branch  represents the outcome  of the test, and each leaf node represents a 

class label (decision taken  after computing  all attributes). The paths  from root to leaf 

represent classification  rules. 

• Random Forest:  It  consists  of a large number  of individual  decision trees  that 

operate  as an ensemble.  Each individual  tree in the random  forest spits out a class 

prediction  and the class with the most votes becomes our model’s prediction 

• Gradient Boost: An ensemble is just a collection of predictors which come together  

(e.g.  mean of all predictions) to give a final prediction. The reason we use ensembles 

is that many different predictors trying  to predict  same target variable  will perform  a 

better job than  any  single predictor  alone.  Ensembling  techniques  are further 

classified  into  Bagging  and  Boosting.    Bagging  is a  simple  ensembling  technique   

in  which  we build  many independent predictors/models/learners and  combine them  

using some model averaging  techniques. Example of bagging ensemble is Random  

Forest  models.  Boosting  is an ensemble technique  in which the predictors are not 

made independently, but sequentially. This technique  employs the logic in which the 

subsequent predictors learn  from the  mistakes  of the  previous  predictors. The  

predictors can be chosen from a range  of models like decision trees,  regressors,  

classifiers etc.  We need to choose the  stopping  criteria  carefully  or it could lead to 

overfitting  on training data.   Gradient Boosting  is an example  of boosting  algorithm.  

Gradient boosting  is a machine  learning  technique  for regression  and  classification  

problems,  which produces  a prediction  model in the form of an ensemble of weak 

prediction  models, typically decision trees. 

• XGBoost: XGBoost  is an  implementation of gradient boosted  decision  trees  

designed  for speed  and  perfor- mance  induced  by parallelization, hardware 

optimization and  tree  pruning.   In prediction  problems  involving unstructured data  

(images,  text,  etc.)   artificial  neural  networks  tend  to  outperform all other  

algorithms  or frameworks.   However,  when it  comes to small-to-medium 

structured/tabular data,  decision tree  based  algo- rithms  are considered  best-in-class  

right now. 

The  sample  is randomly  divided  to training set  (70% of the  subjects)  and  test  set  

(30% of the  subjects). The model is trained on the training set and the prediction 

accuracy  is found on the test  set. 
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6  RESULTS 

Results  are shown in the Table  1 

Table 1:  Classification  accuracies  of feature  sets and various  models 

Model Top  20 

benign 

features 

Top  20 

malware 

features 

Features 

present 

in 

benign 

Features 

present 

in 

malware 

Features based  

on feature 

selection 

methods 

Naive  Baye’s 17.73 16.99 27.72 99.85 86.41 

Decision  Tree 35.50 35.11 98.52 99.80 97.59 

Random Forest 36.19 36.34 98.77 99.95 98.67 

Gradient 

Boosting 

No 

convergence 

No 

convergence 

97.29 99.80 98.18 

XG  Boost No 

convergence 

No 

convergence 

98.77 99.95 98.23 

 

It  is observed  that both  the  Max20  features  performed  poorly.   This  may  be  

because  of the  fact  that many Max20 features  are common  and  may not  be 

differentiating.  The  best  classification  accuracy  achieved  is 99.95 (ie. Misclassified 

sample is only 1 and Correctly  classified samples are 2030), both for Random  Forest  

and XG Boost and the best performing  feature  set is the set of features  present in 

malware  set but  absent in benign set.  Naive Baye’s, despite  having  the  independence  

assumption for its  features,  performs  well if the  feature  selection  is appropriate. 

Therefore,  feature  selection is very important in classification  and an important 

determinant of prediction  accuracy. 

 

7  CONCLUSION 

With  the available  data  set, the best classification  methods  are Random  Forest  and 

XG Boost which have classified the  subjects  with  over 99.95% accuracy.   This  can 

prove  to be a useful screening  tool for detecting  malware.   The best performing  

feature  set is the set of features  present in malware  set but  absent in benign set. 

 

8  DISCUSSION 

The  system  is found  to  classify malware  and  benign  files with  99.95% accuracy.   

This  can  be used as an  effective screening  tool  and  further  mechanisms  like 

signature  detection  and  anomaly  based  detection  can  be employed  to improve the 

system 
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