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Abstract 

The proposed work is implemented to overcome the drawbacks of traditional 

work. In this, two biometric parameters are used for the purpose of securing 

the system from spoofing attacks. The face and fingerprint biometric traits are 

used and then PCA(principal component analysis) is used for extracting the 

features of fingerprint images and LBP(Local Binary Pattern) is used for the 

purpose of extracting the features of facial images. Then the extracted features 

are used to apply the Encryption in order to secure them from spoofing. After 

applying encryption, the features are converted into decrypted format. Then at 

the time of testing the feature matching will be done only if the private key for 

decrypting the data is available. After decryption the matching of the features 

will be performed. Hence in this way proposed work provides high security to 

the data by applying the concept of RSA cryptography. 
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I.  INTRODUCTION  

Biometrics is mechanized strategies for perceiving a man in view of a physiological 

or behavioral trademark. The past of biometrics incorporates the distinguishing proof 

of individuals by particular body elements, marks or some unique features that 
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distinguish them from other individuals like height, skin color or texture, retina, voice 

etc. The present components are face acknowledgment, fingerprints, penmanship, 

hand geometry, iris, vein, voice and retinal output. These biometric traits are more 

vulnerable to the attacks or unauthorized access. Hence to provide the security to the 

biometric system is one of the major aspect or need of the today’s era. After having a 

review over the traditional work it is observed that the traditionally implemented 

techniques were not able to handle the spoofing attack to the data in other words they 

were less secure. Hence there is a need to develop such a mechanism which can 

provide the high level security to the system [1].  

 

Basic Steps in Face recognition System: Face recognition can broadly be divided 

into four major steps as shown in figure 1.  

 

 

Fig 1. Block diagram of face recognition 

 

Basic Steps in Fingerprint recognition System: Fingerprint recognition can broadly 

be divided into four major steps as shown in figure 2. 

Firstly we take input image from the standard database. Secondly pre-processing is 

performed to improve the image quality and to reduce the noise in the taken images. 

In the next phase feature extractions is clearly taken after pre-processed input image 

to a very good level and relevant features are identified which can help in 

distinguishing that person to the other persons. In the last phase a template is 

generated for enrolment and matching purpose. Finally a matching is done at 

biometric matcher after that a matching score is given dependent on the features. 
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Fig 2. Block diagram of fingerprint recognition 

 

1. M. M. H. Ali [2], highlighted on previous studies on a basic fingerprint 

recognition system. In this paper, summaries of fingerprint databases with 

characteristics are given. 

2. V. J. Rathod [3], proposed techniques like phase-based image matching in 

Fingerprint Recognition system designed in order to reduce the False 

Acceptance Rate (FAR) and False Rejection Rate (FRR) and to improve the 

performance of the system. In this paper gaps are also identified and an 

optimum approach is considered. 

3. C. C. Liao and C. T. Chiu [4], proposed fingerprint matching method by 

combining different features like minutiae and ridge. By performing an 

experiment on FVC2002 database, the equal error rate (EER) is around 0.82 

4. R. Oulhiq [5], proposed a use of number of bifurcations in an image localities 

and also use of Artificial Neural Network (ANN) for classification. 

5. J. F. Lim and R. K. Y. Chin [6], proposed a hybrid method to improve the 

accuracy of low quality fingerprint matching by integrating specific features 

from image based techniques into minutiae based technique. 

 

Proposed work: In the proposed work of securing the database of face and 

fingerprints features, following steps are implemented: 
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Fig 3. Block diagram of proposed work 

 

a) Taking images of face and fingerprints as an inputs in the form of 

“.bmp”,”.tiff”,”.png” format. 

b) Extracting the features of face by the LBP (Local Binary Pattern) algorithm and 

that of fingerprint by PCA (Principal Component Analysis) algorithm. 

c) RSA algorithm is applied on the extracted features of face and fingerprints and 

private key is generated to secure the database. 

d) In order to access the database, private key is taken as an input and decryption of 

extracted features are performed. 

e) After accessing the extracted features matching is done for the authentication. 

 

II. METHODOLOGY 

A. LBP (LOCAL BINARY PATTERN): 

In the image for a given pixel, an LBP code is calculated by comparing it with its 

neighbors [7, 8]: 

LBPP,R = ∑ s(𝑔𝑝 − 𝑔𝑐) 
𝑃−1

𝑝=0
2P  , s(x) = 1,x≥0; 0,x<0 
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where gc = gray value of the central pixel, gp = the value of its neighbors, P is the 

total number of involved neighbors and R is the radius of the neighborhood. Let the 

coordinate of gc is (0, 0), then the coordinates of gp are ( R cos(2π p / P), R sin(2π p / 

P)). The gray values of neighbors which are not in the image grids can be calculated 

by an interpolation. Let the image is of size I*J. A histogram is calculated to represent 

the texture image after the LBP pattern of each pixel is recognized: 

𝐻(𝑘) = ∑ ∑ f(
𝐽

𝑗=1

𝐼

𝑖=1
LBP𝑃,𝑅(i, j), k) , k ϵ [0,K] 

 

f(x,y) = 1,x=y; 0,otherwise 
 

where K =  the maximal LBP pattern value. The U value of an 

LBP pattern is defined as the number of spatial transitions (bitwise 0/1 changes) in 

that pattern. 
 

The uniform LBP patterns refer to the patterns which have limited transition or 

discontinuities (U<=2) in the circular binary presentation. In practice, the mapping 

from LBPP,R to LBPP,R
u2(superscript “u2” means uniform patterns with U<=2),R 

which has P*(P-1)+3 distinct output values, is implemented with a lookup table of 

2^p elements. 

For rotation invariance, a locally rotation invariant pattern is defined as: 

LBPP,R 
riu2 = ∑ s(𝑔𝑝 − 𝑔𝑐) 

𝑃−1

𝑝=0
, if U(LBPP,R ) ≤ 2;P+1, other 

the mapping from LBPP,R to LBPP,R 
riu2(superscript “riu2” means rotation invariant 

uniform patterns with U<=2), which has P+2 distinct output values, can be 

implemented with a lookup table. 

 

 

Fig 4. Central pixel gc with its P circularly evenly spaced neighbors of radius R. 
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Fig 5. (a) 3x3 sampling block; (b) the local differences of pixels; (c) the sign and  

(d) magnitude components of pixels. 

 

Referring to Fig. 4, given a central pixel gc and its P circularly and evenly spaced 

neighbors gp,p=0,1,...,P-1, we calculate the difference between gc and gp as dp = gp - 

gc . The local difference vector [d0,..., dp-1] represents the image local structure at gc 

. Due to the central gray level gc is removed, [d0,..., dp-1] is more vigorous to 

illumination changes and they are more efficient than the original image in pattern 

matching. dp can be further decomposed into two components: 

 dp = sp * mp  

              sp = sign(dp); mp = │dp│  

where 

 sp = 1,dp≥0;  -1,dp<0 

 is the sign of dp and mp is the magnitude of dp . [ d0 ,..., dp-1] is transformed into a 

sign vector [s0 ,..., sp-1] and a magnitude vector [m0 ,..., mp-1] . 

The above Eq. is the local difference sign-magnitude transform (LDSMT). [s0,..., sp-

1] and [m0,…,mp-1]  complements each other and the original difference vector 

[d0,…,dp-1] can be reconstructed from them. Fig. 5 shows an example. Fig. 5a is the 

original 3x3 sampling block of local structure having value of central pixel of 26. The 

difference vector (Fig.5b) is [2, 8,-14,-17,-16, 73, 38, 30]. After LDSMT, the sign 

vector (Fig. 5c) is [1,1,-1,-1,-1,1,1,1] and the magnitude vector (Fig. 5d) is [2, 8, 14, 

17, 16, 73, 38, 30]. It can be shown that the original LBP uses only the sign vector to 

code the local pattern as an 8-bit string “11000111” (“-1” is coded as “0”). 
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B. PCA (PRINCIPAL COMPONENT ANALYSIS): 

PCA steps: transform an 𝑁 × 𝑑 matrix 𝑋 into an 𝑁 × 𝑚 matrix 𝑌: 

• Centralized the data (subtract the mean). 

• Calculate the 𝑑 × 𝑑 covariance matrix: C = 1/𝑁−1 * 𝑋T * X 

                                    o 𝐶𝑖,𝑗 =  1/(N-1) ∑ (𝑋𝑞,𝑖 ∗ 𝑋𝑞,𝑗) 
𝑁

𝑞=1
 

o 𝐶𝑖,𝑖 (diagonal) is the variance of variable i. 

o 𝐶𝑖,𝑗 (off-diagonal) is the covariance between variables i and j. 

• Calculate the eigenvectors of the covariance matrix (orthonormal). 

• Select m eigenvectors that correspond to the largest m eigen values to be the new 

basis. 

 

C. RSA (Ron Rivest, Adi Shamir and Leonard Adleman): 

Modern computers use RSA (Ron Rivest, Adi Shamir and Leonard Adelman), 

algorithm for an encryption and decryption of messages, introduced in 1978. It is also 

known an asymmetric cryptographic algorithm means that there are two different keys 

namely private key and public key. This is also known as public key cryptography, 

because one of key is declared publicly and other key kept private. Finding of the 

factors of an integer is tough and complex. A user of RSA calculates and then 

declares the product of two large prime numbers, along with an auxiliary value, as 

public key. The prime factors must be kept secret. Anyone can use the public key for 

an encryption of a message, but if the public key is large enough, someone with 

knowledge of the prime factors can decode the message [9]. 

RSA creates a public key and private key. The public key can be known to everyone, 

it is used to encrypt messages. Messages encrypted using the public key can only be 

decrypted with the private key. The keys for the RSA algorithm are generated the 

following way: 

1. Select two different large random prime numbers p and q.   

2. Calculate n = p*q, n is the modulus for the public key and the private keys. 

3. Calculate the totient: Ф(n) = (p-1)*(q-1). 

4. Choose an integer e, such that 1<e<Ф(n), and e is co-prime to Ф(n) ie: gcd(e, 

Ф(n)) = 1, e is released as the public key exponent. 

5. Compute d to satisfy congruence relation ie: d*e = 1 + k* Ф(n) for some 

integer k. d is kept as the private key exponent. 

The public key is composed of the modulus n and the public (or encryption)  

exponent e. 

https://simple.wikipedia.org/wiki/Key_(cryptography)
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The private key is composed of the modulus n  and the private (or decryption) 

exponent  d which must be kept secret. 

 Encrypting messages : 

Alice gives her public key (n & e ) to Bob and keeps her private key secret. Bob 

wants to send message M to Alice. 

First he turns M into a number  smaller than  by using an agreed-upon reversible 

protocol known as a padding scheme. He then computes the cipher text c: 

c = me mod n 

This can be done quickly using the method of exponentiation by squaring. Bob 

then sends c to Alice. 

 Decrypting messages : 

Alice can recover m and c from  by using her private key d  in the following 

procedure: 

m = cd mod n 

Given m, she can recover the original message M. 

 

III. CONCLUSION 

Due to RSA encryption and decryption of extracted features of face and fingerprints, 

the database will be secured with a database administrator from spoofing attacks. 

Only database administrator can access database because of private key generated. 
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