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Abstract

Smart metering, which is an effective means of data collection. There is a
demand for identifying the consumption of electric power in industry to
calculate the amount of user’s electric energy consumption. Monitoring both
web and mobile communication is predicted using the GSM (Global system
for mobile communication). This an advanced metering intrusion detection
system used to give the latest information consumption data, with the help of a
smart meter. This model has the capability to detect energy theft, more
accurately. Also it gives the information about consumption data. An accurate
model is proposed here for detecting theft-related behavior.

Keywords: Smart meter, advanced metering, storage controller, consumption
data, theft detection.

Introduction

The “smart electricity system” has shifted from conceptual to operational type in the
last few years. The smart gird has undergone significant innovation, with demand
response[1], [2] being the important focus area. The minimization of electricity cost is
to minimize the peak load and moving peak hours claim to the off peak hours.Shifting
electric usage desired to allow for utilization of the generated power, and reduce the
costs to both the consumers and utility companies[3,4].

Literature Survey

The advent of advanced communication infrastructure enables the power provider and
consumer communicate between them. It has become feasible for the utility company
to provide the consumers with time dependent price of electricity, for both real-time
and the day-ahead fashion [5,6,7,8,9]. The user will change their corresponding load
according to the fixed amount. The advanced metering infrastructure[10] has made
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possible to collect the data usage and to communicate with other advanced metering
infrastructure devices.

Using the advanced meter read data, users can schedule the consumption of
electricity using the energy-management controller[6, 11,27]. A programmable logic
controller[12,13] is used which helps to integrate the demand response algorithm.
Programmable logic controller also provide modules to process signals that have
special interfacing requirements[14].

Many companies developed commercial programmable logic controller based
home energy management system recently[15, 16]. The smart grid research
community has been studying the various demand response problems. In [17], the
study is based on the energy scheduling problem.Here, the assumption is based on
known energy consumption for all the appliances. In[18], the energy scheduling is
done, under the assumption of known operating times for all the appliances. Both
works consider a single user scenario in according to find the optimal start times of
the appliances in a system with the multiple users, under the assumption of a known
energy consumption for all the appliances.

In [19,21], the author solves the same problem in a distributed framework using a
stochastic algorithm. In [11], the author propose an energy scheduling scheme, where
the start time and the end time are known priorly, and the energy consumption is
varied continuously. The distributed optimization is sequential and all users have to
broadcast their schedules to all other users in the system. Also, all the appliances are
assumed to belong to the same class. In[22], the author proposed the two component
each counterbalanceing a transmitor series volt injection, It connected with common
dc-link. In[23], the author proposed the approach of wireless sensor network
application to do the real-time data at the water supply sources to obtain the required
parameters measuring to optimizing the water resource management.A smart
algorithm for XML parsing and secured personalized access is discussed [24,25].
Detection of duplicates and threats is done by using string based algorithm[26].

The aim is to develop a model, where both web and mobile infrastructure calculate
the bill amount .The server will provide the accurate bill to the user. Also to detect the
EB theft by analyzing the transformer load. Now a days, users are build based on the
electric bill, wastage of time and it does not provide for a robust dynamic pay-per-use
mechanism. Against this background, a distributed algorithm of appliance scheduling
for home energy management system like electricity meter readings, water reading,
have been developed.

The present work about the architecture of the smart metering module; introduce
the billing model used and the resulting pricing mechanism. The Node controller is
the front end of the web infrastructure. The main functions of the node controller are:
monitoring the resource availability; running instances; and resource arbitration. The
cluster controller manages one or more nodes in the infrastructure and is responsible
for deploying web instances on the nodes. Smart metering module is used for
Monitoring resource utilization of the infrastructure and Monitoring resource
utilization of the in Fig,1 describes the user’s information is sent to node controller to
analysis the amount of units and then it is stored in the storage system.
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Figure 1: Architecture of the proposed system
System Models

Node Controller & Analysis:

In node controller, the node may be the single phase or the three phases. It consist of
potential transmitter, load transmitter to transmit node from one end to another and
the automatic reading machine which is used to display the amount of user’s usage.

Storage Controller

The user’s usage of load is stored in the storage controller. The storage controller
which is used to store the data in automatic reading machine. The readings are
sending through the GSM. It consists of capacitor, load transmitter and the potential
transmitter.

Billing Model & Pricing Model
In this module, the user will get regular alerts on the amount of power consumed
every day. The user will get the optimized amount of power consumption.

Theft Detection:

This Module provides efficient method for detecting and controlling external
tempering, when thefts are happening and then apply certain strategy to control this
process. Currently energy meter is used for detection. If heavy load is introduced in
between transformer and energy meter, it will consume large amount of energy. By
recording this, energy theft can be detected.

Both web and mobile Alerts

Energy Meter reading was monitored using Global System for Mobile communication
(GSM )Module, which is interfaced with the Energy Meter so that service provider
came to know immediately by Short Messaging Service(SMS). If any theft is
deducted between transformer and energy meter, GSM Module at meter side sends
message to the service provider through GSM. Web alert is provided by mail services.
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AES pseudo code:

Cipher (byte in [16], byte out [16], and key_arrayround_key [n + 1])
Begin

Byte state [16];

State = in;

AddRoundKey (state, round_key[0]);
for i =1 to n-1 stepsize 1 do
SubBytes (state);

ShiftRows (state);

MixColumns (state);

AddRoundKey (state, round_key[i]);
End for

SubBytes (state);

ShiftRows (state);

AddRoundKey (state, round_key[n]);
End

Advanced Encryption Standard Features
In AES algorithm, it performs to get the cipher text values. It consists of 10 round
processes. In the first nine rounds all the four transformations will be taken place
where as in the tenth round only three transformations will take place the mix column
will not be taken into consideration. The matrix multiplication which is used to
calculate the values in matrix form.

It consists of 4*4 matrix transformation

128 bit plaintext block 128 bit plaintext block
K
Addround key E
bo-bs bo-ba
Y
5 Round 9
Round1
by-br c by-bs
| .
Round 2 E »| Roundg
bs-b11 bg-b11
D
u
L
E
Round10 < »| Addround key
bap-baa bag-haa
128 bit ciphertext block 128 bit ciphertext block

Figure 2: Transformation structure of AES
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In the above fig.2 the plaintext undergo ten transformation techniques to get the
cipher text.

Sub Bytes:

Sub bytes defined as the byte-by-byte substitutions. Each input byte produces the
substitution byte for using the matrix transformation. The size of the matrix
transformation is 16 x 16. The input byte used to find the substitute; here, divide the
two 4-bit patterns by input byte, each input byte requires the integer value from 0 to
15. The 16x16 matrix transformation requires the row and the column index. The row
index tends to the first hex values and the column index tends to another hex values.
ai=a (n+2) mod 8 ® a (n+5) mod 8 ® a (n+7) mod 8 ® c; where ¢; is the n™ bit
element of the byte value c then the hex decimal value will be 0x05. At last, it
regenerates the byte with the help of its multiplicative process. The S-box behavior
will be the 16 x 16 matrix transformation which is same for all the byte values.

Shiftrows:
The shift rows consists of four steps.

1. Row one is fixed

2. Row two moves one byte left

3. Row three moves two byte left

4. Row four moves three byte left

The first four values are filled in the array of first column; the second four values
are filled in the array of second column; simultaneously the third and fourth values
follow

If the row is left unaltered; the row one is fixed, the row two moves one byte right,
the row three moves two byte left, simultaneously, row four follows

Mix Columns
The column of each byte replaces the function of all bytes in that same column. Then,
the column in each byte replaces that byte by two times, then adds the next byte by
three times, and adds the next bytes; add the other byte that follows. The state array of
bytes in the first row can be stated as,

r'0,m = (0x02 x r0,m) & (0x03 x r1,m) ® r2,m® r3,m

The byte in row two is

r'l, m=r0,m® (0x02 x r1,m) ® (0x03 x r2,m) & r3,m

The byte in row three is

r'2, m=r0,m @ rl,m ® (0x02 x r2,m) & (0x03 x r3,m)

The byte in row four is

r'3, m=(0x03xr0,m) ® rl, m ® r2m (0x02 x r3,m)

Addroundkey

The 128-bit encryption key of each rounds have its own rounds key. Each round of
transformation step takes place in both encryption and decryption. The form of state
array is arranged in 128-bit input block, the aes algorithm of 4x4 array is arranged in
the form of 16 bytes of encryption key. The 128-bit key of the round being in one-one
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correspondence. The key expansion which is divorced conceptually from the round
based input block.

Key Expansion

Key (byte key [4*NK], word z [Nb*(Nr+1)], Nk)
begin

word temp

n=0

While (n<NKk)

z[n]=word(key[4*n], key[4*n+1], key[4*n+2], key[4*n+3])
n=n+1

end while

n=Nk

while (n<Nb*(Nr+1))

temp=z[n-1]

if(n mod Nk=0)
temp=sword(Rword(temp))xorRcon[i/NK]
else

if (Nk>6 and n mod Nk=4)
temp=sword(temp)

end if

z[n]=z[word]xor temp

n=n+1

end while

end

AES performs the 10 round to convert plain text into cipher text
n<Nb(Nr+1) (1)

The sword which is function of four byte input word. The Rword which is to
performs the permutation and the Rcon which contain the values xn-1 being the X
powers.

Encryption

First, the original text that means empty text is changed into bytes and the AES
algorithm performs the encryption, need to generate both the keys i.e. derived bytes
and symmetric key.

Decryption
In encrypted text, the cipher text also changed into bytes and also the encryption
process generates the both keys i.e. derived bytes and symmetric key.

The plain text space is denoted by P = C = Z", Typically, N >64 bytes. In round
structure, apply some functions on intermediate cipher texts repeatedly N, times. Use
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different round key K" defined from k during n™ term. Decryption should be same as
encryption.

Begin
INPUT: plaintext x, key K
OUTPUT: cipher text y = ex(X) .
Assumed the round function g, last round h, key
Scheduling procedure giving K".
2%=x
for n=1t0 N,-1
e )
y=g(z"" K™)

End for
End

Length or bit strings is to the length K bit strings. It is defined using S-boxes on
sub strings of input [21]. So, it is very efficient in hardware based S-box: ms The
resulting substitution is

6 (W)=ms(Wew)|[rs(W@)ll- - [[s(W(m) @)

In permutation, when the domain is equal to co domain p is used. In expansion,
when the domain is less than co domain domain<co domain , & is used. In contraction,
when domain is greater than co domain domain>co domain, the symbol used is ,x.
The defined substitution ¢ from predefined S-box and the predefined permutation p.
The round function is

g(w,KH=pos(w@K') 3)
Final round-no permutation + whitening.
h(w,k)=c(w@K"") @K (4)
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Round function

Begin _

g(w,K") = WrlWL Dp(c(E(WR)DK'))

Beginning and end slightly different

Apply “initial permutation” IP at start

Apply swap and at end (no key):

h(w) = 1P (wg|jw.)

Initial XOR with first round key

Substitution ¢ = Sub Bytes at round-start

Permutation p = Shift Rows mid-round

Linear tarns’ = Mix Columns near end

Round function: _ _

gw' K') = popoo(w' )®K'

o and p have natural interpretations as field theoretic functions viewing P = Fg.
First block yo= rand. Initialization vector (V)

Ciphers block formula:

Yi= ex(Yia@®xi)

Output feed back generates IV generates key-stream XOR’ed with plaintext
zZi=ex(Zi1)

Cipher block formula is

Yi=Xi®Dzi

It is synchronous stream cipher

In Cipher Feed-Back, IV generates key-stream XOR’ed with plaintexts:
zZi= ex(zi.1)

End

In sub bytes, the matrix transformation values will add the s-box values to get the
cipher text. AES works in both the software and hardware. Here we are using the 128-
bit key to process the 10 iterations of AES transformation.

80
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Figure 3: Per day consumption
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Figure 4: Per month consumption

Fig.3 shows, the per day consumption rate of electricity is reduced after
optimization. Fig 4 shows the per month consumption rate of electricity is reduced
after optimization. Here we are using three techniques 1) cipher block,2)output
feedback,3)cipher feedback. It generates,4)key-stream XOR with the plaintext.

Conclusion

In this paper, we propose a smart metering to control power consumption in
commercial buildings. This paper presents the advanced encryption standard
algorithm protect to get the optimized values.
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