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Abstract

Trust management is an approach to provide trustworthiness among any node
to node communication. Establishing trust is more difficult in Mobile ad-hoc
networks (MANETS) than existing traditional infrastructure based network. In
MANET there is no centralized control. Hence no third party can be used. In
this paper we have proposed trust management scheme for detecting attacks in
MANET. This trust management scheme is based on grey theory. We have
evaluated the performance using NS-2 simulator. We have tested for both
static and in mobility condition. This trust management system calculates the
trust value to detect the abnormal behaviors based on various parameters.

Keywords: grey theory, fuzzy set, attacks

I. Introduction

MANETS are multihop wireless networks with changing network topology. MANETS
are small network and can be formed in emergency situations like hostile places.
Hence node can be easily compromised. MANET has lot of challenges like limited
bandwidth, resource constraint as it is running on battery power and dynamically
changing network topology [1]. So establishing trust in manet is a challenging task. In
MANET to increase cooperation among nodes, neighbor node should build trust over
a particular period of time. In MANET there are huge no. of attacks and there are
various solutions have been proposed to prevent some attacks [1]. To prevent attack
single layer solutions will not be sufficient and needs multiple layer information to
detect a malicious node [2].One major threat in MANET is due to compromised node.
Using a compromised node, attacker may execute lots of attacks like sending false
routing information. By establishing trust we can detect and isolate an attacker node.
In MANET a node has to act as routers as well as source and destination node.
MANETSs are temporary in nature, because node may join or leave the network
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anytime. As nodes are running on battery power, some selfish node may not involve
in routing thus leaving network into partition. This type of attack is a passive attack.
In black hole attack, the attacker node informs that it has shortest route to destination
to divert the traffic to itself. After that malicious node may drop the packet or perform
Man in the middle attack. In Gray hole attack an attacker initially agrees to behave
correctly but after a while malicious node starts dropping the packet which may lead
to a DOS attack. In this paper we have introduced a trust management scheme which
considers multiple parameters to calculate the trust value to identify a malicious
node. We have used grey theory with whitenization function to detect malicious node.
Generally only packet loss rate is used to identify a malicious node. In this scheme
multiple parameters are used to detect the attacks.

Il. Related Work

Trust management between nodes is done through a central authority or by nodes or
in combined. Both these techniques come under related work. Khaled Hamouid and
Kamel Adi [15] proposes self certified based trust establishment scheme in adhoc
networks. Zhou [8] proposes the idea of utilizing the threshold cryptography to
distribute trust in MANET. Davis [7] proposes use of certificates based on
hierarchical trust model to manage trust. In reputation based trust model the outcome
of the past transactions are stored as trust vectors for other nodes. Trust management
framework [10] proposed by N. Li and S. K. Das includes reputation system with
watchdog. Watchdog will monitor how many packets are being forwarded and how
many acks are received for the sent packet. But in distributed reputation scheme,
based on Dampster theory, uses agent feedbacks to indentify the uncertainty. But
unfortunately this will not identify the black hole and grey hole attacks. J. Guo, A.
Marshall, and B. Zhou [9] proposes a trust management scheme with fuzzy set and
this trust management scheme is for static and with limited parameters. Our trust
model uses grey theory with whitenization function with multiple parameters with
many nodes for both static and mobile nodes.
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Fig 1. Trust Management Scheme



Trust Management Scheme for MANET 23417

Trust relationships

In MANET, trust management of the network depends on the node to get trust value.
Recent trust management framework views neighborhood as three levels. They are
direct trust, indirect trust and recommendation relationships.

Direct trust

Direct trust is evaluated based on the face that previous interactions are successful.
For example trust value for node B is calculated based on the successful
communication between node A and node B.

Indirect trust

Indirect trust is established through another party node, which is based on the
interactions between observed node and one of the observed neighbor node. For
example node C, node D, and node G are indirect trust with node A

C Indirect A

Indirect

Fig.2 Trust Relationships of nodes

Recommendation trust

This trust is established using an intermediate node called as common node. For
example node B and node C will have common node D. If B wants to know the trust
record of D through C, C will calculate the trust value of D based on the observations
of interaction between C and D.

Trust Formation

Grey Theory

For multiple parameters, like data rate, PLR, signal strength, we can use Grey theory
to calculate the trust value. Let X be a grey relational set X=x1,x2,x3. While
xi(1,2....n) is an evaluation index. For example this x1 can be PLR, x2 can be signal
strength, x3 can be data rate, x4 delay and x5 can be throughput During a time period
t=(1,2,...T) from a node point of view for example node A observes the neighboring
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node b’s behavior and calculates the trust value & x=(1,2....n). The framework
calculates the node b’s sample sequence as yb= { 6 ba} and the sample matrix for all
the neighboring nodes at period t.

I11. Trust Formation

Our trust management system combines the grey theory and fuzzy sets for calculating
the trust value. This trust management framework designed to be robust against many
attacks.

Grey Theory

Based on grey theory we can calculate the trust value. From Grey theory, let there be
a grey relational set x={x1,x2,x3....xn}. x= {packet loss rate, signal strength, packet
delivery rate, delay, throughput}.

After some time period from the view of a node x which observes the neighbor
node a and calculates its trust value. This framework will get the nodes sample
sequence xi. After some time period t, the best trust value sequence A=(al,...ai...an)
while ai= best chosen value. Also the worst value sequence B=(b1,...bi...bn).bi is the
worst chosen value. Based on Grey theory we can obtain the Grey relation coefficient
of the best trust value and worst trust value.

(0 }_minilﬂii-imb}ilﬂmﬂxilﬂii—iab}il
’ 8|ji—{ahli+pmaxj|dji—{abli|

At time period t, node b’s best and worst value will be

{ 9,(p }J: Zi:Vi{ea(D}j’I (2)

From the above equations when normal settings p=1/2 the grey value ranges
from .33 to 1. To normalize the value between [0,1]. For that we can convert the
values using mappings y=1.5x-.5. Then using least square methods the TMF can
obtain the node a’s trust value in view of node b.

Trust value Computation

The overall trust value is computed based on fuzzy set. We followed the approach to
identify the trust of a node based on its historical behavior and we get the trust value
based on classes of grey clusters.

The following are the classes of grey clusters.
Al Not trusted

A2 Min trust

A3  Trusted

Whitenization function
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1,x <= .30
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When node x gets trust value of node y from different nodes.
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Whitenization weight of trust value Tyx Txk IS the trust value of x evaluated by node
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If maxs{fs(Tek)} is between certain value grey cluster class is A2,

If maxs{fs(Tek)} is under the value then Al then not quite trusted

If max{fs(Tsk)} is above the value then the class is A3 quite trusted.
The total trust value for node K is

Total T=5( max{fj(Tdirect) )+; 7 ¥ E“:k (max {fj(TK)}) Tk+

> T 2 pan(max {f(THTK
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IV. Discussion and Analysis

Fig. 3 Topology

(6)

(7)



23420 J. Godwin Ponsam and Dr. R.Srinivasan

Topology of nodes

We have analyzed the performance using ns2 simulator. In this simulation AODV
routing protocol is used for routing packets. For this simulation we have used around
6 mobile nodes. Node 1 gets the trust value from other nodes 2,3,4,5 and 6. The size
of each data packets is 120 bytes. The parameters used for observations are delay,
throughput, PLR( packet loss rate). Data rate used is 1 Mbps. In each scenario it took
5 seconds to reach from node 1 to node 2 to get the trust value. In fig.3 each second
the simulator calculates the grey trust value. In fig 4. The PLR is shown due to PDR
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Fig. 4. Trust Values
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Total Trust values

The trust value for node 1 is calculated. We have included direct trust, indirect trust
and recommendation trust obtained from other set of nodes for node as T1, T2 and
T3.
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Fig. 6. Trust Values
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Fig.7. Selfish Grey value

Selfish behavior
Weight vectors {A} are used to find the grey value and framework calculates the trust
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value. These trust values helps to find the abnormal and normal behavior. We have
considered the packet loss rate, signal strength, delay, and throughput and data rate
parameters.

Weight vectors

Al={4, .4,4,4,4} all parameters set to same weight
A2={4,.1,.1,1,1} PLR

A3={.2,.6,.2.,.2,.2} signal strength
A4={.3,.3,.3,.3,.6}delay

A5={1,.1,1,6,1}PDR

Using this framework we can identify the abnormal behavior also we can
identify the parameters responsible for it. Mostly the node can find the difference in
trust value between normal node and selfish node when the parameter has equal
values. By using

V. Conclusion

In this paper we have introduced a trust management scheme which identifies selfish
node which comes under passive attack. In existing scheme which uses only PLR to
find the selfish node but using new trust management scheme we have used many
parameters to find the selfish node. We have used Grey theory with whitenization
function to calculate the trust value. Simulation results show the difference between
normal and abnormal behavior of nodes. Our future work is to find the combined
attacks in MANET.
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