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Abstract 

Mobile Cloud Computing is the rapidly growing technology in 

the field of Information Technology, which enables the users 

to rapidly get connected to the Cloud using Smart phones. 

Security is identified as a major issue of concern in the 

implementation of Mobile Cloud. One major security problem 

in the implementation of Mobile Cloud is the Authentication 

of user, who wishes to connect to the Cloud. Integrity and 

Confidentiality of data and user have to be given highest 

importance, without negotiating the user convenience provided 

by the Smart phones. This paper gives an overview of the 

Mobile cloud computing concepts, the related security issues 

and then proposes a secure touch stroke based Authentication 

method for M-learning application in the Mobile Cloud. 
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INTRODUCTION  

Today’s Mobile technology is the key in achieving cost-cutting 
schemes being used in modern institutions. Companies have 
started to allow the employees to bring their own devices to 
access company data [1]. The convenience and  easy to use 
technology offered by today’s Smart phones has opened up a 
wide range of uses and applications related to modern 
industries.  One of the major technologies employed by the 
modern industries involving the Smart phones is Mobile Cloud 
Computing.  

Mobile Cloud Computing is the hot research issue in industries 
and among the researchers, having many advantages such as 
convenience and ease of access [2]. This new technology has 
turned internet into a separate and vast computing field, having 
a bright prospering future. The uses of this technology has 
covered almost every area including education, e-mail, 
healthcare and Information technology.  

In the education scenario, the institution data resides in the 
Mobile Cloud and the students can access the data by gaining 
access to the Cloud by using their mobile devices. This 
enhances ease of access and convenience as the student can 
access the education resources from anywhere and anytime.  

However, Mobile Cloud Computing has several drawbacks; 
security is being considered as a major challenge among them. 
The fact that, any Mobile device can access the institute data 
opens up a major security risk. To cope with this situation the 
institute has to seriously think about the data and information 
security issues. Thus it becomes necessary for the companies 
and researchers to investigate different data and information 
security mechanisms. 

The authentication of the user who wishes to access the data in 
the cloud is one of the major security issues that have to be 
addressed. To make sure that a legitimate user can only access 
the data in the cloud, a usable, secure and  strong authentication 
mechanism has to be invented.  

This paper starts with discussing Mobile Cloud Computing, its 
benefits and issues. The section 3 discusses various security 
issues involved in the Mobile Cloud. Section 4 explores the 
concept of user authentication and various authentication 
methods proposed for the Mobile Cloud implementation. 
Section 5 proposes a new secure authentication method based 
on touch stroke dynamics for the Mobile Cloud.   

MOBILE CLOUD COMPUTING 

Mobile Cloud Computing refers to an infrastructure where data 
storage and processing happens outside the mobile device and 
actually in the cloud [3]. According ABI Research [4] there 
will be about 1 billion users will be accessing Mobile Cloud 
and more than 240 million businesses will be using cloud 
services through mobile devices by 2015. Now users need not 
spend a lot of money on hardware infrastructure and software, 
instead they can access it on the cloud. 

The Mobile Cloud Computing Forum defines Mobile Cloud as 
follows [5]: ‘Mobile cloud computing is an infrastructure in 
which both the data processing and data storage are performed 
outside the mobile equipment. It moves the computing and data 
storage away from mobile phones and into the cloud, bringing 
applications to not just Smartphone users but a much broader 
range of mobile subscribers. 

Today, the technology associated with the Smart phones are 
growing at rapid phase, resulting in more sophisticated  Smart 
mobile devices whose capability can be compared with the 
personal computers[6]. The modern Smart phones are equipped 
with a lot of features and applications. They have the capability 
of being used moving anywhere and accessing the data any 
time. With their ability of accessing the web anytime and 
anywhere, the mobile phones can be readily connected to the 
cloud emerging in a new computing paradigm called Mobile 
Cloud Computing. Thus Mobile cloud computing is a highly 
promising technology for the future of mobile computing. 

Today a mobile user may require a number of services keeping 
the mobility factor intact. Mobile Cloud is very well suited for 
these users who wish to avail these services while moving 
using their mobile devices. Mobile Cloud can be used for 
mobile transactions, learning new things and even for listening 
music anytime and anywhere. As mentioned in the ABI 
research [7] and Khan et al. [8], Mobile Cloud Computing is 
being used in a wide range of applications in almost every 
field of day to day life. The applications of Mobile Cloud 
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include Email, Mobile Learning, Mobile Commerce, Mobile 
Gaming and Mobile healthcare.  

Mobile Cloud Benefits 

In 2011, Zhang et.al [9] developed a framework for 
collaboration of two technologies namely, Cloud computing 
and Mobile computing. The idea of accessing the cloud 
resources over the mobile device has proved to be a remarkable 
innovative idea that has gained immense popularity due to the 
convenience and benefits offered by this new technology. As 
mentioned by Dinh et.al. [10], common Benefits of Mobile 
Cloud include: 

 Limited hardware: The main benefit of Mobile Cloud is that 
the user need not have sophisticated hardware devices like 
PC and laptops instead use their Mobile devices to access 
the cloud.  

 Limited battery: Since computations take place in the cloud, 
battery of the mobile device will be saved. 

 Improved storage: Since data gets stored in the cloud, we 
can store as much data as needed which is not limited by 
the storage capacity of the mobile device. 

 Improved reliability: Another benefit of storing data in the 
cloud is the fear of data loss is eliminated as the data gets 
stored in multiple computers. 

 Cost reduction: Since cloud supports on demand policy, 
user can use the cloud according to his requirement and 
capacity, cost incurred in downloading and installing the 
applications is reduced. 

Mobile Cloud Challenges 

As any other new technology, Mobile Cloud Computing has 
also a number of issues and challenges. Mobile Cloud is the 
result of the establishment of a bond between two different 
technologies named Mobile computing and Cloud. Among 
them, the cloud has maximum computing facilities whereas the 
mobile device’s computing ability is limited.  Hence there are a 
number of issues which are to be resolved with respect to 
Mobile Cloud. These challenges are related to security, 
resources and network. Fernando et.al [11] has elaborated the 
challenges faced by Mobile Cloud. These challenges include: 

 Battery and hardware limitations: The battery capacity and 
computing resources of the mobile device are usually less 
compared to laptops, in order to keep their cost minimum. 

 Availability: Another barrier in the implementation of 
Mobile Cloud is the availability of internet connection. 
Low signal reception from the tower might result in 
frequent disconnections which may result in inefficient 
operation. 

 Bandwidth and latency: mobile devices need to have high 
bandwidth and low latency, which is difficult to achieve 
due to network connection problems. 

 Security: In Mobile Cloud the user data will reside in the 
cloud. This may result in many data security issues like 
integrity, confidentiality and availability of data. Security 
of data in the cloud is an important research area for the 
future, since security of data is an important factor in the 
success of Mobile Cloud. 

SECURITY IN MOBILE CLOUD 

Mobile Cloud Computing exposes the user’s data to a number 
of security risks. Mobile user’s data integrity and privacy are 
the most important security concerns in the Mobile Cloud. 
NIST special publication on Guidelines on Security and 
Privacy in Cloud Computing [12] has provided clear directions 
on the security and privacy issues faced by the Mobile Cloud. It 
presented several recommendations for secure implementation 
of the Cloud. The document gives a brief coverage on threats, 
risks and probable solutions for the implementation of secure 
cloud.  

In his thesis Sachdeva [13] has studied the possible security 
challenges faced by Cloud Computing and has coined some 
directions to solve some of these security issues. 

As the name Mobile Cloud implies it is a combination of two 
different technologies namely, Mobile Computing and Cloud 
Computing, we have to consider the security risks involved in 
both these technologies [14]. Thus the security related issues 
and challenges in Mobile Cloud are divided in to two 
categories: Mobile Clod User’s security; and Mobile Cloud 
data security as suggested by Huang et al. [15] and Caytiles et 
al. [16].  

Mobile Cloud User Security 

These issues are related to the mobile user who uses the 
facilities offered by the cloud. We know that mobile devices 
are exposed to different types of security vulnerabilities and 
risks such as malwares and malicious codes [17], since the 
mobile device is connected to internet. The connection to the 
cloud also exposes the mobile device into the cloud causing 
some privacy issues [18]. Different security concerns related to 
user security fall into one of the following issues. 

Mobile device security: When the mobile device gets 
connected to the internet, it will be exposed to different types of 
attacks such as Virus, Malware and malicious code. Thus 
getting connected to the cloud implies exposing the mobile 
device into different security attacks. Installing antivirus 
programs might be a solution, however, practically it is a 
constraint on a mobile device. Hence the Mobile Cloud should 
provide some solution to this problem. 

Privacy of the User: When user connects to the cloud through 
internet, all the private information related to the user such as 
user’s present location is exposed. Revealing of such private 
information related to the user is undesired by the user and 
hence some solution has to be found for this problem. 

Data Security and Access: Generally the cloud hosts certain 
user data such as contact information, calendar of events and 
personal data files. This remote data storage results in 
exposure of personal information in to the cloud and can be 
misused by unauthorized person. Another issue in this remote 
storage is availability of data whenever desired. Secure data 
storage and anytime availability of user’s data is an important 
security concern in the implementation of Mobile Cloud. 
Hence proper measures are required to make the remote data 
secured and always available. 

Mobile Cloud Data Security 

Modern industries and individual users have started to take 
advantage of large storage space provided by the Mobile Cloud 
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by storing their data and personal files in the cloud. However, a 
number of security issues arise when the user’s data resides in 
the cloud. These include Data Ownership, Data Integrity, 
Authorization and Authentication. 

Data Ownership: Since the user’s data resides in the cloud, any 
other person can download it and use it for illegal purpose. This 
leads to piracy of digital content such as video, image and 
textbooks and results in ambiguity in ownership of the 
downloaded data. Mobile cloud provides scope for such illegal 
usage of user’s data and is an important security concern. To 
provide solution for this problem cloud has to implement 
certain encryption and decryption techniques, so that only 
authorized users can use the data. 

Data Integrity: Data integrity deals with correctness and 
completeness of data. If the data is stored personally one can be 
sure of data integrity. However when user stores his data 
remotely in the Mobile Cloud, there will be some doubts about 
the completeness of data. Damage to the user data can occur in 
the cloud, since cloud does not have proper integrity control 
mechanisms. Hence for successful Mobile Cloud 
implementation, suitable integrity control measures have to be 
taken by the cloud provider in order to ensure user’s data 
integrity.  

Authentication: Authentication is a process in which one entity 
verifies and confirms the legitimacy of another entity. The 
authentication can be achieved in many ways; using something 
that user knows such as user name and password, using 
something that user has such as Personal Identification Number 
(PIN) or using something that user inherently is such as finger 
print of the user. For providing strong security, the Mobile 
Cloud should have proper as well as a strong authentication 
mechanism to make sure that illegal user does not enter into the 
system. 

Authorization: Authorization is the process in which the system 
makes sure that the user has proper right to certain resources.  
Generally each valid user will be given certain access rights to 
certain resources. For example a valid user after authentication 
process can withdraw money from ATM machine. However he 
is authorized only to withdraw money which is within a 
maximum amount fixed by the bank. For providing strong 
security, the Mobile Cloud should have proper authentication 
mechanisms to make sure that illegal users can not access 
restricted resources.  

Thus data security is the major security concern of the 
companies that are willing to adapt Mobile Cloud. Many of 
these security issues arise due to the fact that the company 
does not have any control over the data stored in the cloud. 
Web browsers and Web services add up the security concern 
in the cloud since the cloud is accessed through the internet. 
Proper security mechanisms have to be developed for the 
cloud computing environment to secure the data that can be 
accessed through the mobile devices [19].  

AUTHENTICATION IN MOBILE CLOUD 

All authentication methods require the user to specify who he is 
or what he knows or what he has to prove that he is the 
legitimate user of that system. What user knows refers to the 
password; what user has refers to the Smartcard and what user 
is refers to biometrics such as the fingerprint of the user. 
Generally, selection of proper authentication mechanism for a 

particular system is based on the device being used by the user 
and trust level of the system.  

Modern mobile devices offer greater flexibility in installing 
different types of applications to be used in a variety of 
purposes. People nowadays use their mobile devices for 
versatile uses such as keeping track of their meetings, to store 
images and videos, to access internet, email and also to access 
the cloud. A number of sensitive personal information is being 
stored in mobile devices. Thus modern smart phones have been 
considered by users as the lighter versions of computers. 

However, modern smart phone’s ability to act as always-on 
devices makes them an easy to attack devices. The data stored 
in these devices are at risk of different types of security attacks, 
when these devices are connected to the cloud. In addition, 
mobile devices can be easily lost or stolen and the intruder third 
party can access the confidential data that is being stored in the 
cloud. Hence it is necessary to have a strong and secure 
authentication scheme for mobile devices accessing the cloud. 
A number of authors have proposed some authentication 
mechanisms for the Mobile Cloud environment which are 
discussed below. 

Chow et.al [20] has proposed an authentication framework 
based on behavioral authentication, translating user behavior 
into a score. Score is assigned to the users on the basis of 
observed behavior and it is processed using some statistical 
method. The user is authenticated only if the score lies within a 
threshold value. The method performed well for small number 
of users. However as the number of users increase, the 
performance started to degrade since the authentication is 
performed by the third party. 

Xiao et.al [21] has proposed a lightweight authentication 
scheme based on dynamic credentials. The method is based on 
the communication between the mobile network and the cloud 
service provider. During registration phase some dynamic 
secrets are shared by the cloud service provider and the user. If 
same dynamic credentials are given by the user he will be 
authenticated. However, if user forgets the secrets shared by 
him during registration, he will be found adversary and 
authentication is denied. 

An authentication scheme for Mobile Cloud using Subscriber 
Identity Module (SIM) was proposed by Z. Ahmed et.al [22]. 
The authentication was done during boot time which was based 
on Universal SIM. The authentication was achieved based on 
the response received from the user for a unique random 
challenge. The scheme showed good performance. However 
this scheme works only if the mobile device supports the 
Universal SIM and does not support other devices such as 
tablets and laptops. 

In 2011, Oh et.al [23] has proposed an authentication scheme 
based on Quick Response Code (QR Code). In this scheme, 
user is supposed to enter user id and password. Along with that 
the user’s image was to be captured by the mobile device. Then 
all these three; user id, password and image will be converted 
into a QR Code. Based on the code received authentication is 
achieved. The scheme provided good authentication since it 
uses the valid user’s image. However it resulted in additional 
burden on the Smart phone user to capture the image and send 
it to the Cloud server. 

In 2012, Yoo et.al [24] has proposed a multiuser authentication 
scheme for the cloud environment based on Cellular Automata. 
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It was a lightweight scheme for authentication in the Mobile 
Cloud. The authentication is based on the communication 
between the mobile network and the cloud server. The mobile 
network performs the authentication and then sends it to the 
cloud. The scheme used the mobile network as the third party 
for authentication. 

Omri et.al [25] has proposed an authentication scheme for the 
Mobile Cloud environment by using the handwriting 
recognition. The mobile device acts as a biometric capturing 
device for capturing the handwriting of the user. Since the 
handwriting of a user is usually unique, this scheme proved to 
be good scheme for authentication. However it gives additional 
burden on the user to capture the handwriting and then send it 
to the cloud server. 

Park et.al [26] has proposed an authentication mechanism 
based on SSP-M Cloud protocol. The scheme had two phases: 
Smart phone verification and Cloud verification. In this the 
authentication is done in the SSP-M Cloud environment based 
on user id and password. Additional authentication was not 
included in this scheme. 

Authentication in the Mobile Cloud environment using the 
concept of profiling was introduced by Jeong et.al [27]. The 
user profile had two parts: User information and Service 
information. User information includes user name, user ID and 
some personal information such as hobby. Service information 
includes Service name, service provider and context of the 
service. Using these user and service information an user 
profile was created, which is used for authentication of the 
legitimate user. This was a form of behavioral biometric 
authentication.  Performance of this scheme was good however; 
it requires complex processing to create the user profile and 
authentication. 

Authentication in the Mobile Cloud using the concept of 
Message Digest was proposed by Dey et.al [28]. In this 
scheme, an encrypted hashed message was used for 
authentication of the user. The scheme included both 
registration and authentication. The scheme was complex in 
processing since it included both encryption and hashing. 

In 2013, Chen et.al [29] has proposed an authentication scheme 
using the familiar one-time password. In this scheme, a Generic 
Authentication Architecture was built in the mobile device 
which supports the Universal SIM. The user provides the user 
id and password to the server and the server provides a one-
time password to the user for authentication. The scheme 
resulted in delay in authentication as the user has to wait for the 
one-time password. Also the scheme was applicable to mobile 
devices which had USIM. 

IehabALRassan et.al [30] has proposed an authentication 
scheme for the Mobile Cloud using Fingerprint. Along with the 
user id and password, the user has to provide the image of his 
fingerprint to the cloud server. The cloud server authenticates 
the user after verifying the user credentials and the fingerprint. 
The scheme’s performance was good for authentication 
purpose since the fingerprint of each user is unique. However it 
resulted in additional burden for the user to send the fingerprint 
to the server and resulted in delay in processing. 

Momeni [31] has proposed a lightweight authentication scheme 
for the Mobile Cloud using the mobile network. The method 
employed a local authentication in the mobile network using 
user id and password. After authenticating the user the 

information is communicated to the cloud server. It included a 
registration phase and mutual authentication using session key 
agreements. This scheme had used the mobile network of the 
user as the third party for authentication. 

AUTHENTICATION USING TOUCH STROKE 

From the Literature study, we found that a number of 
authentication methods have been proposed. These methods are 
complex in nature with respect to Smart phone user 
convenience. When authentication of user has to be done who 
uses the smart phone, user convenience has to be given greater 
importance. Hence it becomes necessary to develop a simple 
novel authentication mechanism that considers both user 
convenience and security in mind. 

We have introduced the concept of touch stroke dynamics in 
the authentication process. It is a type of authentication in 
which the touch speed of the user is used for authentication. 

The proposed system includes two systems, one is the cloud 
server that is used to store the documents uploaded by the 
teachers and the other one is the client mobile. The client will 
connect to the server in order to access the learning materials. 
The server will authenticate the user and only valid user is 
allowed to access the materials. 

The user is required to install the learning app on their mobiles 
and register with a valid username and password. During 
registration the touch duration of username and password are 
also get stored in the server. 

During Authentication phase, when user types his username 
and password the touch stroke length is measured by the server 
and authentication is granted only if both password and touch 
stroke length are matched. 

Two versions of learning apps were developed in order to 
compare the performance of the authentication schemes. One 
version uses the simple password authentication and the second 
version uses the touch stroke length authentication method.  
Both applications were installed on the same android phone and 
tested with different username and passwords. 

A total of 50 username and passwords having different levels 
of complexities were tested on the two applications and the 
total time required to authenticate the user using each 
application were measured. The results were plotted on the 
graphs which are shown below. 

 

 

 

 

 

 

 

 

 

Figure 1.  Authentication using simple passwords 
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When simple passwords were used by the users, the average 
authentication time is found to be 14 seconds for password 
method and 24 seconds for touchstroke method. 

When complex passwords were used by the users, the average 
authentication time is found to be 20 seconds for password 
method and 30 seconds for touchstroke method. 

 

 

 

 

 

 

 

 

 

Figure 2.  Authentication using complex passwords 

 

From the test results it is clear that the use of the enhanced 
authentication method called touch stroke length authentication 
does not have much impact on the total time required to 
authenticate the user. The total time difference between the two 
methods is very nominal and negligible.   

At the same time the touch stroke length method validates both 
password and touch stroke length and provides a form of two 
stroke authentication which provides enhanced security. Thus it 
is evident that the proposed method provides additional 
security without compromising on user convenience. 

During these experiments a parameter ∆ is used which is the 
liberty time for touch stroke authentication. It is time difference 
between the original touch stroke length stored in the server 
and the touch stroke length during login.  

The parameter is required only to provide time flexibility and 
relaxation for the user during login. The method can be made 
further strict and more secure by reducing the liberty time 
during authentication. 

CONCLUSION 

Mobile Cloud Computing is one of the latest trends in the 
information technology sector, which combines the advantages 
of both mobile computing and cloud computing. It provides 
greater flexibility for the user to access the cloud resources. At 
the same time the Mobile Cloud faces several security threats 
which have to be dealt with greatest care. Continued research 
has to be done in order to identify latest threats and generating 
an action plan to tackle such threats. One of the major concerns 
to face the security threats is to authenticate the legitimate user 
of the system. From the literature study, several authentication 
schemes have been developed in the recent past. However, 
keeping in mind the convenience of the Smart phone user, it 
becomes necessary to develop a smarter authentication scheme 
that combines both user convenience and stronger security. We 
have proposed a simple authentication method which is fairly 
secure that establishes a balancing act between security and 

convenience of the smart phone user in the Mobile Cloud 
environment. 
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