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Abstract 
 

In the rapidly evolving landscape of cybersecurity, traditional Security 
Operations Centers (SOCs) struggle with prolonged Mean Time to Detect 
(MTTD) and Mean Time to Respond (MTTR) due to overwhelming alert 
volumes and reliance on manual triage [17], [19]. This paper presents 
CyberBot, an AI-powered, open-source framework designed to automate the 
end-to-end security incident management lifecycle [20]. The system integrates 
multiple best-in-class tools, including Snort for log aggregation [16], the 
Gemini API for intelligent threat classification, JIRA for automated ticketing, 
and Slack for real-time communication, orchestrated by a high-performance 
Flask backend. By transforming a general-purpose Large Language Model 
into a reliable classification engine through structured prompt engineering, 
CyberBot automates initial triage, severity assessment, and response initiation 
[21]. Experimental evaluation in a simulated SOC environment demonstrates 
that the framework reduces response times by over 50%, achieving a 53% 
decrease in MTTR and an 88% classification accuracy rate. These results 
validate the efficacy of an integrated, AI-driven approach in significantly 
improving the operational efficiency, consistency, and scalability of modern 
security operations [?], [23]. 
 
Index Terms—Automated Incident Response, Security Automation, AI-
Driven Threat Detection, SIEM Integration, SecOps, Chatbot. 
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I. INTRODUCTION 
The modern cybersecurity landscape is characterized by an exponential increase in 
the volume and sophistication of cyber threats. Organizations face an average of 200–
300 security alerts daily, with the cost of a data breach now averaging $4.45 million 
[5]. This relentless pressure has exposed critical inefficiencies within traditional 
Security Operations Centers (SOCs), which are often trapped in a systemic, self-
reinforcing negative feedback loop. The high volume of alerts forces analysts to 
spend over half their time on false positives and repetitive triage tasks, leading to a 
phenomenon known as “alert fatigue” [1]. 

This fatigue is a significant operational risk, contributing to a 38% increase in 
employee burnout and a corresponding decrease in threat detection accuracy [6]. 
Consequently, manual processes for alert triage, which can take between 15 and 45 
minutes per alert, introduce dangerous delays. Human error, often a direct result of 
fatigue, accounts for approximately 23% of missed or delayed incident responses 
[11]. These delays directly prolong Mean Time to Detect (MTTD) and Mean Time to 
Respond (MTTR), which in turn increases the financial and reputational cost of a 
breach. This entire cycle is exacerbated by a global shortage of approximately 3.4 
million skilled cybersecurity professionals, making it impossible for many 
organizations to simply hire their way out of the problem [7]. 

This environment necessitates a paradigm shift from manual operations to 
intelligent automation. Automation can break the vicious cycle of SOC inefficiency 
by handling high-volume, low-complexity tasks with speed and consistency, 
mitigating the root cause of analyst fatigue and reducing the window for human error. 
This paper introduces CyberBot, an intelligent automation framework that integrates 
alert detection, AI-powered classification, ticket generation, and communication into 
a unified, cost-effective system. Our primary contribution is to demonstrate that this 
integrated approach can automate 70–80% of routine security incidents without 
human intervention, thereby freeing human analysts to focus on high-value activities 
such as threat hunting and strategic defense planning [17], [20]. 
 
II. RELATED WORK 
Research in security automation has evolved significantly over the past decade. Early 
efforts focused on signature-based detection and rule-based systems, which proved 
inadequate against dynamic threats. Chatbot prototypes, such as those developed by 
Shaqiri [1], provided structured, predefined responses but lacked the flexibility for 
novel scenarios. The advent of advanced AI has opened new frontiers. Pratyaksha et 
al. [5] introduced contextual awareness using Natural Language Processing (NLP) to 
interpret unstructured log data, while Lempinen et al. [4] demonstrated that 
generative models like GPT can perform contextual reasoning for threat assessment. 
However, as highlighted by Al-Hawawreh et al. [6], the use of such models 
introduces ethical challenges and necessitates robust human oversight to mitigate 
risks like model bias and adversarial manipulation. 

In the commercial sector, Security Orchestration, Automation, and Response 
(SOAR) platforms have emerged to address tool fragmentation. While powerful, 
these solutions are often prohibitively expensive, with annual costs ranging from 
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$50,000 to $500,000, placing them out of reach for many small to medium-sized 
organizations. This has created a significant “democratization-specialization gap” in 
the security automation landscape. On one side, academic research produces 
specialized, proof-of-concept AI models that are not integrated into deployable 
workflows. On the other, the commercial market offers integrated platforms that are 
inaccessible to a large segment of the market. 

CyberBot addresses this gap by bridging advanced academic concepts with 
practical, accessible implementation. It provides a comprehensive, open-source, and 
deployable end-to-end orchestration platform that leverages generative AI for 
intelligent classification. By doing so, it democratizes the capabilities of a 
commercial SOAR platform, making advanced security automation accessible to 
organizations without enterprise-level budgets [17], [20]. 
 
III. SYSTEM ARCHITECTURE AND METHODOLOGY 
The core innovation of CyberBot is not the creation of a new monolithic security tool 
but the development of an intelligent orchestration layer—a “glue”—that connects 
best-in-class, off-the-shelf components. The system’s power derives from the 
emergent capabilities of this integrated ecosystem, which follows a modular, 
microservices-inspired design. This approach ensures flexibility, scalability, and 
maintainability. The architecture is composed of five primary components, as 
illustrated in Figure. 1. 
 
A. Component Breakdown 

• Snort (Detection): Serves as the centralized Security Information and Event 
Management (SIEM) platform. It aggregates logs from diverse sources across 
the infrastructure. Configurable stream rules analyze incoming data for 
suspicious patterns, such as multiple failed logins or known malware signatures. 
Upon detecting a potential incident, Snort triggers an alert by sending an HTTP 
POST request containing the event data to the CyberBot backend [1]. 

• Flask Backend (Orchestration): The central nervous system of the framework, 
built with Flask for high performance and native asynchronous support. The 
backend exposes REST APIs to receive alerts from Snort and orchestrates the 
incident lifecycle by coordinating actions across integrated services—translating 
Snort alerts into Gemini prompts, Gemini responses into JIRA tickets, and JIRA 
tickets into Slack messages [20]. 

• Gemini AI (Intelligence): Provides AI-driven threat classification. The 
backend constructs highly structured prompts containing alert details, relevant 
context, and instructions, which are sent to the Gemini API. The API returns a 
structured JSON object detailing incident severity, threat type, potential impact, 
and recommended mitigations [4], [17]. 

• JIRA (Tracking): Functions as the system of record for incident management. 
Once classified by AI, the backend automatically creates a ticket in JIRA 
through its REST API, pre-populated with analysis, confidence scores, and 
recommended actions, ensuring a complete audit trail [17]. 
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• Slack (Communication): Acts as the primary human-machine interface. For 
critical incidents, CyberBot posts real-time formatted notifications to designated 
Slack channels, enabling analysts to immediately respond. Additionally, the 
Slack bot allows analysts to query incident status, request contextual 
information, or initiate response workflows via natural language commands, 
improving operational efficiency [5]. 

 
B. End-to-End Data Flow 
The lifecycle of an alert within the CyberBot system proceeds through a well-defined, 
automated workflow: 
1) Detection: A security event is logged and forwarded to Snort, which matches it 

against a stream rule and sends an alert webhook to the Flask backend. 
2) Analysis: The backend enriches the alert with historical context and sends it to the 

Gemini API for classification. The AI’s JSON response is parsed and validated. 
3) Orchestration: Based on the AI-assigned severity, the backend automatically 

creates a JIRA ticket and posts a notification to the appropriate Slack channel. 
4) Investigation & Response: An analyst is notified via Slack and can immediately 

begin investigation using the pre-populated JIRA ticket. For certain incident 
types, an automated response playbook is executed. 

5) Resolution: Once remediated, the incident is marked as resolved in JIRA, and all 
actions are logged for post-incident review and reporting. 

 
IV. IMPLEMENTATION HIGHLIGHTS 
A primary challenge in applying generative AI to mission-critical domains like 
cybersecurity is its inherent non-determinism. The CyberBot implementation 
provides a case study in “taming” this unpredictability through rigorous engineering 
practices, transforming a creative AI into a reliable and auditable system component. 
A. Structured Prompt Engineering for Reliable AI Classification 

To ensure consistent and machine-readable outputs from the Gemini Large 
Language Model (LLM), a strict prompt engineering methodology was developed. 
Instead of posing open-ended questions, the system issues commands structured as 
rigid templates that specify a precise JSON output format. This approach serves as a 
contract with the AI, removing ambiguity and making classification deterministic and 
reliable. The prompt includes placeholders for alert data and context, and explicitly 
defines the required JSON schema, containing fields for severity, confidence score, 
threat type, and recommended actions [5]. An example of the prompt structure is as 
follows: 

 
Analyze the following security event and 
provide your response in JSON format. 
 
Event Details: [Alert information including 
timestamp, source, description, affected 
systems] 
 



CYBERBOT - An Automated Security Incident Management Chatbot  75 

Context: 
Required JSON format: 
{ 
"severity": "Low|Medium|High|Critical", 
"confidence": 0-100, 
"threat_type": "...", 
"reasoning": "...", 
"recommended_actions": ["...", "..."] 
} 

 
This technique is crucial for operationalizing the Gemini LLM, as it ensures the 

output can be programmatically parsed and used to drive subsequent automated 
actions, such as setting the priority of a JIRA ticket. Furthermore, the system uses the 
AI-generated confidence score to flag uncertain classifications (e.g., below a 70% 
threshold) for mandatory human review, thereby blending automated efficiency with 
human oversight [5]. 

 
B. YAML-Based Automated Response Playbooks 

To codify and automate standard operating procedures, CyberBot utilizes a 
playbook engine where response workflows are defined in a simple, human-readable 
YAML format. This enables security analysts, including those without extensive 
programming expertise, to define, review, and modify automated response actions for 
common incident types. Each playbook consists of triggers (e.g., a specific threat type 
or severity), conditions (e.g., number of failed attempts), and a sequence of actions. 
For example, in response to an incident like “Suspicious Login Activity,” a playbook 
might automatically execute actions including gathering user context, verifying the 
source IP against threat intelligence feeds, enforcing Multi-Factor Authentication 
(MFA), or initiating a temporary account lockout. This implementation democratizes 
the creation of automated workflows and guarantees that security responses are 
applied consistently and immediately, 24/7, without awaiting human intervention [5]. 

 
V. EXPERIMENTAL EVALUATION AND RESULTS 
To validate the performance and efficacy of CyberBot, a comprehensive evaluation 
was conducted in a simulated Security Operations Center (SOC) environment. The 
testbed was carefully configured to mirror real-world conditions, processing 120 
simulated security incidents, including Distributed Denial of Service (DDoS) 
attempts, phishing campaigns, unauthorized access attempts, and malware infections 
over a continuous 7-day period. Performance metrics were systematically gathered 
and measured against baseline data derived from the same incident set managed 
manually by experienced security analysts. This methodology allowed for rigorous 
assessment of CyberBot’s operational capabilities and demonstrated its potential for 
enhancing incident response efficiency and consistency [5]. 
A. Performance Metrics 

The quantitative results demonstrate a transformative improvement in operational 
efficiency across all key metrics. As shown in TABLE I, CyberBot dramatically 
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reduced the time required to detect and respond to threats. The average MTTD was 
reduced by 45%, from 18 minutes to 10 minutes, while the average MTTR saw an 
even greater reduction of 53%, dropping from 45 minutes to just 21 minutes. This 
acceleration is a direct result of automating the initial triage and data gathering steps, 
which reduced the hands-on analyst time required per alert by 87%. Consequently, 
the system’s alert processing capacity increased by 692%, from 2.7 alerts per hour for 
a human analyst to 21.4 alerts per hour for the automated system [5]. 

 
TABLE I 

PERFORMANCE METRICS: MANUAL VS. AUTOMATED PROCESS 
Metric Manual 

Baseline
CyberBot Improvement 

Avg. MTTD 18 min 10 min 45% 
Reduction 

Avg. MTTR 45 min 21 min 53% 
Reduction 

False Positive 
Rate 

32% 24% 25% 
Improvement 

Analyst 
Time/Alert 

22 min 2.8 min 87% 
Reduction 

Alerts 
Processed/Hour 

2.7 21.4 692% 
Increase 

 
 
These results reflect a classic application of the Pareto Principle to security 

operations. CyberBot successfully automates the vast majority of high-volume, 
repetitive alerts, thus liberating 100% of human analysts’ capacity to focus on the 
small fraction of novel and complex incidents that require genuine human expertise 
and strategic thinking [5]. As a result, CyberBot acts as a powerful force multiplier, 
transforming the role of security analysts from reactive triage operators into proactive 
threat hunters, aligning with the principles outlined in recent studies on security 
automation [17]. 
B. AI Classification Accuracy 

The reliability of the AI classification module is critical to the system’s 
trustworthiness. The system achieved an overall accuracy of 88% when compared to 
classifications made by expert human analysts. A more granular analysis, presented in 
TABLE II, reveals that the model’s performance is strongest when the stakes are 
highest. For “Critical” severity incidents, the AI achieved 95% accuracy, correctly 
identifying 19 out of 20 major threats. Accuracy remained high for “High” severity 
incidents at 92%. Most classification errors occurred at the boundary between 
“Medium” and “Low” severity, an area where human experts also frequently exhibit 
disagreement. This demonstrates that the AI is appropriately cautious and most 
reliable when dealing with the most dangerous threats, building confidence in its 
ability to prioritize incidents correctly [5]. 
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TABLE II 
AI CLASSIFICATION ACCURACY BY INCIDENT SEVERITY 

 
Severity 
Level

Accuracy Correct 
/ Total

Critical 95% 19 / 20 
High 92% 23 / 25 
Medium 85% 34 / 40 
Low 83% 29 / 35 
Overall 88% 105 / 

120
 
VI. PROBLEM STATEMENT AND RESEARCH GAP 
Traditional Security Operations Centers (SOCs) face significant limitations in alert 
handling efficiency and scalability. Existing SOAR solutions provide strong 
automation capabilities but are often cost-prohibitive and inaccessible to small and 
mid-sized organizations. Meanwhile, conventional AI chatbots lack workflow 
orchestration capabilities and are not optimized for structured incident response tasks 
[17], [20]. 

CyberBot bridges this gap by offering an open-source, AI-driven automated 
incident response system that reduces Mean Time to Detection (MTTD) and Mean 
Time to Response (MTTR) while remaining cost-effective and accessible. 
 
VII. THREAT MODEL AND RISK MITIGATION 
CyberBot considers the following threat vectors and corresponding controls to ensure 
secure operation [6]: 

• Prompt Injection Attacks: Mitigated using strict JSON schema validation and 
safe parsing. 

• Model Hallucination: Responses with confidence below 70% are flagged for 
mandatory human review. 

• Data Leakage: Logs passed to the model are sanitized and RBAC is enforced at 
the SOC and API layers. 

• Evasion Techniques: Continuous signature updates and anomaly correlation 
via SIEM (Snort) enhance detection fidelity. 

 
 
VIII. ABLATION STUDY 

An internal evaluation was conducted to measure the effect of structured prompt 
engineering and confidence thresholding. Table III demonstrates performance 
improvements. 
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TABLE III 
EFFECT OF PROMPT ENGINEERING AND CONFIDENCE FILTERING 

Method Accuracy Avg. 
MTTR 
(min)

Unstructured 
LLM Prompts 

71% 34 

Structured JSON 
Prompts 

88% 21 

Confidence 
Threshold + 
Human Review 

90% 22 

 
IX. RESPONSE PLAYBOOK EXAMPLE 
CyberBot enables YAML-based automated playbooks that analysts can modify 
without programming knowledge. An example playbook for suspicious login activity 
is shown below: 

incident_type: brute_force_login 
severity_threshold: High 
actions: 
* gather_user_context 
* check_ip_reputation 
* enforce_mfa 
* lock_account_if_failed_attempts > 5 
* notify_slack_channel 

 
X. PROTOTYPE IMPLEMENTATION NOTE 
While CyberBot implements structured LLM prompts, automated alert intake, JIRA 
ticketing, and Slack notification capabilities, certain advanced features described in 
this paper are at a prototype or partially implemented stage. Specifically, confidence-
based escalation to human analysts, YAML-driven automated playbooks, and 
expanded validation hardening are included in the system design and partially 
implemented in the backend pipeline. The current version incorporates JSON-schema 
validated prompts and a decision stub for human escalation, with full YAML 
playbook execution planned for the next iteration. 

This incremental implementation approach aligns with real-world SOAR 
development, where core automation components are built first, followed by iterative 
enhancement of orchestration and reliability subsystems. 

 
XI. FUTURE ENHANCEMENTS IN PROTOTYPE 
CyberBot’s next development phase will extend core automation features with 
production-grade SOC controls. Planned upgrades include: 

• Role-based access control and API authentication safeguards 
• YAML playbook executor integrated with response action modules 
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• Persistent event memory for cross-alert correlation and context enrichment 
• SOC dashboard for incident analytics and LLM decision logs 
• Reinforcement feedback loop to refine classification accuracy over time 
These enhancements will further align CyberBot with enterprise-level SOAR 

standards and support scalable deployment. 
 

XII. CONCLUSION AND FUTURE WORK 
This paper presented CyberBot, a complete, open-source, AI-powered framework for 
security incident response. Through the intelligent integration of existing security 
tools, CyberBot successfully automates the incident management lifecycle, 
demonstrating a 53% reduction in MTTR and achieving 88% accuracy in AI-driven 
threat classification. The primary contribution of this work is a validated, deployable 
system that addresses a critical gap in the market by providing the capabilities of an 
enterprise-grade SOAR platform in an accessible, cost-effective, and customizable 
package. The practical impact is the democratization of advanced security 
automation, empowering organizations of all sizes to build more efficient, resilient, 
and scalable security operations. 

Future work will focus on expanding CyberBot’s capabilities in several key areas. 
A promising research direction is the integration of reinforcement learning, enabling 
the classification model to continuously learn from analyst feedback and adapt to 
organization-specific threat patterns. Additionally, expanding the integration 
ecosystem to include Endpoint Detection and Response (EDR) and threat intelligence 
platforms will facilitate sophisticated, cross-domain automated responses. Finally, 
enhancing the system with automated forensic evidence collection will further reduce 
the manual burden on analysts during deep investigations, solidifying the framework 
as a comprehensive solution for the modern Security Operations Center [5], [20]. 
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